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Need for secure identity management 2

Increase of identity theft/identity disclosure breaches

Proliferation of BYOD systems

Evolution of anonymity-preserving tools for the Internet

Extension of the time needed to identify cybercrimes and cyberattacks

Use of multiple identities per user
.



3Identity theft statistics



PKI deployment lifecycle 4
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PKI iterative deployment 5
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The roadmap is updated at every iteration 

of the PDCA cycle



Plan1
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Business requirements analysis

• RoX
• Solutions (existing or 
need for adaptation?)

Context analysis

• Regulatory compliance
• Partner compliance
• Customer compliance
• Competitive compliance



Plan2
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Defining PKI Architecture

PKI survey and assessment
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8

Physical security

CPS & operational manuals

HR recruitment & capacity building

H&S platforms

Planning & process design



Check

9

Testing
Testing PKI components

Path validation
(NIST project)

Accreditation

WEBTRUST
ETSI TS 102 042

Interoperability

Software libraries
APIs

Intelligence

Key length
Deployment 

(managed/In-house) 
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HARDWARE
Servers
HSMS
Smartcards

SOFTWARE
CA
CRL, OCSP
Client signature

MANPOWER
Interfaces between CA modules
In-house development

How to assess PKI costs?
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NUMBER OF NEW CUSTOMERS
Customer registration rate
Churn rate?

DELAY REDUCTION

Average procesing delay
Time-to-market

THREAT REDUCTION
Number of attack attempts
False positive rate

How to assess PKI revenues?



13Future trends



What are the most 
important trends driving 
the deployment of 
applications that make use 
of PKI?



15Influence of IoT and Cloud Computing
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WILL PKI ADAPT TO NEW 
NETWORKING/COMPUTING 
PARADIGMS?

CLOUD COMPUTING

New investment models

New governance models

Risk sharing

BIG DATA

Complexity of cryptographic routines

Multiple processing needs (e.g., search, 
aggregation)

Dramatic increase in size

IoT

No IP addresses

Limited  CPU, memory, and storage 
resources

Dynamic space-time behavior

SOCIAL NETWORKS

New types of communities

New types of threats

Open issues
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THANKS
FOR YOUR ATTENTION


