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Technical Areas

Application Technologies

JTC1 Subcommittees and Working Groups
SC 36 - Learning Technology

Cultural and Linguistic Adaptability and User
Interfaces

SC 02 - Coded Character Sets
SC 22/WG 20 — Internationalization
SC 35 - User Interfaces

Data Capture land Identification Systems

SC 17 - Cards and Personal Identification
SC 31 - Automatic Identification and Data Capture Techniques

Data Management Services

SC 32 - Data Management and Interchange

Document Description Languages

SC 34 - Document Description and Processing Languages

Information Interchange Media

SC 11 - Flexible Magnetic Media for Digital Data Interchange
SC 23 - Optical Disk Cartridges for Information Interchange

Multimedia and Representation

SC 24 - Computer Graphics and Image Processing
SC 29 - Coding of Audio, Picture, and Multimedia and Hypermedia Information

Networking and Middleware

SC 06 - Telecommunications and Information Exchange Between Systems
SC 25 - Interconnection of Information Technology Equipment
SC 38 - Cloud Computing and Distributed Platforms

Office Equipment

SC 28 - Office Equipment

Green IT

SC 39 — Sustainability for an by IT

Programming Languages and Software Interfaces

SC 22 - Programming Languages, their Environments and Systems Software Interfaces

Security

SC 27 - IT Security Techniques
SC 37 - Biometrics

Software, Processes and Systems

SC 07 - Software and System Engineering
SC40 - IT Governance and IT Management

Internet of Things

SC41 - Internet of Things and related technologies

Artificial Intelligence & Big Data

SC42 - Artificial Intelligence

Smart Cities

WG11 - Smart City

3D Scanning and Printing

WG12 - 3D Printing and Scanning

1soflj (& JIEC

INFORMATION TECHNOLOGY STAKMDARDS
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Terms of references

Title: Internet of Things and related technologies

Scope: Standardization in the area of Internet of Things and
related technologies.

1. Serve as the focus and proponent for JTC 1's standardization
programme on the Internet of Things and related
technologies, including Sensor Networks and Wearables

technologies.
2. Provide guidance to JTC 1, IEC, ISO and other entities
developing Internet of Things related applications.

ITU-T RFG 2017-11-19
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ISO/IEC Definition

..an infrastructure of interconnected
objects, people, systems and
information resources together with
intelligent services to allow them to
process information of the physical
and the virtual world and react.
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loT systems _

Networf( centric
Distributed
Data intensive

‘Smart, thlngS/ embedded SyStemS(Autonomousor

semi-autonomous)

o M2M (communications, transactions)

e (Heterogeneous)
(Socio-technical)

SO JTC 1 LCI ITU-T RFG 2017-11-19
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Example: Manufacturing 4.0 from the literature

Data analysis and usage Factory visualization Intelligent Dashboard

Integrated data visualization

u_ﬂuf_igl_s_al_e;: API_“ |-L-o-g‘|'s'f|'c's- i
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! L Interface Inter[a(e -
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; o Data integration and accumulation &=® G é
[k 0 ;J .

i "-\ Private M2M Cloud
T Accumulate performance data for physical equipment / IT systems
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order of 0,5
TB per day
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Example: IoT distributed computing view from the literature

TTTTTITTTTT) s

Network Management Applications

Data Center, Cloud

Hosting loT analytics

Core

IPIMPLS, Security,
QoS, Multicast

[- Thousands J

Field Area Network

.
Dozens of G 'l
Thousands

y 4 |

Extreme
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The Internet of Things
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Battedac

Breakdows, W
Metees, Deits - g : o Eon GonEnvieon, | temsand securmy tee
ol - Consumer & : S | Equps Ervna. rorizoe et

Fuied Cella, etz oz ; Home A e i

DM Carmieas.

Poves Systesms, MD, FO5 Teeminals

Dishbrashers, chicaders,
Dasizep Compunars Cagh Roghters

@" &

e 5T i 35

e ;ﬁi f _ 2| 2
‘ ST SR e [ #53: £ -8
= g

Talmadcine, 8te. Pumpn, Wb, Yads Cormnoyon. Fipclines.
Maters, Debves, Cermertng Fabiestien

E iBeRECh: cmh AssarbiyTickaging VesseluTankd, e10.
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WHAT YOU CAN DO WITH IOT IN AGRICULTURE

SMART LIVESTOCK
IRRIGATION MONITORING

w

SENSOR-BASED
PRECISION AGRICULTURE

WEATHER MONITORING
AND FORECASTING

Py

-

REMOTE CROP
MONITORING

REMOTE MONITORING
OF 50IL QUALITY

0a0

LOGISTICS AND
DISTRIBUTION

¢cl sSnoo4 OSl

REMOTE ASSET
MONITORING

WINE QUALITY
ENHANCEMENT

1ru-I
INEORMATION TECHRMOLE ~3 LT)

mnr

LIVESTOCK

SMART WEATHER MONITORING
IRRIGATION MONITORING AND FORECASTING

SENSOR-BASED
PRECISION AGRICULTURE

REMOTE CROP
MONITORING

REMOTE MONITORING
OF SOIL QUALITY

SMART WAREHOUSING,

REMOTE ASSET WINE QUALITY
Iﬁﬁs-ll-i‘ll;cus“‘“:: MONITORING ENHANCEMENT
2017-11-19
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Example: Smart Healthcare from the literature

:JJ

biotelemetry

sticlk-on
Heart Rat2 Sensor
oS o

Real-time Monitoring Data

ONAIL FIyjecL iur 101 Lulinecuvity, ivlirikeurli rmd, JUIl £0, £V 14, AUV - IV LdDS,NAIO |
https://www.slideshare.net/gatordkim/snail-project-for-iot-connectivity ?from_action=save
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Industrial Internet / Smart Buildings

Indoar
Air Quality
Cameras geryices

Dampers

Intrusicn
Detectors

Card
Readers,

Access
fManagement
Contrallers

Chemical
Water Control

INFORMATION TECHNOLE ™y LT/ NIJART S

Air
Filters

Air Handling
Unit
Controllers

Exhaust

Fans Sinoke

Detectors
Coaling

oils Fans

Pumps

Operators
Chillers & Station
Beilers
Fire Alarm

Computer Room Panels

Air Handlers

https://securityledger.com/2016/08/nist-outlines-a-secure-network-of-things/
@ ! 7 [ !

ITU-T RFG 2017-11-19

Cooling Elevators
Tawers Lighting Halon Diffusers
Zone . System
Healing WAV
Control Units Uiks
Panels i,
1
- J Cameras
|
— L
_.-'-'"-'-r’
- r
&
s
a = Electric,
: Gas
Heating
Thermostats! % Vending Machines
Hurmidistats
Parking Water Systems
Garage
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Smart Cities

Electromagnetic emissians —m

Weather Sensing
Pracipitation, air and ground termp Maonitoring call towers and Wi-Fi routers Monitoring pollution levals
Public Safety Smart Lighting ltem Location
Moise, motion, crowd detection Streat lamps with mation sensing increased officiency in

for reduced snergy consumaton wanehouses and harbors

Gaiiging starm drain run-ofl

Safe & Orderly Streets

Sensors and enforcement tools 1o

laep fivg hydrants and no-parking

2anes dear for emesgency vehsies Public Health
Nudear, chemical and
bachogical mositoring

/1U86!||91U!-Se!

10-lews-ayew-ubije-101-1gAI-Wqgl/Wwod° J01eAouUnol//:dny

Gas Leak tection

Explosion prevention

wer Maonitoring

Keeping track of fluid levels

Wate

Water Quality

Menitanng polliants

Preventing water los

Parking Access Structural Integrity

Hang tags and spacial event parking Sansing wirations

Smart Parking Sail Moisture
J I C ' I EC Waylinding for availshle spots For sgricultural improvements

wiww. fybr-tech.com
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loT systems |

Large number of application domains:

-> \Wide range of requirements (functional
and non-functionals)

-> Many technical & applicative
architecture & design patterns

ITU-T RFG 2017-11-19
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Gartner Hype Cycle for the Internet of Things, 2016

‘ Embedded Software

and Systems Security

Wide-Area loT Networks
T/OT Convergence and Alignment
loT Architecture
Connected Home
I5T for Customer Service
loT Edge Architectureg
loT Services

lol Platform
loT-Enabled ERP

Event Stream Processing
Internet of Things
Machine Learning
Enterprise Information Management Programs
Predictive Analytics
@ Low-Cost Development Boards

@ IT/OT Integration
@ Message Queue Telemetry Transport

@ |oT Integration

Plateau will be reached in:
@ less than 2 years

@ 2to5 years

(O 5to 10 years

@ more than 10 years

Data Federation/

Virtualization Tools
Edge Analytics
Digital Ethics

loT Business Solutions

Asset Performance Management

Cloud MOM Services @ MDM of Product Data

Expectations

Things as Customers

Infonomics

Internet of Things Managed Machine-

Operational Technology-
Platform Convergence

Authentication Digital Twin

to-Machine

Communication —
i i Services Smart lighting
O Licensing and

Entitlement
Management

As of July 2016
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JTC 1 Norway Plenary Resolution

Resolution 12 — Establishment of JTC 1 Subcommittee SC 41, Internet of Things and related
technologies
JTC 1 establishes a Systems Integration entity (see SD 24, Systems Integration Standardization

Guidelines) in the form of a new Subcommittee 41 on Internet of Things and related technologies
initially comprising the work of JTC 1/WG 7 and JTC 1/WG 10.

1l JTC1 TU-T RFG 2017-11-19 b
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JTC 1 Systems Integration Matrix

Version 1.2, 2017-10-08

X

SC 02 Coding

SC 06 Network

SC 07 Swa&Sys
SC 17 Cards ID

SC 22 Prog. Lang

SC 23 Disk

SC 24 Graphic
SC 25 Interc.

SC 27 Security

SC 28 Office Eq.

SC 29 Multimed.

SC 31 Data Cap
SC 32 Data int.
SC 34 Doc.

SC 35 User Int.
SC 36 Learn
SC 37 Bio

SC 38 Midd|

SC 39 IT Sust.

SC40 Gov& M
SC 41 loT
SC42 Al

WG11 Smart Cities

WG12 3D Sc. & Pr.
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A System Committee

Succinctly:

Works in a collaborative fashion

Maintain a holistic view of the area under its
responsibility

Communicate, socialize this view

Seek and coordinate collaborative work (SWG, joint
projects,...), with internal (ISO and IEC) and external
(SDOs) entities

May also delegate work to other internal entities

ITU-T RFG 2017-11-19
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- Membership 27110

21 ‘P’ Members

Austria, Belgium, Canada, China, Denmark, Finland, France,
Germany, India, Israel, Italy, Japan, Korea, Luxembourg,
Malaysia, Netherlands, Russia, Singapore, Sweden, UK, USA

11 ‘O’ Members

Argentina, Australia, Iceland, Iran, Ireland, Kenya, Mexico,
Norway, Pakistan, Saudi Arabia, Switzerland

210 experts registered

15l JTC1 ITU-T RFG 2017-11-19
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~ Membership z07-100

IEC Liaisons

SEG7, TC 1, TC 65, TC 91, TC100, TA 16, TC 124,
ISO Liaisons

TC 184, TC 211, TC 215, TC 269, TC 282/SC2, TC 307
JTC 1 Liaisons

SC6, 24, 25, 27, 28, 29, 31, 32, 35, 36, 37, 38, 39, 40

A Liaisons

AIM, GSI, IIC, OCF, OGC, ITU-T

1l JTCT ITU-T RFG 2017-11-19
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loT SDOs and Alliances Landscape
(Vertical and Horizontal Domains)

. Manufacturing/ Vehicular/ Farming/
Home/Building |ndustry Automation Transportation Healthcare Energy Cities Wearables Agrifood
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1st Plenary Highlites, s x-umezn

* 70 participants from 15 countries and 3 liaisons

* New organizational structure

* Creation of an AG

* Creation of six (6) Study Groups

* Four A laisons recommended

* Progression of all (8) current projects

* Eight (8) NWIPs considered

e Two plenaries per year, integrated with WG and SG meetings
* Plenaries tentatively planned till mid 2020

1l JTCT ITU-T RFG 2017-11-19
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SC41 Space

sof i (e |1 i

INFORMATION TECHNOLOGY STAKMDARDS

loT
Applications
Standards

Application use cases

A
loT Framework,

& Foundationnal
Standards

Industrial loT Consumer loT

Jreyn ayj wouj maia Aieuiwijeid
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SC41 Structure (2017-06-02)

Chair
Advisory Secretariat
Group
| |
WG 3 WG 4 WG5
loT loT loT
Architecture Interoperability Applications

SG SG SG . SG SQ SG

. Industrial Edge Real-time loT

Wearables Trustworthiness _
loT Computing loT Use cases

ITU-T RFG 2017-11-19
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loT Trustworthiness

Study
Group

)
O
®
oN
0p)
i
O
0p)

Version 0.3 2017-09-12

Edge (Fog) loT Architecture Interoperability
Computing and
Framework Conformance
30141
19637
21823-1
tudy G
SR G 29182-1, 3; 21823-2,3
29182-2
20924
Testing
loT Implementation
10T Identification | | Implementation Cyberphysical : Platforms .
(sca1) Guidance Systems Misdioware & Networking loTWircle=e
29161, 21450, (7]
21451, Study Group 2
21451-1,2,4,7 )
o
29182-4,5; 20005; 30101; 30128 8
loT Applications
Domains
Study
Uses Cases and Group

application
guidance

29182-6; 22417, 22560, 30140-1,2,3,4

Study Group

Consumer loT

Industrial loT

IEC 62443 series
Study Group

T
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ISO/IEC TR 22417:2017, 1oT use cases

Context

Global

Transport infrastructure
Home

Public buildings

Offices

Factories

Process Plants

Agriculture

Forestry o
Fishing

Body and Personal
Healthcare
Vehicles

Smart Cities J

INFORMATION TECHNOLOGY STAKMDARDS

Scenarlos (1)

IoT Network Security

loT Security Threat Detection and
Management

Remote Management of Large
Equipment in a Plant

Automated ICC Profile Discovery
Tracking of Farm Products
Warehouse Goods Monitoring
Cooperation between Factories and
Remote Applications

Searching System for People with
Cognitive Impairment

Sleep Monitoring System

Smart Glasses

loT Endpoint (Sensors and Actuators)
Monitoring Systems

Intelligent Assistive Parking in Urban
Areas

Scenanos(Z)

ITU-T RFG 2017-11-19

Integrated Smart Pump System
Remote Health Monitoring: Example of
an AAL Use Case Relevant to loT
Connected Car Analytics

Real Time Motor Monitor

Smart Home Appliances

Smart Home Insurance

Machine Leasing

loT-based Energy Management
System for Industrial Facilities

Water Plant Management

Smart Home Application

Field Gateway Bridging loT to Legacy
Devices in Factories and Plants
Production Monitoring of Textile
Equipment

Remote Management of Agricultural
Greenhouses

266



ISO/IECWD 21823-1:2017(E)
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Transport

Interoperabili

Semantic Data
Figure 1 - Facets of IoT interoperability

ISO/IEC JTC 1/SC 41 NO157, Working draft of ISO/IEC
21823-1 Information technology — Internet of Things (loT) —
Interoperability for Internet of Things Systems — Part 1:
Framework
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From SC41N058 NB of China’s contribution: Technical trend report of EC-loT

Reference Architecture of Edge Computing

loud Application

Application Domain

Industry App of EC
ry App App_
Service Operation seculrty

Data Domain

Date analysis & display

Data aggregation & Data
interoperability security

Distributed computing

Network Domain

Massive connection & auto O&M

Network
Real-time transport security

Real-time connection

Equipment Domain

Heterogeneous Lightweight Device

system system ¢
architecture architecture security

Bupndwon

uopes)ddy

4 Definition of EC: Edge computing is performed on an
open platform at the network edge near things or data
sources, integrating network, computing, storage, and
application core capabilities and providing edge intelligent
services

e Application Domain
-Implement EC Industry application and support EC service
operation.

» Data Domain
-Provide life cycle service, enable data security & privacy,
support distributed computing, and scalability of ECN resource

» Network Domain

-Provide connection service for interconnected systems, data
aggregation and bearing ;

-Satisfy real-time requirement of service through real-time
connection and transmission

» Equipment Domain

-Support real-time intelligent interconnection and intelligent
application of field equipment

-Heterogeneous system architecture can meet the requirement
of real-time service and intelligent equipment

-Lightweight system architecture enable low power consumption

ITU-T RFG 2017-11-19




« 2017 :
« 2018:
: Japan, November 26-30 (to be confirmed)
« 2019:
« 2019:
« 2020:

« 2018

Future Plenary meetings

Delhi, India, November 13-17 (confirmed)
Berlin, Germany, May 13-18, 2018, (confirmed)

China, May 26-31 (to be confirmed)
Sweden, November (to be confirmed)
Montréal, Canada, May (to be confirmed)

ITU-T RFG 2017-11-19 29
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To conclude
« Capitalizing on the excellent work done by JTC 1/WG 7 and
WGI10, SC41 has already a substantial portfolio of standards
and projects.
e Since ITU-T has an A laison with JTC 1/SC41, ITU-T
experts can and are invited to participate and contribute.
« Joint work with ITU-T entities is also possible.

1l JTCT ITU-T RFG 2017-11-19
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