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Analysis of AI Safety & Security Issues for Intelligent Connected Vehicles
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National policy promotion: "Artificial Intelligence+" and "Embodied Intelligence"

"ATERE+" RS “+RA" #k!
" Artificial Intelligence+" Strategy the “15th Five-Year” Plan
202588H26H 20265E3H13H
(KFFENEDE “ATERE+" 1TRIRZ) ( “+HhA" MEINE)

"Opinions on Deeply Implementing the 'Artificial Intelligence+' Initiative "The Outline of the 15th Five-Year Plan"
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Establish a complete industrial chain cultivation system for the

future, and promote quantum technology, ..., embodied

intelligence, and the sixth-generation mobile communication
to become new growth points
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Promote "intelligent terminal" "universal intelligent connection",
cultivate the intelligent product ecosystem, and vigorously

develop new-generation intelligent terminals such as intelligent
Kconnected vehicles

“AT &R BB 86" Bl AERLZR&IESH

"Artificial Intelligence' and "embodied intelligence' have become the strategic direction of national development.
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Industry development driven: Al + Automobile
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Driving - Full coverage ¥ s Cockpit — implementing &

> Interactive Dialogue Applications
> Personalized Recommendations and
Services

> From Modular to End-to-end
> Application of VLA models
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i o | 2 \\ / ' > Big-data Operation Analysis and
> Intelligent Chassis Control ! i B B o B R : Services
. > Intelligent Vehicle Control i 9 6 o 5% &6 > Algorithm Iteration and OTA Updates
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Al is widely applied in intelligent connected vehicles (ICVs) and vehicle-road-cloud systems, with its coverage expanding rapidly
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The history of vehicle safety&security development

EHRSEZLN BHEEMEXISERZ SIME

Traditional vehicle safety boundarles ‘ ‘ Intelligent Connected Vehicle Safety&Security Extension
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~1900s ~1950s 2006 2016 2016 2018

Safety Of The Intended Cyber-security Data Security
Functionality, SOTIF
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Passive Safety Active Safety Functional Safety

Protecting data from being

Reducing the severity of the Preventive measures were  Ensure that the system Deal with the risk of Preventing external attacks .
injury after the accident taken to identify and remains controllable even in misjudgment in complex and illegal intrusions leaked and misused
prevent the accident before  the event of a failure. scenarios
it occurred. & . :
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The connotation of security has expanded from "mechanics
and control" to "functions, scenarios, networks and data".

MMERBIEMRENPHIN, RREIIEEMNIARNEEIEE,. 55, MESEIRNRRAER

From the traditional active-passive protection methods, to the systematic governance of functions, scenarios, networks and data in the era of intelligent connectivity
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Al-Driven Automotive Transformation: From "Means of Transportation” to "Embodied Intelligence”
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Driven by Al, the form of automobiles is rapidly evolving from "transportation tools" to ''new-generation intelligent terminals', and has become the

"first practical application scenario" with the largest scale of "embodied intelligence', the most mature commercialization, and the most complete
industrial chain.

F— X EEeRin
The new generation of
intelligent terminals

" ATHE+HSE “ B85

" Artificial Intelligence + embodied artificial
Automobiles intelligence

BES. GETHRY “EREl”

"Intelligent entities' with a physical form

BAIKRE "BEexsE"

"Intelligent Space" with an Al brain

___________________________________

AIEEMRELESES~N, "SEE" RAEESTEEMCKERRRER

___________________________________________________________________________________

Al is completely reshaping the automotive industry, and '"AI Model Ratio' has become a new standard for measuring the level of automotive intelligence.
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Cars drive the evolution of AI from Digital Al to Physical Al, serving as the core carrier for this transition.

O Alithicre: MEVISFERZIEERIESTItRNESRZE

> AIRRETEREES:

The paradigm shift in the development of Al

HrEATHE: ) YEBEATS

Digital artificial intelligence Physical Artificial Intelligence
RS: HE=EE (Cyber) FZ&: PIEMHR (Physical)
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AR, AL o —— = Form: Cyber Space (Cyber) Form: Physical World (Physical)
3 Core: Text, Code, Logic Core: Physical Laws
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Ability: Predict the Next Token Ability: Predict the next physical state
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Why are automobiles the core carriers?
“PHEAIRAINT—KIRE. ©li)26EEE. BNEER, # v BEIESHE: BN SRNZERSIRNR.,

BEFGIARRINESHNRS, BEEUNSEATBNSHSEREDS. v TERHEERRL: M TR, Mk, EhlR2tEes;
g v HUIELERE: BT RRRESIEEAR, HERESS

—— #{"/) (Jensen Huang), NVIDIA CEO

"Physical Al represents the next wave of Al. These are systems that can understand High dynamic environment: Respond in real time to complex traffic flows;
and perceive physical laws, and can predict future states. They are typically Hard technology integration: Integrates perception, planning, and control capabilities;
implemented in the form of robots and self-driving cars." Large-scale deployment: Tens of millions of automobiles on road.

VERARBHEATEEEN “SFAI" #HER “PIEAI" g0

Vehicles serve as the core carrier driving the evolution of artificial intelligence from "digital AI" to "physical AI"
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Al features and safety&security risks
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"Black box" characteristic

BLACK BOX TESTING APPROACH
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Black Box
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The "black box" characteristic means that the

decision-making process is difficult to fully
trace, explain and verify.
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The "black box'" nature of Al, its data dependence, and the uncertainty of its outputs all jointly constitute the fundamental challenges in safety&security governance.
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The performance of the model is highly

influenced by the quality, scale and distribution
of the training data.
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Output uncertainty
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The output may contain illusions, deviations
and misjudgments, thereby posing safety risks.
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Al features and safety&security risks
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Al/ Large Model Full-Chain Safety&Security Evolution Roadmap
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application
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Attack surface

qiERs

Data poisoning

FEFAtSE

privacy disclosure

BrIsE
Backdoor attack
BENAKE

Harmful fine-tuning attack

SOV HIRE
Reward mechanism manipulation

HRRTS

Escape attack

RIS

Adversarial attack

Pl RETE
Member inference

Ph{EE
Defensive surface
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Data purification

FEFADNE

Privacy Enhancement
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Distributed defense
X7
Align
Z2RE
Security recovery

SEEN
Anomaly detection
RIS
Adversarial training
MNL9R
Rule constraints
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Self-correction system

The full chain of AI application (data, model, deployment) faces external attack risks.



.

"Al+i5

" RS

The safety&security challenges brought by " Al + automobiles"

O SSEZFHHM "Al+S

" ¥R "[AINXESE: H+BF+EE]" BRER

&g

(= N

Cars are gradually shifting from the "AI + automobiles" model to a more integrated and profound penetration of "[AI] X
[automobile: mechanical + electronic + communication]".
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Al-powered automobiles

o ABIESRE

Al infiltration of automobiles
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The safety&security risks have taken on new characteristics of '"physicalization and cross-domainization"
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The safety&security challenges brought by " Al + automobiles"

O AISIANG, SEReHIn "SHE. SIS, %R Fhksk

After the introduction of Al, automotive safety&security now faces new challenges that are '""'multi-dimensional, high-risk and across
the entire lifecycle.
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Global efforts on ""AI + automobiles' safety&security standards

O “Al+is%F" Z2s1RERIN-Z%iE, EffREER%, EREENEHRERETME

The " Al + automobiles' safety issue has attracted global widespread attention. International standards have been released, and China is accelerating the
process of standards formulation.

N PEKENSFAIRSINE W SEAIZRSIEXEIR P FRAISEINELREPG

Automotive Artificial Intelligence Standardization
Promotion Center

The world's first automotive Al
safety standard

China National Standard on Al
Safety & Security

@ Publicly -
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Specification PEATRRRARSRLFEMKR S HIAENE
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ISO{PAS 8300

Reoud vediclos — Salety and artalicial First edition
Intelbigunce 2024-12

¥ FREQSATIA 1 bk (e A il s
ERALWRE SRR HE L el i

ISO/PAS 8800:2024
(EIREW-Z2MATLEE)

- SIEMERINER B SO%N, FEDRIAN THUV. TRUS LR TR
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2024 12BIF X 5% REAIZERTE BAIZLEBER. KNESE. HRERE. EEREEFAEHER
FRIEESIES HERRSHIETE

ISO/PAS 8800:2024 "Road Vehicles -
Safety and Artificial Intelligence" was
officially released on December 2024.

The National Automotive Standardization Committee has initiated the establishment of the
Vehicle Artificial Intelligence Standardization Promotion Center. It will conduct standard
research and formulation work from perspectives such as the vehicle Al safety management
system, risk classification, data security, information security, and Al safety assessment.

China national standard for the
automotive Al safety series is
currently under development.
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Al Safety & Security Standards for Intelligent Connected Vehicles
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- ISO/IEC 22989

Relevant international standard - ISO/IEC 22989

ISO/IEC 22989:2022 Al concept and terminology
BN, REEENALREERNEA.

INTERNATIONAL
STANDARD

ISO/IEC
22989

¢ EX T RFARURAMLOARE, BBHTARKNENE (WEEE. &
RREMSE) TN EHAEEE:

Defined the core terms that run through the entire field of Al clarified the attributes related to Al
(such as robustness, interpretability, etc.) and the concepts of the Al life cycle

Information technology — Artificial
intelligence — Artificial intelligence
concepts and terminology

ecfinciagtes de Miforsmtion — Intriligerce arttficielle Concrpts
ot terminnlage solatfs @ 'mtelipence artifionle
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ISO 150185 22989:202 2(8)

f

Inception
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Design and
development
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Verification and
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Deployment
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Operation and
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monitoring
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Re-evaluate

.

Retirement

DevOps

VAN

Transparency and explainability

Security and privacy

Risk management
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Governance
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INTERNATIONAL
STANDARD

ISO/IEC
5338

Information technology — Artificial
Intelligence — Al system life cycle
processes

Teckaplogier de Mnfirmocioy — teonfigence artificrelle — Proceena
e ycie e we des geativoes A
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- ISO/IEC 5338

Relevant international standard - ISO/IEC 5338

Re-evaluation

Inception

* 64,1 Business or mission
analysis

o * 642 Stakeholder needs and

requirements definition
* 64,3 System requirement
definition

Design and Development

|

* 6,38 Quality assurance

* 6,4.2 Stakeholder needs and
requirements definition

* 6,413 Validation

|

. 644 System architecture
definition

* 6.4.5 Design definition

* 6,46 System analysis

* 64,7 Knowledge acquisition
« 64.8 Al data engineering

* 649 Implementation

* 6,410 Integration

Verlndtlun and
Validation

* 6.4.11 Verification
* 4,13 Validation

Deployment

* 6412 Transition

A
Retirement

* 6417 Disposal

Operation and Continuous
Monitoring Validation
* 6,415 Operation o |ne 6.4.14 Continuous
* 6,416 Maintenance validation

ISO/IEC 5338:2023 Information technology — Artificial intelligence — Al system life cycle processes

¢ ESETUMENE. AERAIR
FHIEPNEA "EREFM" .

¢ EXTERANAIREHRSEEIE

Defined a universal process for the development and
management of Al systems

¢ BAIRFARMNESIRIT, TSI,
B TR S NIRIZRIE IR
TG ETER

Standardize the entire process of Al system development,

including concept design, engineering implementation,

deployment and operation, as well as continuous
maintenance and decommissioning

15
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Relevant international standard - ISO/IEC 8183

ISO/IEC 8183:2023 Information technology — Artificial intelligence — Data life cycle framework

INTERNATIONAL  1SO/IEC ¢ BN SFAIRGE RBERE G RAEIEERNEME, AIBURREN "ER”

STANDARD 8183 The first international standard to establish a complete data lifecycle management framework for Al systems,
serving as the cornerstone of Al data governance.
& EHTHIEEGREMER, FE 7 NETERE. eI, k.
HE. HFRZRRHIEERMERBXREE
Information technology — Artificial It provides a data lifecycle framework, covering all stages from data acquisition, creation,
intelligence — Data life cycle . . .
framework development, deployment, maintenance to eventual retirement, as well as related operations.

R * BEIENAESARGSESEEIROES, BIEsE
AT HEE BIREw FRER BOGNER Ea S A RO Simk

1. ldea
conception

2. Business
requirements

Treating data as the core asset throughout the entire lifecycle of the Al system, and supports
the development and operation of the Al system by standardizing the data processing stages.

Boundary of data processing
____________________________________________
J
1
1 Continuous validation and verification of system
1 4
1
1
1 |3 Data 4, Data S. Data 6. Building 7. System 8. System
1 (planning acquisition |«=| preparation J+={ a model deployment operation
I A - -
]
] v v
: i Validation and verification of model |
AN 1
JEGIIIEIN. [l st s s ek b e e T e S e e S RS R s
R .

10. System
decom-
nissionin
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Relevant international standard - ISO/PAS 8800

ISO/PAS 8800:2024 Road vehicles — Safety and artificial intelligence
¢ EEEMISERRA TE6RERZE0EITE

Publicl . e . . . .
y The world’s first authoritative standard for artificial intelligence safety in the automotive domain.

Available
Specification

¢ EXNTERERAIZEEGRAY, AERZEEE. REFKRIES, €2
o, WIEEIASXERE, RETERFEX

The Al safety life cycle of road vehicles has been defined, and specific requirements have been proposed based
on key processes such as safety management, derivation of safety requirements, safety analysis, and safety V&V.

|SO/pAS 8800 Encompassling systvm
; & anlety seoptron & it ".“t'.".‘,"'m\tl““ ,‘.,.“..",'.“
Road vehicles — Safety and artificial First edition . ] ,_‘.J,,,,\ . ‘ un deplaymer
intelligence 2024-12 iirstnim [Trons wefoven Popee

Vihvv sty routiers — Sécwrntd ol indelligesve artiffciele

ERREW ZEMALERE
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Relevant domestic standard - GB 44721—2026

GB 44721—2026 HEEMELSE BHSHRFERSER

Intelligent and connected vehicle—Safety requirements for automated driving system

Sy G B

vheAE N S 3R R [E I 52 bs HE

GB 44721—2026
BN GRT 41—

FHEMESRE BIERRARFREER

Intelligent und connvcted vehicle—Safety requirvments for sutomated
driving system

2026-07-U %S 2027-07-01 1

(6] %% ol B W & 3% B 68 K9

HekErEmEny = F

¢ EFIEERIEE, 2026-07-30H%7, 2027-07-013EhE
Mandatory national standard, released on July 30, 2026, implemented on July 1, 2027

¢ XY L3/L4 BiEERRHeEamRAREZESFREER, JTSSIES. &IWK
ptREg. MIENE. REEBRSTFREIERE, XYBENSWARGKEITE,. KEH
th. (FRISIERHIESIZIR. 9 L3/14 BaiSi-mmimENNERZ LR, B3
ERATERRS, DRMPRCHZEFRTRIEAXE

It puts forward full-life-cycle security assurance requirements for L3/L4 automated-driving vehicles, regulates
dynamic driving tasks, minimum risk maneuvers, fault handling, safety files and multi-approach verification tests,
and imposes mandatory constraints on risk assessment, failure analysis and simulation verification of automated
driving systems. It sets the safety baseline for market access of L3/L4 automated-driving products, yet systematic
specifications for the safety development process of automotive Al systems are still lacking.

¥ ¥
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Al Safety&Security Development Process for Intelligent Connected Vehicles
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Al Safety&Security Development Process for Intelligent Connected Vehicles

O AL RERFRESEFRFRSFRAZEHXE

The development process is the key to ensuring the safety&security of automotive electrical and electronic systems.

O “VB" ARGIECRASEFRFRSEREERALRAI ZMNANRE

The "V-model" development process has become the most widely used process for the safety development of automotive E/E systems.

1970s
22 S Fi]
Waterfall Model

¢ 1970FH;RHR- S (RHfRL
Proposed by Winston Royce in 1970

¢ BIREABESINKHERFER, AEFR
FRENEVEBLRE, BFERE.
B IHEREE

Introduced engineering thinking into

software development, establish-ing
structured  processes for  disorder-ly
development activities, facilitating

management, division of labor, and quality

control

¢ R iIREES, MLINSNEREN
Disadvantages: error propagation,

difficulty adapting to requirement changes

A

1980s
VIEEY
V Model

¢ 1980FHFT - iFREXIEEH
First proposed by Paul Rook in 1980
¢ BURRAZESALRASEZM
i, WiAHERSFHRMER——IIR
Elevated testing to the same level of
importance as develop-ment, with
testing phases cor-responding one-to-one
with development phases
¢ ET. MEMKERRE, ELM
ABESERANNREFR
First adopted in military and
aerospace industries, then gradually
applied to automotive embedded
software development

2000

IEC61508 IJgE= 2
Functional Safety

¢ BifSIATY V REUEAZSIAXRIK
FROFF &R L ah FEIHAREY
Explicitly introduced the V-Model
as the development lifecycle model for
safety-related software

¢ IEC 61508p% 73 TV IIGER 2 B9
"BR" M "BiRg"

IEC 61508 became the
"cornerstone" and '""'mother standard"
for industrial function-al safety
¢ T ENBAZME. &8, SE. N

i)

Extended and applied to fields such
as aviation, nuclear power, automotive,
and machinery

ISO 26262 SENEERL

Automotive Functional Safety

¢ HIEC 61508ikEME, 1FVIEE
BRFISERBFRSRFALSE
aefEHA, ARSI
Derived from IEC 61508, the V-
model is applied throughout the full
lifecycle of automeotive electrical and
electronic system development, holding
a core structural position.
¢ F=IRISO 26262fREIETEIEITH,
H—IREEEHMEMATAL
BHENANRSEE
The third edition of the ISO 26262
standard is currently under revision,
and one of its important updates is the
inclusion of safety considerations for
artificial intelligence applications.

2~ 4

2024
ISO/PAS 8800
EBREFER—RESATIER

Road vehicles — Safety and Al

¢ ERENEHEREWAIZIENITE, EXT
BRFRAIZS SRR
The world's first standard specifically developed for
road vehicle Al safety, defining the AI safety lifecycle
for road vehicles.
¢ FRME: PASRAXFEIAME, RAELHPHES
=K
Limitation: As a Publicly Available Specifica-tion,it
only provides a publicly available specification without
giving clear safety requirements.
¢ IEzUfRISO 8800IEFERIER, Fit2028F R
The formal standard ISO 8800 is currently under
development, with publication expected in 2028.
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Al Safety&Security Development Process for Intelligent Connected Vehicles

O “VIEEY" H&iRE VS FERAI “&

R FRITE

V-model Development Process VS Automotive AI Data Closed-Loop Development Process

FSHIRIFSDikEE “#E51%E" SCMEUREARFA MLb4ERE &5 "VIRE" &R HF “SIEAR TR
Tesla's FSD relies on its ""Data Engine' to achieve a data-driven closed-loop Comparison Traditional "V-Model" Data Cl d-L Based D | -
. . ata Closed-Loo ase eveiopmen
development approach Dimension Development P P
BEIRERY), BdiERBMRMSHER
0 IREN BEfR. EEAERIED FRENIR)E
‘ -] N E %‘ ] . . . . .
Core Driver  Clean fixed requirements driven I\gr?ésé\cl)elv?r?;auirll\r/]%r\k/r? upt%rgfetrlrﬁ?l!c ;jolf;(g:;ohvgg?g
flow
- i man, pLgitaEsE @R &R, R "SIRRE-EEIg -
Fhmiz T TR SPE-ERE" B CERE
Development Linear, qcntlel—m:cay, préaceedl?g Cyclic, iterative, flywheel effect of "data
sequentially from design to on — g — -
Process verfication collection mo:‘:lee_lc'i)rﬁ;ncl:i\gn“ deployment
[— aﬁ~ n » ., o= 1]
gtz WRERNREAIRERER  AERnmRSELE BOERG
B&iZEi “E#iEAm” S e Autonomous Driving "Data Design Starting from top-level . Ex*ﬂﬁng.ﬁﬁ%b .
ool FH I Closed-Loon" Development . . requirements anaf;/sis and Starting from scenario data, improving system
H&iE oo Plr)ocess P Starting Point system architecture capabilities through model training
) :
Rl T i et b SMEERME,  _ USKREGESRUIRSESINE, Rl
- vayv 3
e > 78] - Ve (MIL/SIL/HIL) " S5EF Piehiatrdri)intine
%A A stk Verification & RS EEGSER : \ ~ o = .
. 1 Multi-stage in-the-I testing Continuous online verification centered on high-
Validation ulti-stage in-the-loop testing e Veriti .
MIL/SIL/HIL) fidelity simulation
S8 R ez 10 ) 9258 V1| 5
e » . APEDHH—4DILM =
ARk BEER comy  HES WEpeEmmn  en SRS LELETE. RGE
. ApR Has an enggg‘i‘nt' version No endpoint: deployment is the beginning of
A 14 GE Lifecycle relenae e RGRO o endpoint the next iteration; the system continuously
4 evolves itself via OTA
PRI 2




BB S EAIREARRIE

Al Safety&Security Development Process for Intelligent Connected Vehicles

FRAIFARY “VIREL" ROBkE ElfFtREMNEEE

___________________________

Challenges to the V-Model Posed by Automotive Al Development International Standards

& ZIEREMHKY: VERTRNENE NRE, TERSAIRRE

RUEIERES. 1R8Y)II145, EREBIDUEATIRIEIA(C ¢ SB=hRISO 26262fRHEIETEEITR, Hp—IEEE

Failure of linear process: The V-model's strict top-down process cannot accommodate the

FERAEMATATHENANZSERE, Wit20274F
rapid iteration of data collection, model training, and deployment validation required by Al systems. &‘?ﬁ
BROARESE: VIRREKBHREEE, SAIRREILHIEFE

E 2463 A HEhASE L= | E + i The third edition of the ISO 26262 standard is currently under revision. One !
I F3. BENASRICAHERER ! + of its important updates is the inclusion of safety considerations for artificial |

Uncertainty of requirements: The V-model requires clear and fixed requirements, which intelligence applications, with publication expected in 2027.

! contradicts the characteristics of Al systems that continuously learn from data and dynamically
evolve their capabilities.

¢ SIESHRIA (V&V) BREINELER: 15505 A LAIERAEUREIXARY
| "BE" ARRBIEREn R Tk R

Paradigm dilemma of Verification and Validation (V&V): Traditional verification methods
struggle to prove that data-driven "black-box" Al models are safe and reliable in all scenarios.

¢ 1EUITEISO 8800 F20245F A& H

The formal standard ISO 8800 has published at the end of 2024.

HEERATERAIRAREARIIHMERESR

Establish a new process system suitable for the safe development of automotive Al systems

ATV ARERAIZ2H LIRSS - C e
Provide guidance for the industry in conducting safe mﬁﬁ*néta;EF?'Gélkiﬁhﬁglsﬁ
development of automotive Al § LUO Ulo
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X+ Model for Automotive Artificial Intelligence Safe Development

HIREFE, REEAALISERRARSE

O $MMEFRVERIEHLAISE ERAA IR IR, F5EEHE)

HEX+fE, RVIREFLZFRIEBSIEITUEENHRA,

-

EEsERRRRAEZEALTER

To address the limitation that the traditional V-model fails to adapt to the data-driven and evolving safety features of automotive Al

systems, the X+ safety development process is proposed. It couples a dual-V

iteration loop to form a systematic full-lifecycle safety development paradigm.
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Research Group on Standardization of Safe Development Process for Automotive AI Systems

O 202655817H, FAAIHGINEGREPOERAIRRRZS -

HFERiEinEiARE (TG15) T‘ JbSRIES Rz

On May 17, 2026, the Research Group on Standardization of Safety Development
Process for Automotive Al Systems (TG15), under the Automotive Al Standardization
Promotion Center, was officially established in Beijing.

O iTe;EﬁFFIET TERAIRRRERARHRIER DRRECHRITELE

This marks the official launch of standardization research in China on safety
development processes for automotive Al systems.

EﬁAIg?ﬁﬁéﬂﬂi:;uuhhﬁfbﬁﬁﬁéﬂ (TG15) BEi&

Kick-off Meeting of the Research Group on Standardization of Safe Development Process for Automotive AI Systems
(TG15), under the Automotive Artificial Intelligence Standardization Promotion Center
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Research Group on Standardization of Safe Development Process for Automotive AI Systems

ARATIER

Research Group Work Direction

¢ IERREMAIZFLEGRABTZEARR
12, PBREBESZF RS, witH&, Mikis
ik, iB17Z2. ENARERTHNRZEZER
ER, HEFECHLZHES®EEER, £
niEREFERH Al EFARZ25M. T2
AliE.

The research primarily focuses on the full lifecycle
secure development process of automotive Al systems,
clearly defining the safety control
covering all stages—requirements analysis, design and
development, testing and validation, operational safety,

requirements

and iterative wupgrades. It aims to establish
standardized  develop-ment  specifications and
implementation  guidelines, ensuring that the

development of automotive Al safe,
compliant, controllable, and traceable throughout the
entire process.

systems is

P A S S S S Y S S

1+N" R

"1+N" Series of Standards

ll1 n

SEALSRE RRZESFALTBIENE

Specification for System Safety Development Process of Automotive Artificial Intelligence

/) N n
REALSE RRESALRRENE 5158853: 20

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part 1: General Principles

REALEGE RRARSFRRENT B2809: ZREGET

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part 2: System Architecture Design

REALEGE RRRSFRRENT B383: Lo

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part 3: Safety&Security Analysis

SEALEG FRREFLRENTE B48859: LiREGFEIRE

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part 4: Data Lifecycle Process

SEALEG FRREFLTENTE B5887: ATEERIREFE

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part S: A1 Model Development

SEAIESGE RRZSARRIENE B65p5: TLIIIESHHA

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part 6: Safety&Security

Verification and Validation

SEALER FRREFLHRENE B7a87: E75E0

Specification for System Safety Development Process of Automotive Artificial Intelligence — Part 7: Operational Monitoring

SEAIESEE RRZSARRIENE B8 : FRE

Specification for System Safety Development Process of Automotive Artlﬁcml Intelligence — Part 8: System Change

_____________________________________________________________________________________



(SEALEGE RAREALRIENE)

Standard Research: {Specification for System Safety Development Process of Automotive Artificial Intelligence))

O jtinZ=LAREINE (SEALSRE RRZSARHRIENE) HRSHRHEITE

Leading the research of standard {Specification for System Safety Development Process of Automotive Artificial Intelligence)

e :

1EAEElrange of application
ERTFEHATISRERIME, NEERER,

Applicable to M-class and N-class road vehicles equipped with artificial
intelligence systems.
EAFERAATERZZMISSTHEBRENSEGRBR AT
&), BERRFRREILT. 2O, SEEE. RBEFA. KRIERA.
BTN RAEE,

Applicable to the full lifecycle safety development activities of automotive
artificial intelligence systems, from concept design to decommissioning,
including system architecture design, safety analysis, data management,
model development, verification and validation, operational monitoring,
and system change.

MET LU X+Z2RAEREMMZD, BEERALERERALR.
SRR LARIETRNSEHAR, FISATEREEALZESFHA,
Specifies the development process centered on the X+ model, covering
automotive artificial intelligence system development, data closed-loop,
and operational monitoring and evolution closed-loop, with Al model
development running throughout.

trEEEIstandard setting

TERERNERS, FHIeERERATEGEmRRER
£, BYUXHRBAZONFARREIER, AREFERI. &
FRIENE B =R SRR 2 RRENENFIZ(TIER.
Based on functional safety, safety of the intended functionality, and Al
lifecycle standards, this document establishes a development process
framework centered on the X+ model, providing activity guidelines and
deliverable requirements for vehicle manufacturers, system suppliers,
and third-party assessment organizations.

SHMETMENZSINEERERFERATEERSEGRBERZS
git, AR, NASHESGHTEEBER,

Together with safety standards for the operational stage, it constitutes a
complete system for full-lifecycle safety design, development,
application, and continuous improvement of automotive artificial
intelligence.
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Standard Research: {Specification for System Safety Development Process of Automotive Artificial Intelligence))

O HpndE: B1585D SN SeminHEILLT

Current progress: The standard project for Part 1 General Principles has been approved for initiation.

20265F8H25H-26H, 2ESIFEEEMENSESRAZRS20265F5M
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Al Operational Safety&Security for Intelligent and Connected Vehicles




BFRENZEEXIE St SiTE R

Model-based Online Safety&Security Risk Analysis and Assessment

O IRHUEF RN Z2EEXIE 2514 (Model-based Online Safety&Security Risk Analysis and
Assessment, MOSA) ARFERFIINX UL ZEL, BE"PRESKN+HBFRZLTR"NEHLZSIEHEE,
EINEER S, FIHINEER S, MERE, HWEZELMNHERS

piEA E s gy | EESEE e 00, R, SERSASEVENAETY, SEEEhNSE, BIEN
SHRSRARFFERY | o “mprpesnn AMDED. MEKHEY, (FORGRTSELPERGE |
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"Safety&Security Controller'" for Intelligent Connected Vehicles

O Z2&MIEN Compliance Monitoring
LRSS EAIRRERTEZ 2R ENER

Real-time monitoring of whether the automotive Al system complies with safety standards and regulations

4 . GB (BHMESSE BHSNEARLSER)

GB {Requirements for Safety of Autonomous Driving Systems in Intelligent Connected Vehicles)

- GB (EHEMEAISE BESSWHMRFERZELER)

GB (Intelligent Connected Vehicle - Safety Requirements for Integrated Driving Assistance Systems)

«  GB 44495 ((SEEBEEEZEEAEK)

GB 44495 {Technical Requirements for Cybersecurity of Complete Vehicles)

EHIER - GB 44496 ((SERHARBRARAER)

RER

pel‘ceptual control GB 44496 {General technical requirements for automotive software upgrades)
information - ISO/PAS 8800 (iEIR%FW ZE£MAIEHEE)

information ISO/PAS 8800 {Road vehicles, safety and artificial intelligence)

-

O 1Z1TEZL{RFE Real-time safety&security guarantee
o HE: REBMERED, RUBSIRBY

Monitoring: Threat perception, risk identification

- M SHSR. ST

Evaluation: Multidimensional analysis, quantitative assessment

- BhiE: TRERHERK. ZRERHIP

Prevention and Control: Strategy Generation, Comprehensive Protection

hRZ2EHER. SRFARREEGMENSINZSFRERRSE

Safety&Security Controller: A Solution for AI System Safety&Security Compliance Monitoring and Real-Time Safety Assurance in Automotive Applications
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The "Safety&Security Controller" System Architecture of ICVs

O RFeEHRR: BFF-E- AZERSRE, malRERESFAIRARSE

Safe&Security Controller: Based on the Field-Vehicle-Person interaction safety model, end-cloud collaboration ensures the security of automotive Al systems.
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Al Operational Safety&Security for Intelligent and Connected Vehicles

0 EFS(ERENEMARMHREE LGNSR

Al-based monitoring and protection against adversarial attacks using multi-sensor collaboration
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Al Operational Safety&Security for Intelligent and Connected Vehicles

O EFi SiSRaARHASE ISR

Al Anti-attack Monitoring and Protection Based on Diffusion Models s et any 8 OO B Ak
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