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CKey Milestones, International and China

2018 2022 2025
ISO 26262:2018 ISO 21448:2022 ISO/TS 5083:2025
IhRELEE IR FREATNREZ = B Eiese
FuSa 2nd ed. SOTIF Safety for ADS
® ® ® ® ® ®
2021 2024 2026.1/7
ISO/SAE 21434 ISO/PAS 8800 GB 44497
UN R155/ R156 GB 44495/96 / 97 GB 44495/96
MR TESEAANE Al &%, FERITATN SE I STt
Cybersecurity & type approval Published Mandatory in China
HEE China Efxthis International
=1 GB 3&tRH 2026 & 1 B 1 BigstiE, SIRETHUERNZERIR 2028 £ 1 B 1 UN R155 / R156 J@ITBIT LIS CSMS 5 SUMS; HHOERIER BRI

BT, . SSBUIIE,
Effective 1 Jan 2026 for new type approvals; 1 Jan 2028 for existing UN R155/R156 bind CSMS and SUMS through type approval;
approved types. verify separately per market.
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Two Layers: Technical Standards vs. Mandatory Regulations

trHEE Standards
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ISO 26262 1ISO 21448 ISO/SAE 21434 ISO 24089 ISO/PAS 8800 ISO/TS 5083
2018 2022 2021 2023 2024 2025

EERE FHhRER 2 MEZLTIE BRHARTE Al 22 BiiERES

Functional Safety SOTIF Cybersecurity Eng. Software Update Eng. Safety and Al Safety for ADS

iZHEB Regulations
SEENEANER — B [HMEIHA

UN R155 UN R156 GB 44495—2024 GB 44496—2024 GB 44497—2024
CSMS MEZLERER SUMS RRARERER SEEEERE2EAER SERHHRERBEAER B SHEIRICRESR
Cyber Security Mgmt System Software Update Mgmt System Vehicle Cybersecurity Software Update Requirements Automated Driving Data Recorder
Requirements

=IRGBIEHI Mt ERIFEEHFIZIEPRSUN R155 / R156i# 1T TihiE, GB 444973F20265E181B#25LHE,
GB 44495/44496F7 B 1 Hi23cht.

China’s three mandatory GB national standards were developed in coordination with UN R155/R156. GB 44497
took effect on 1 January 2026, while GB 44495 and GB 44496 took effect on 1 July 2026.
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1ISO 26262:2018 IHRE®ES

Functional Safety — Hazards Caused by Malfunctioning Behaviour

iHFR E/E RRRBHERIASIER G

Eliminate unreasonable risks caused by E/E system failure

FHES]  Two failure classes

EHMERM Systematic failure
HigiHS5RESIN, |UiESEEFHER Introduced by design and process, eliminated through

methodology and processes
Rl 5% Random hardware failure

OISR EN, FigWEERES Quantifiable by failure rate, controlled by diagnostic coverage

Fi%iEsE  Method chain

«  FEXIGEMX Item definition — HARA fBE oS XE1T G Item definition — HARA
(Hazard Analysis and Risk Assessment)

 HS™EE x EZEEXR x C 7zt % ASIL A-D ASIL A-D determined by
Severity (S) x Exposure (E) x Controllability (C)

- HESZEBEIRS FTTI, SATIRESKAZEFEXK Derive safety goals and FTTI,
decomposed into functional and technical safety requirements

o EMIARENE: 2. TR, BE. BERSETEIRE Implemented as safety
mechanisms: diagnostics, redundancy, monitoring, degradation, and safe state

BRAVTRGI . FIaHEHIESfE SRS EEN K — T2EIRE FTTI RIGUIFHEAZ 2R,
Typical example: Random hardware failure of brake controller causing loss of boost — safety
mechanism must detect within FTTI and enter safe state.

ISO 26262-1:2018, 3.67

EE BMt4ARRE AT A%
Left Arm: Define what safety is Right Arm: Prove actual safety

[ HEXRIREX ] REHHA

Item Definition Safety Validation

HARA — ASIL

Safety Requirement
Decomposition

BIOTESPIIIE

System Integration & Verification

BRI ERRY

Hardware & Software Integration

B SR SCIR

Hardware & Software

Implementation
ASIL £ HARA AT S x E x CHE, HATRZF2EPFERSWIE
ASIL is determined by S x E x C during the HARA phase and permeates all downstream
requirements and verification.

5mEz2a9%0O Interface with Cybersecurity

2018 IRIEBREERNNANNERZE—RES "MNEERE
IMERZL" RO, FRIUEMPRSE,

The 2018 edition covers only the interface from functional
safety to cybersecurity.
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ISO 21448:2022 FiHATQgE=Z S (SOTIF)
Safety of the Intended Functionality — Hazards Without Any Failure

AFEENGEA EXTSERRBIADRBRSBHNASIERE

Absence of unreasonable risk due to functional insufficiencies or reasonably foreseeable misuse

iZ tH Innovation Striving Initiative Happiness

ISO 21448:2022

OIS  Key concepts

7L Safe féf€ Hazardous
Az (% Triggering condition
FEINEEAR R BIMABIRITANNE MG =EZ The specific scenario elements that cause a functional B 1 X3 2
insufficiency to manifest as hazardous behavior KE)%vEIm cH=ZE (=51 [eAig
INEEA R Functional insufficiency Known safe Known hazardous
HISABEHLRLEIR, RAELHIERAIEH Insufficiencies of specification and performance
limitations — the system has no faults, yet is inadequate X1 4 55 3
ISiFiB4E Validation logic y ?(Eﬂ] kRS KA
nknown
RBIFD A S, BIIF2EES ODD AR Identify and analyze triggering conditions; Unknown safe Unknown hazardous
establish a scenario library and ODD (Operational Design Domain) boundaries
BiF: $EEEXE; 2 5Kl 3 Goal: minimise Areas 2 and 3
. LUBE. 7SS BEEFRHMICHE Support the sufficiency argument through simulation,
closed-course testing, and real-world vehicle mileage
I IKOEN R EFR RN G 2B RIS Determine whether residual risk is acceptable based on '_ﬁngiﬁﬂgmﬁ‘. Bou ndary with Cybersecurity
acceptance criteria
== == ko= ST ==
ST "RANT HEEA BRI FIILLLE Continuously convert "unknown" scenarios into SOTL: E*“EME_QEDHBﬁ’l%W?ﬁ;rﬁHFFﬁE;aElZ?l‘—.u%l
"known" ones and address them accordingly 2 R AR RELIE,

Cybersecurity is explicitly outside the scope of SOTIF.

RV SR MRELRIGREEY — ERERRBERN, RENNFAE,
Typical example: Under backlight (glare) conditions, the camera fails to detect an irregularly shaped obstacle —
the sensor has not malfunctioned; rather, its performance capability boundary is insufficient
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ISO/SAE 21434:2021 1BIREMMEZLIE

Road Vehicles — Cybersecurity Engineering
iR EIE R, BIFSINEEFNS AR, LTFRZSRIMNRENINS

Condition in which assets of road-vehicle E/E systems are sufficiently protected against threats
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ISO/SAE 21434:2021

— ., A — H
IRHEERRWANER Two levels of requirement TARA RS IFSRLITE Threat Analysis and Risk Assessment
ARE: CSMS MILEZLEIRME Organizational Layer: CSMS wrzing)
= 7
R, b, 88, DHAFARESHENMELZEER) Governance, culture, competence, distributed Asset identification
development responsibilities, and ongoing cybersecurity activities
- » . I—=Rjum]-]
IREE: & - A& — &7 — i=4 — JB?& Project Layer: Concept — Development — EEHASRIRR
. L Threat scenario identification
Production — Operation — Decommissioning
BEoESER, THMERERRENUSEMAIELA Covers the full lifecycle; the operation phase is WERESTHT

responsible for vulnerability monitoring and incident response Attack path & feasibility rating

51geRLrEX5IB  Explicit cross-reference SUER S/IF/O/P
Impact rating
TARA PR ERER, S () BIRIGH 1SO 26262 TEE SR, RIS ES RIS
In TARA impact rating (S / F/ O / P), the Safety dimension reuses the ISO 26262 severity Risk value & treatment decision
classification. %4 R S HEIGHA 1SO 26262 F“EE D Reuses I1SO 26262 severity

SR =EfnEZ A BRiRBEN—FRAEO—RENREEEHMARX

Impact rating of S-dimension is the most explicit technical interface among the three frameworks today — convergence is

already in the current text
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Research on Standard Collaboration
CONTENTS —
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AT AR YR
Why the Standards Must Collaborate

@ ISIEEEE%‘EE@?E?&H@*EEI ZEHh - HPMERIERE Outside Vehicle - External Connection
H 42 =L
Cyberattack has become a root cause of safety failure HEFE  ZFE I o 76 08D UsB
5 X e N ‘ Network - Cloud Mobile APP V2X - Roadside . OB UsB

B RS SR IS LB | A ThAER 2505 SOTIF 45, Plaform v v v
RESERNEIRIBEE, [ T-Box - FRFIX - OTABE | WHELFTHLR
An attack can trigger both a functional-safety failure and a SOTIF failure, ending in a BT I CEIENEY T 9T A lvAttaCk S O L i PO
real road accident. QRIS CAN / ZEEELUAR In-vehicle Network CAN / Automotive Ethernet

= == 37 3 = EHREES IRl RSO EEfels
@ _Eh&ﬁﬁ' ﬂﬁ%%*%m . {ntelligentﬁth)r:ibving DomaiJ {hassis & Powertrain Domai}' Cockpit Domain
Three separate standards leave the boundaries uncovered

ISO 26262 BiZEEAETER: 1SO 21448 ISR L2 HIBTETSTEIZ N 1ISO/SAE $1738: %= - 550 - &177 Actuators: Braking - Steering - Power

INFET LNTIN==EN S a R S T == LIEIRE = NN OFEEHI TR B HER
21434 73 *EIUMBM%EjJH; Egijaﬁ'%zj_:_%ZﬁL Red Path = Comp{lete attack chaianrom g(-ternal entry po;t to actuators
ISO 26262 assumes non-malicious failure; ISO 21448 explicitly excludes
cybersecurity; ISO/SAE 21434 stops at risk treatment. SMERIERE — X — FAMLE — MITeE: —SEBRIEERE

External interface — gateway — in-vehicle network — actuator

iInENREERR 2 XNEESFM.

Standard collaboration is necessary to eliminate safety blind zones
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Efx UN/UNECE WP.29 FE China GB (&)
International Mandatory national standards
UN R155 MEELS csms Bzttt GB 44495—2024 SEEEEERERAER

Technical requirements for vehicle

Cybersecurity & CSMS type approval cybersecurity

UN R156 BREARS SUMS BistibiE GB 44496—2024 SEREHREREAEK
General technical requirements for

Software update & SUMS type approval software update of vehicles

ISO 24089:2023 AR TIE, 25 R156 it GB 44497—2024 EEMELSE B SHEIRCRER

Intelligent and connected vehicle—Data

Software update engineerin
P 9 g storage system for automated driving

UN ZilEd BIzUb LSR5 + IR, GB ImtrEESEIRBPRERENEHIFRR, —SEHRHMEREI D
i, BiRiEGEZSHEANNEER, LOFRFSHIINIE.

Both bind the management system and the vehicle. They were coordinated during drafting, yet test
methods and criteria still differ — export models require separate verification.
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Existing Cross-References Between the Standards

ISO 26262 ISO 21448
IRERE TEATIRER &

ISO/SAE 21434
RiE e

26262:2018 AN "MINBEZLEIMBZRS" MO, 21434 MFMTRS, S HENA 26262 EEHE.
26262 includes the interface to cybersecurity; 21434 reuses the 26262 severity scale in impact rating.

ISO 26262 =2 ISO/SAE 21434

HAEXIEX. BESTEMESREBMES; 21448 432 26262 SEEIZMITIRERE.

Shared item definition, hazard analysis basis and safety-goal concept.

ISO 26262 =2 IS0 21448

ZE&EIED, SOTIF BBiRISMEZLHBFECEZI, ERigiSrME SR RIZITELE,
IS0 21448 X ISO/SAE 21434 No direct interface. Cybersecurity is expl7icitly outside theJ;cope o:‘kSOTIF. - }
*MitrfE Bridging standards
ISO/PAS 8800:2024 ISO/TS 5083:2025
i F& 1S0 26262 5 1SO 21448, & Al 5| \HZ2[A)K HY{X ISO/TR 4804, KBMBZEEENABNEHLEICIE

Extends ISO 26262 and ISO 21448 for Al Replaces ISO/TR 4804; includes cybersecurity considerations
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Two Cross-Domain Paths Left Uncovered by the Current Standards
BRE—: ik - KW — EGE Path 1: attack — failure — harm

mENE 0 | ' mOo R BEfRE
ISO/SAE 21434 | . ISO 26262 ISO 26262
501 21434 SFEIRGIEALL, FESZLE, 26262 NACEERSIEEE, [NETELIERERED] 88

WERE DT ESHETRE. , -
21434 stops at risk treatment; 26262 starts from failure and assumes non-malicious causes.
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IBEZ: IE — NEEAR — f@E  Path 2: attack — functional insufficiency — harm

ESWE IREAR B BERE
ISO/SAE 21434 ISO 21448 ISO 21448
ERCIEADEE; SOTIF FZeMHIC B ERASRMAIEN. FRHNFIHRIRZ L, TEMAFRHIRENEE. BHEI, ZRig
AL, MVEREAEIX—EB70 _ , L _ . . .

SOTIF validation assumes random, rare triggering conditions — an assumption that malicious triggering breaks.

ROFASHE—IMRERMIEY, JTHEZEERWREPRERIEESRIERL —IE TARA HEEHRRIEEFIRmA ,
[Ol;*% HARA 5 SOTIF 3.

The gap will not be closed by any single standard. Make TARA attack paths a mandatory input to HARA and
SOTIF analysis, with a named owner.
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MaRiEe: ANSTERERERE

Five Pillars of Convergence, Mapped to the Standards

FZ—RISR A Unified risk view
HARA / SOTIF ﬁﬂ‘}-—r / TARA ;Eﬁﬁﬁ?élﬁfﬁ)‘{'—ﬁ?iﬁgﬁéﬁ
ISO 26262-3 - IS0 21448 - ISO/SAE 21434 Cl.15

A S BHAYIST Aligned lifecycles
= VEEEHRE, =it Wik 1ETRERRE
ISO 26262-2 - ISO/SAE 21434 C1.5-6

i = LR Cross-domain traceability
BESE — Bix — FK — WIEIHE, X EaANEH
ISO 26262-8 - ISO/SAE 21434 Cl.9

BRLICIE Integrated safety case
—pICIEBE=£FK, ENICRPRSNE
ISO/TS 5083 - ISO/PAS 8800

BRE5ESMNE Compliance interface
CSMS / SUMS EIger e SR AR SESIHE
UN R155/R156 - GB 44495/ 44496

HHXIRZEX - ODD - H—FEEZH S

HAMAN SHARED INPUT
Item definition - ODD - common severity scale

eSS IEERE TR
failure insufficiency malicious act

#f— “feE — EECH”

Unified hazard & threat register

R—RLERES Unified requirement set

[ mmememz || sovrmw || msmemw |

MSRLICIE
Integrated Safety & Security Case

iz{THAMOIE Field feedback — updates all three analyses
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Four Mandatory Interaction Points, Mapped to Work Products
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A A A S — m—
LSRR igitIER ISR ER IE1THER
Concept Design Verification Operation
ISO 26262 1ISO 26262 ISO 26262 ISO 26262
EXIEN - HARA - Z2H#R RESRALZEFK - ZEH HPEEN - SEAIGIE - KA Winlats - LeBEXRTEEHE
Item Definition - HARA - Safety Functional & Technical Safety Fault Injection - Integration Field Monitoring - Safety-
Goals Requirements - Safety Verification - Safety Validation Related Change Management
Mechanisms
ISO 21448 ISO 21448 ISO 21448 ISO 21448
ODD EX - BRFMAIL o DIRERUATENE - MERERIS BN - TR MCIE HREEH - BRRNEET
ODD Definition - Preliminary Functional Improvement Scenario Testing - Sufficiency Scenario Database
Analysis of Triggering Measures - Performance Argumentation Update - Residual Risk Re-
Conditions Specifications evaluation
ISO/SAE 21434 ISO/SAE 21434 ISO/SAE 21434 ISO/SAE 21434
BrEiRE - TARA - fEL L BFxR MBLZEHNK - SR SIEFIEHE BIEE - MEREWIHRS il - EHIEAL - =2 OTA
Asset Cybersecurity Penetration Vulnerability Monitoring - Incident
Identification - TARA - Cybersecurity Requirements - Architecture & Testing - Cybersecurity Response - Secure OTA
Goals Control Measures Verification Report
ERICR=XKT RIS ING - — .
Share a common item definition trade-offs among the three categories Incorporate attack scenarios into Any change triggers a joint re-
and ODD of requirements safety verification test cases evaluation by all three parties

SN RERRNBE=RTE=Y, FA—KREEAHIT.

Each gate must deliver work products from all three frameworks — no gate passes with one missing.
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L£ik1: FRARIEERNDRIFR (A-Trust)

Practice 1: Automotive Al Trustworthiness Level Testing & Assessment

- . 4 = ay 168 . - . . .
CAERI and TUV SUD jointly establish A-Trust, officially launched at the 2026 WAIC.
Al s - ; —
simiaIE heotracy p— e = — =
Data Governance Robustness E"'ﬁ‘é@ﬂﬁ E‘?ﬁ%’é_‘-’,ﬁ!& E"ﬁ‘EE E‘E WE*EE
Y Cockpit Driving Control Cloud D
f -] S tihS! )
TEIA LSS 28 | BReRS / Bkt |
Controllability & \ Safet
Human Overs)gght oy E‘”E%g& L1 —- L4 / \
Trustworthiness Levels L4
o L3
RESRE > o
- MERZE = 4 4
Eq;:}sl & Cybersf:curity L1 %EEA-EIE?& '%%E-”Eg& ;‘j'sd%BE'&
ZRE I RRE y=1[D
Transparency & Eﬁiﬁmug& e EU Al Act — —
A-Trust \$ELLET](F Interpretability SRS SIS fTAVERFF
m IR Performance =& |

ARSI, FESERIEEERAIZERTIE.

Two authoritative platforms jointly provide support and deeply guarantee the full-compliance automotive Al trustworthy.
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SEp%2: IVISTA2026 EHEeZ 2T
Practice 2: IVISTA 2026 Intelligent Safety Test & Assessment
FESTERTIEEPHZEXSRESR, 19288
"SRHERS. BHTERS. MERILWES, THNEL" NE—HERTSMToEE

By comprehensively analyzing the temporal chain of safety risks during vehicle operation, a four-dimensional integrated intelligent
safety evaluation sub-index is constructed, encompassing "complex scenario safety, driving interaction safety, network privacy
safety, and active and passive safety." }Aggﬁé

K b |
ERiEE %I

W FRREEERE

Rll$EERT ER

SrHEESE B HES Figsh=ee
) | (—

M SEFARE (§ilg) Cybersecurity and Privacy (New)
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Summary: From Compliance Separation to Standard Collaboration

EOBEEFH ® BROEEFE tMUSERIESHIEA

The gap is real too
26262 5 21434 28], 26262 5 21448 2 21448 5 21434 Z[EgBEEEO, WK 1 TARA R REoEFIMANEE, F
B IHEBAEN, thEAESH, BEREENEARE. EENRRERIEER—SEA.

. FEREEEES: ISO/PAS 8800 5 ISO/TS 5083 IR Al & 5B mBE LM\ E—ICIEESR

+  Ongoing Standards Integration: ISO/PAS 8800 and ISO/TS 5083 are incorporating Al safety and autonomous driving safety into a
unified argumentation framework.

RN MERE SR EENEER, S TR RS R F— MR

«  Continuously Tightening Regulations: Cybersecurity and software updates have become prerequisites for type approval, and the
capability for continuous assurance during the operational phase will be the next focal point.

- ERDVERIG: GB 3BR5 UN R155 / R156 {EfEIREMiNE, ARSIHERNEIAMBTEHEH

+ Deepening International Harmonization: Chinese mandatory GB standards have already been coordinated with UN R155/R156 during
their development, while mutual recognition of systems and evidence is still being advanced.




=/

Y B K& LA B R PR )

China Automotive Engineering Research Institute Co., Ltd.

RETER T
Thank you

RESH #MBREIT

2 - &6 - 8§
CAERI Care For You




