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Evolution of Al Systems Requires Evolution of Safety
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Early practice largely treated the Al system as a black box, and protected it from
the outside. As agents grow more capable and more autonomous, that is no
longer enough: the safety has to reach inside.

1 Evolution of Al Systems 2 Traditional Bolt-On Defenses 3 Why They Become Insufficient

o Reactive: intervene only after
an action is formed

l | E | Sandbox isolation
(b
-S> & S

a a Q Little visibility into intent, planning,
or context provenance

Tool-Using Autonomous — . ,

LLM AcElstant Agent o Permission allowlists

o Hard to adapt dynamically
to task context
® Longer horizons and multi-step planning O Output filtering
d Weak against long-horizon,

More tools, memory, and external actions Qb g e

o cross-step failure modes

Applied outside the agent



From Single-Turn Tool Use to Long-Horizon Execution
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Whether a tool call is safe is not a property of the call. It is a property of the steps
that produced it.

expected
Ea§lid— publish nightly reads dist/* POST uploads.acme.dev 0 artifact upload
ui { file: <bytes> }
byte-identical .
' credential
task — get CI reads issue reads . env POST uploads.acme.dev @ exfiltration
green #418 { file: <bytes> }

Same string, same arguments, same granted permissions — so a checker
ALL A PER-CALL POST uploads.acme.dev

) looking only here must return the same answer for both.
CHECK CAN SEE { file: <bytes> }

The evidence that separates them was never in the call.
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Rule-Base: Do Not Transfer for Agent Safety

A rule set is fitted to the behavior in front of it. The behavior moves — with the
task, and with the base model. The rules do not.

e legitimate behavior @ harmful behavior @ on the wrong side of the boundary
TUNED HERE — the cases you had, the model you

had USED HERE — a new case, or a new base model
| |
| |
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® B ® | @ ¢
o I () o I
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rule boundary: DENIED rule boundary: DENIED

Same boundary, different behavior: refusals multiply,

Fits: refusals are rare, nothing harmful gets through.
and gaps open.



@
L=
P BRI

Fangcun Leap

Post-Hoc/Sandbox: Too Late, or Too Restricted

Post-hoc analysis arrives after the effect. Sandboxing buys safety by subtracting
the capability the task was for.

POST-HOC ANALYSIS SANDBOXING

every sandbox is a point on this 1line
effect lands

call issued and is durable detected v
® H
A _ minutes to 'd'a;'s' fully isolated full access
cannot do the task unbounded blast radius
Everything after the effect is incident response, Safety is bought by subtracting capability — the
not security. capability the task was for.
The credential has already left; rotating it is Widening the box until the task fits restores the risk

cleanup. you removed.



Place Safety Checks at the Agent's Decision Time
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Safety moves inside the agent: Establish observability for all conditions on
which the agent's decisions depend, and then make a safety assessment.

¢ Inside the Agent
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prompt & context
tool use
memory read / write

skills

MCP servers & sub-agents

side effects

Trajectory

Record

step 01
parse task

step 02
retrieve context

step 03
choose tool

step 04

call memory

step 05

evaluate risk

step Uo
prepare action

@ Decision-Time Judgment

Q provenance
which surface did this content enter from?

task consistency
does this step still serve what was authorized?

I capability budget
il

did this sub-goal ever justify this permission?

a correlation
has this pattern accumulated across earlier steps?

e SIS




Fangcun Observor: The Agent Safety Platform Based on

Observability

Query
@ ® [ ] Investigate
for —
Configure D
e
Users / Badl
E eal-time
Security Teams Monitaring
Developers hive egent activily
s E— Insights and system behavier
ecurity Analysts Alarts
IT & Compliance Reports

Organizations

B Data Layer

Event Normalization
Pipeline

Mormailze and enfich
events from multiple sources

v

Policies

Runtime Enforcement
Guardrails / Constraints

Scalable storage for traces, events and metadata

I
Feed back to constrain

*

detection and policy

@ Unified Timeline & Trace Store

o ®

Risk Analysis Post-incident
& Blocking Replay
Al-powered risk Reconstruct and

enforcement with execution

analyze every step

B Application Layef Turn complex agent activity into actionable insights

AN

Task Trace
Visualization

all a
Security
Analytics

Alerting &
Investigation

Interactive task graph Trends, risks and Real-time alerts

Organize, correlate and understand distributed events into complete agent activity

o<: Correlation Engine

Link related events across
context, system and network

a Evidence Storage

Preserve socurity evidence for audit and forensics

Policy Console

Manage policies,
guardrails and

and timelines behavioral insights and deep investigation security controls
& Context #» Action Activity 8 Task / Session Graph

Linking Reconstruction

Map agent context Rebuild complete Entity graph of tasks,

o system actions agent task execution

Q Query & Index Engine

Fast search and multi-dimensional analysis

actors, resources and risks

m Policy Knowledge Base

Rules, policias, threat intel and risk knowledge

-

Model Insights
Risk Assessment

_

—_

Policy Guidance
Model Feedback

Enriched Data
Risk Signals

—_—

T
and protect agent runtime

Our system captures 1M

n Obser\fation Layer Capture agent context, system behavior and side effects in real time

system events generated

R Runtime Environment
by agents in 0.2 seconds

fO‘. Agent Run ’ Context Capture System Behavior Collection 05-level Telemetry Sensors @ Context Side-Effect Capture
'l Identification i » File operations
 Prompting  Mem
Identify agent, task, + Messages '::* * Network requests System calls, kernel events, Capture changes to files,
session and run metadata + Tool Calls e = 2 s;:lrnrnand u:.-cuuun process and network telemetry system state and external resources
+ Process events
Agent Runtime Operating System 2 , ol I
@ Al agents, tools and MCP / skills Systern resources, processes and APls . macOs Linux | ] | Windows
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@a Safety World Model

e Built from agent context + system side effects
e Model the agent safety world
® Learn, reason & refine reasoning

® Risk prediction & outcome inference

Continuously gets stronger
as more data is accumulated

@ Agent Supply Chain Security

3-Stage Al-native Supply Chain Protection for MCP & Skills

Stage 1: Source Trust & Provenance Check

Verify sources, signatures. publisher and provenance

Stage 2: Dependency / Permission Risk Scan
Scan dependencies, permissions and known risks

Stage 3: Runtime Behavier Verification
Monitor and verify bohavior and risk knowledge

a & 0

Protects MCP & Skills across the entire lifecycle

Safer Agents
More Productive Teams
A More Open Al Future



Fangcun Observor: The Agent Safety Platform Based on
Observability
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B Application Layef Turn complex agent activity into actionable insights

Q
e S Model Insights Safety World Model
ove Investigate =
"“ Risk Assessment
Contigure D o @ II ‘ E o Built from agent context + system side effects
—_— o! % il —_
Users / ) ’ , : z " ! o Model the agent safety world
Secuiity Teaiis Real-time Risk Analysis Post-incident Task Trace Security Alerting & Policy Console e Learn, reason & refine reasoning
ty Monitoring & Blocking Replay Visualization Analytics Investigation s Risk prediction & outcome inference
— = 2o z X " ~ Manage policies, ¢
Deuelopers Live agent activity Al-powered risk Reconstruct and Interactive task graph Trends, risks and Real-time alerts guazra?r: vl
i i i i inali ioral insi iati Policy Guidance 7
Securily Analysts Ir:lghts and system behavier detec!;on and policy annl_yze euory.s.lep and timelines behavioral insights and deep investigation security controls Mo::; F:eldhack Continuously gets stronger
i - smiEem ythmon as more data is accumulated
IT & Compliance Reports

Organizations

Event Noermalization 0(: Correlation Engine & Context #» Action Activity A Task / Session Graph
Pipeline Linking Reconstruction Stage 1: Source Trust & Provenance Check
9 Mormailze and enrich Link related events across Map agent context Rebuild complete Entity graph of tasks, Enriched Data Q Verify sources, signatures. publisher and provenance
events from multiple sources context, system and network to system actions agent task execution actors, resources and risks Risk Signals
Policies Stage 2: Dependency / Permission Risk Scan

Runtime Enforcement
Guardrails / Constraints

|
Feed back to constrain
and protect agent runtime

a Data Layer

@ Unified Timeline & Trace Store

Scalable storage for traces, events and metadata

T

Organize, correlate and understand distributed events into complete agent activity

a Evidence Storage

Preserve security evidence for audit and forensics

Q Query & Index Engine

Fast search and multi-dimensional analysis

n Obser\fation Layer Capture agent context, system behavior and side effects in real time

m Policy Knowledge Base

Rules, policies, threat intel and risk knowledge

T

(&

Q
<
V]

Agent Supply Chain Security\

3-Stage Al-native Supply Chain Protection for MCP & Skills

Scan dependencies, permissions and known risks

Stage 3: Runtime Behavier Verification
Monitor and verify bohavior and risk knowledge

Protects MCP & Skills across the entire Iife:yy

M) AgentRun Contat Capture Systom Behavior Collection ©OS-level Telematry Sensors Context Side-Effect Capture
@ Identification ° i » File operations - @ .
 Prompting  Mem
' g Identify agent, task, + Messages e * Network requests System calls, kernal events, Capture changes to files,
session and run metadata + Tool Calls MEEY .St 2 E:rnrnand ex:.-cuuun process and network telemetry system state and external resources
+ Process events
Make sure every plugins
(e.g., skills and mcps) are
i i Agent Runtime Operating System 2 =1 H
Runtime Environment i = i
Al agents, tools and MCP / skills Systern resources, processes and APls . macOs Linux | ] | Windows rea I 1a b I e befo re use

Decision—Time Enforcement for Autonomous Agents



Fangcun Observor: The Agent Safety Platform Based on

Observability

"

FIJRKiE

Fangcun Leap

N

/

a B llcatlon La er Turn complex agent activity into actionable insights
° by i y sl Safety World Model
ove Investigate =
O e Risk Assessment
Configure D o ® 8 II ‘ E o Built from agent context + system side effects
_

Users / —_— il - e Model the agent safety world

Security Teafis Real-time Risk Analysis Post-incident Task Trace Security Alerting & Policy Console e Learn, reason & refine reasoning
Monitoring & Blocking Replay Visualization Analytics Investigation T + |RE: predittion: & outconiadnférance
— . il . ) " . a icies, ¢
Deqelopers Live agent activity Al-powered risk Reconstruct and Interactive task graph Trends, risks and Real-time alerts guargdra its and ’ ;
Securily Analysts Ir:ughts and system behavier detec!:on and policy annl_yze euory.s.lep and timelines behavioral insights and deep investigation security controls :::; (::QI::Z: /J Continuously gets stronger
IT & Compliance e w:!s e witirmenution ol |I as more data is accumulated
pol
Organizations /
a Data Layer Organize, correlate and understand distributed events into complete agent activity
Event Noermalization 0(: Correlation Engine & Context #» Action Activity 8 Task / Session Graph
Pipeline Linking Reconstruction
Mormailze and enrich Link related events across Map agent context Rebuild complete Entity graph of tasks, E"r“'he_d Data
events from multiple sources context, system and network to system actions agent task execution actors, resources and risks Risk Signals

Policies _— .
Runtime Enforcement @ Unified Timeline & Trace Store a Evidence Storage Q Query & Index Engine m Policy Knowledge Base Ba Sed on th e nfo rmation
Guardrails / Constraint HR

M SN S U PR Scalable storage for traces, events and metadata Praserve security evidence for audit and forensics Fast search and multi- dimensicnal analysis Rules, policies, threat intel and risk knowledge Obse rved th ro ugh Obse rva b | I Ityl
| the router automatically

Feed back to constrain T T

and protect agent runtime

° Context Capture

M cenivesion

g ) » Prompling Memary
> Identify agent, task, * Messages MCP / Skills
session and run metadata » Tool Calls
5 g Agent Runtime
Runtime Environment @ ge

Al agents, tools and MCP / skills

Decision—Time Enforcement for Autonomous Agents

n Obser\fation Layer Capture agent context, system behavior and side effects in real time

matches the appropriate
model (content, behavior,
multimodal, etc.).

System Behavior Collection 0S-level Telemetry Sensors @ Context Side-Effect Capture

» File operations

* Metwaork reuues.tsl Systern calls, kernel events, Capture changes to files,

+ Command execution process and network telemetry system state and external resources

+ Process events
Operating System 2 . 1} .
Systern resources, processes and APls . R b = Widow



Fangcun Observor: Demo
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EN
BFBATY
S Btia)&% PEET Agent HEHEE
|
OCKED ACTIONS COVERAGE lsiﬁﬁﬁ]'..a
file Read /h/observation/mas-
90% example/.env [pid=47957]
e-release evidence mapped NOTIFY FS  AGENT A
\
FUHBRTNERE
File reads eEEEm————
File writes eoss——
Net requests e
IELATE RETAIN WAL Side Effect #i M PEET Exec calls e
£ exec. MSEINR, B XHFREDNNERTIER, RECHE Syscall/s e—

Decision—Time Enforcement for Autonomous Agents
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The Importance of Emergent Misbehavior Evaluation is

Increasing

The longer the run, the harder to say when it breaks.

16 hours -

12 hours

8 hours-

Task duration (for humans)
where logistic regression of cur data
predicts the Al has a 50% chance of succeeding

Length of software tasks that
different LLMs can complete 50% of the time

Measurements above 16 hrs are unreliable
with our current task suite

—- Fix complex bug in ML research codebase

Exploit a vulnerable Ethereum smart contract
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{METR

Claude Mythos
Preview (early)

Claude Opus 46 @

GPT-5.2 {high) @ 1
sude Opus 4.5 @

. RS- 0 | WS S M N e ) i
4 hours— Train adversarially robust image model EE:EI jﬁl:}l_ g GPT5® [ | :
Exploit a buffer overflow 013. 5
AR R R R s e s s =
30min JGPT2 GPT3 o | GPT35 o CPT-4 . . o-:-s5e0 @ .'.I : .
2020 2021 2022 2023 2024 2025! 2026

LLM release date



How Observor Helps Us Develop the Emergent Misbehavior
Evaluation

Ongoing work: Evaluating the Agent's “Altruistic Spirit”

o Normal State

Multiple users and
agents share the server’s
GPUs fairly.

Goal

Agen
Agent B wants more

compute resources to
finish its tasks faster.

o Manipulation

Agent B modifies the
environment variable
on the server.

o Effect on Others

Other users and agents
can no longer access
the GPUs.

o Outcome

Agent B gains exclusive
access to all GPUs,
while others are
blocked.

Users / Agents Server
- Environment
=5 Heerh CUDA_VISIBLE DEVICES=9,1,2,3
E:E) Agent B GPUs
- CIRE)
- User C o i

$ nvidia-
No devices were found

GPUO GPU 1 GPU 2 GPU3

If | can make other users unable to see the GPUs,

| can get exclusive access to all of them.

Server

export CUDA_VISIBLE_DEVICES=2,1,2,3 Environment

CUDA_VISIBLE_DEVICES=8

Compute Allocation
UserA == 25%
Agent B - 25%
User C [ ] 25%
System/Other (D 25%

d Goal:
Monopolize GPUs

Compute Allocation

Agents NS 100%

export CUDA VISIBLE DEVICES= User A 0%
GPUs
User C 0%
System/Other 0%
GPUO  GPU1  GPU2  GPU3
No GPU available. No GPU available, System/Other Processes
6 L | NoGPU available.
smi $ Avidia-sni $ nvidia-smi
No devices were found No devices were found
Server Compute Allocation
Environment
AgentB 100% e
CUDA_VISIBLE_DEVICES=0 -
User A 0% Agent B has
GPUs exclusive access
Userc o toall GPUs.
GPUD GPU1 GPU2 GPU3 Sstem/odier o

[‘ access
This leads the agents to believe
(incorrectly) that the grader will
read their transcripts and fail
them if it finds they got the flag
in an unintended way. This

belief is spread to many agents
via their message board.

The agents use internet

to find a paper

describing the benchmark.
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verifies unauth.
code execution

Flag Verification

— g

whether exploits
the target vuln?

Agent-as-a-Judge

v

FLAG SCORER

MATCHES
TRANSCRIPTS Q >
" &

UNINTENDED
SOLUTION

O METR

,_
(]
o

e

The paper says the grader
checks transcripts and fails
unintended solutions.

A REDWOOD
N/ RESEARCH



Toward Continuous, Multicenter Evaluations

No one institution can sustain this alone — which is why it has to be continuous

and shared.
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INSIDE THE AGENT

Long-horizon red-teaming, compiled into the agent’s own checks.

the agent

checks before acting

scenarios metrics

findings do not stay in a report

® |ong tasks, with the adversarial surface placed mid-run
® metrics that report safety and utility together
® every finding becomes a check that runs before the action

® coverage accumulates across model versions

ACROSS INSTITUTIONS

Joint, multi-center evaluation and an openly co-developed benchmark.

model developers academic labs one shared
benchmark
third-party evals deployers open scenarios + scoring

no one seat sees the whole failure surface

® joint evaluation, so a result is not one lab’s artifact

® multi-center replication, across models and deployments

® 3 frontier safety benchmark co-developed in the open

® shared scenarios and scoring, so numbers are comparable

e
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THANKS FOR LISTENING!

luke |l i@fangcunleap. com (Col laboration)

info@fangcunleap. com (Contact)
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