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Key underlying technologies for decentralized identity system

▪ Decentralized identity
▪ Credential (certificate, ID)

▪ A set of one or more claims about a holder made by an issuer. For example, name, age, degree name, etc.

▪ Verifiable credential 

▪ A tamper-resistant credential that can be cryptographically verified

Public-key cryptographies 
– digital signature, hash 

algorithm, zero-knowledge, 
secrete sharing scheme

Decentralized 
identifier (DiD), DID 

documents, data 
model for VC and VP

Trust propagation, 
attestation, Transport 

for VP/VC
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Digital identity 
wallet

Verifiable data registry (i.e. blockchain)
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Digital identity wallet and simple trust propagation for issuers

Holder VerifierIssuers

Digital wallet

User 
attributes 

such as DIDs

VCs 

VPs

Trust propagation through trust anchors

Trust propagation framework

Issuer A

Provides VCs Provide VP

Request VP

Provides public keys of an issuer. Retrieves public keys.

Issuer B
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Validate VP using 
signature



Holder

Issuer Digital identity 
wallet

Verifier

Trust propagations (using verifiable data registries)

3 How trust is propagated without trust anchor list provider?
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▪ Trust propagation: process by which trust in an entity gradually spreads across a network based on established 
relationships and interactions.

Issuer’s attestation
DIW’s attestation

Verifier’s 
attestation

Trust immutability

Issuer’s and 
Verifier’s 
attestation

Issuer’s and DIW’s 
attestation

VC VP



Holder

Issuer
Digital identity 
wallet (DIW)

Verifier

Trust propagations (using verifiable data registries)

4 Trust propagation with trust anchor list provider
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Issuer’s attestation
DIW’s attestation

Verifier’s 
attestation

▪ Trust immutability
▪ Trust provenance

Issuer’s and 
Verifier’s 
attestation Issuer’s and DIW’s 

attestation

Trust anchor list provider

VPVC



Stakeholders in 
decentralized identity 

system

Trust propagations (using verifiable data registries)

5 Who will be a trust anchor list provider?
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Attestations

▪ Trust immutability
▪ Trust provenance

Attestations

Trusted third parties such as :
• Government, 
• Industry consortium, or 
• Decentralized communityTrust anchor list provider

Attestations



Holder

Issuer DIW Verifier

Trust propagations (using verifiable data registries)

6 (simplified) Trust framework for mobile ID in Korea
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Issuer’s attestation DIW’s 
attestation 
(+ WSP’s 
attestation) 

Issuer’s and 
Verifier’s 
attestation

Issuer’s, 
user’s, DIW’s 
and WSP’s 
attestationWSP

WSP’s 
attestation

DIW’s 
attestation 
(+ WSP’s
attestation)

VC VP

▪ Trust immutability
▪ Trust provenance

Verifier’s 
attestation

Holder’s 
attestation 
(including 
DIW’s 
attestation) 

Binding of user and DIW attestation

▪ WSP: Wallet service provider
▪ DIW: Digital Identity Wallet
▪ VC: verifiable credential
▪ VP: verifiable presentation



Concept of PKI-based trust propagation in PKI7
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Entity relationships in PKI Certification path



CA PKI trust list

(VC for Graduation 
certificate)

Alice

서명문

AAA University BBB hospital

Digital identity wallet
a list of VCs

(VP for the 
graduation 
certificate)

서명문

3. Issues an Alice’s VC for 
the graduation certificate.

5. Presents a VC for the 
Alice’s graduation 

certificate

Alice

2. AAA University issues a VC for 
Alice using its private key 

corresponding to Alice’s public-key.

1. CA issues AAA 
University’s a 

public-key 
certificate.

6. BBB hospital extracts the 
certification chain of AAA University.

7. Validate the certification chain and derives the public-key 
of AAA University from certification chain.

8. Verifies the VP for the graduation certificate. 

4. Stores a VC for 
graduation certificate in 

the digital identity wallet.

Trust propagation framework

PKI-based trust propagation model foe decentralized identity8
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How is privacy ensured in the decentralized identity system? 
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▪ Selective disclosure: ability of holders to choose specific pieces of information, known as a claim, from 
their verifiable credentials they want to share with a verifier, allowing them to reveal only the necessary 
claims while keeping other personal data private.



Trust propagation for Selective Disclosure based on hash (SD-JWT)
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Verifiable credential
- Claim 1
- Claim 2
- Claim 3

sign

Issuer’s Private key

Signed Verifiable credential 
(SD-JWT)
- Hash(Claim 1 + salt 1)
- Hash(Claim 2 + salt 2)
- Hash(Claim 3 + salt 3)
- Signature by issuer

SVC-R
- Claim 1 + salt 1
- Signature by holder

Selectively disclose

Public keys

SD-JWT, SVC-R   
Hash(claim 1 + 

salt 1)  =? 
Hash’(claim 1 + 

salt 1) 

(Verifier)

(Holder)
(Issuer)

SD

Holder’s Public key

Signed Verifiable credential 
(SD-JWT)
- Hash(Claim 1 + salt 1)
- Hash(Claim 2 + salt 2)
- Hash(Claim 3 + salt 3)
- Signature by issuer

SVC-R
- Claim 1 + salt 1
- Claim 2 + salt 2
- Claim 3 + salt 3
- Signature by holder

Signed Verifiable credential (SD-
JWT)
- Hash(Claim 1 + salt 1)
- Hash(Claim 2 + salt 2)
- Hash(Claim 3 + salt 3)
- Signature by issuer

SVC (salt-value container)
- Claim 1 + salt 1
- Claim 2 + salt 2
- Claim 3 + salt 3

valid 

Trust propagation

Issuer’s Public key
Holder’s private key
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Use case for selective disclosure scheme (age verification) in mobile driver’s license in Korea 
started in 2022
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Issuer – Korea 

Policy Agency
Verifier – BarHolder – digital wallet

VC generation  for MDL
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Claims (i.e. credential Subject, address, 
driver’s number, name, issuing authority, 

validity period, license type, etc.)

Claims related to age (i.e. Date of birth, 
or age range) 

Metadata

Claims

proof

MDL Verifiable health credential

Metadata

Claims

proof

MDL Verifiable presentation with SD

Present Verifiable presentation 
using selective disclosure scheme

If you need to verify your age 
(+18) at a bar or convenience 

store, for example, the 
ability to present only the 

minimum information, such 
as your date of birth (or age 
range +18), rather than your 

full license information is 
necessary.



Verifiable credential-based trust propagation framework in the decentralized 
identity(ITU-T SG17, ITU-T X.vctp, September 2025)

ITU workshop on Agentic AI identity 13

Trust propagation is a process by which trust in an entity gradually spreads across a network based on established 
relationships and interactions, allowing entities to assess the trustworthiness of other entities within a decentralized 
identity system without relying on a central authority. This draft Recommendation provides a verifiable credential-based 
trust propagation framework in the decentralized identity. It also includes:

 describing two trust propagation models and identifying roles of entities and metadata needed;

 identifying functional components in the DID platform;

 defining metadata for trust propagation;

 describing procedure for this trust propagation;

 describing threats and controls associated with its framework.
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https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=22283


Thank you for your 
attention
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