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Enabling secure credential issuance 
and use with Austroads DTS
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Foundational pillars for harmonized trust

• A common Certificate Policy (CP) that is jointly accepted, governed, and 
regularly reviewed by all participating jurisdictions.

• Certificate Practice Statements (CPS) that demonstrate how each 
participant implements the common requirements.

• A robust governance model, particularly around cryptographic key 
management, lifecycle management, incident response, and accountability.

• A unified framework for credential issuance based on ISO/IEC standards

• Wallet requirements and controls

• Testing, conformance, and certification processes to ensure consistent 
implementation.
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Trust chain verification (ISO 18013-5 MSO – VICAL)

Issuing Authority Root CA (offline)
- self-signs IACA root certificate
- signs Document Signer certificate

Document Signer
- signs mdoc Mobile Security Object,
        incl. mdoc device public key
        includes DS certificate
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verifiable presentation
- User approved data elements
- MSO, incl. DS cert and Device key
- Device signature/MAC

DTS Root CA (offline)
- self-signs DTS CA root certificate
- signs VICAL Signer certificate

VICAL Signer
- signs VICAL,
        includes VICAL Signer certificate

DTS 

Root

Cert

VICAL 

Signer

Cert

VICAL

Reader with VICAL
- Verifies presented data
- Verifies device signature
- Verifies MSO
- Verifies DS certificate
- Verifies IACA certificate (from VICAL)
- Verifies revocation status

User
- Enrols with Issuing Authority
- Transacts with RP
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