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GSMA Working Group Portfolio

GSMA Working Groups are cooperative networks that bring together industry stakeholders to address shared
challenges, enhance interoperability across the telecommunications ecosystem, and support enabling technologies.
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Post Quantum Cryptography — Its Significance in the Telecommunications Industry

Quantum Threat Quantum Treat in Telco

Problem Shor’s algorithm & quantum computers could Asymmetric key protocols are used in whole Telco
break current asymmetric crypto: RSA or ECC Infrastructure: eSIM, TLS,

Solution Post Quantum Cryptography Algorithms

New encryption methods that remain secure from both classical computers and quantum computers

Standards

GSMA



Post Quantum Cryptography — Quantum Computers Attacks

The Question isn’'t when this Q-Day will arrive GSMA



Post Quantum Cryptography — Crypto Migration
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NIST Internal Report
NIST IR 8547 ipd

Transition to Post-Quantum
Cryptography Standards

Initial Public Draft

Dustin Moody

Ray Perlner

Andrew Regenscheid
Angela Robinson
David Cooper

This publication is available free of charge from:

https://doi.org/10.6028/NIST.IR.8547.ipd

NATIONAL INSTITUTE OF
H STANDARDS AND TECHNOLOGY

Identifies quantum-vulnerable standards

Post Quantum Cryptography — Necessary (1/2)

= Key establishment based on Diffie-Hellman and elliptic curves (SP 800-56A)

» Key establishment based on RSA (SP 800-56B)

» Digital signatures include RSA, ECDSA, EdDSA (FIPS 186-4)

Proposed transition timelines for quantum-vulnerable algorithms

Key Establishment

Digital Signature
Parameters Transition
Algorithm Family
] Deprecated after 2030
112 bits of security strength
ECDSA Disallowed after 2035
[FIPS186]
2 128 bits of security strength Disallowed after 2035
EdDSA > 128 bits of security strength Disallowed after 2035
[FIPS186] ' urity strengt isatow
Deprecated after 2030
RSA 112 bits of security strength
Disallowed after 2035
[FIPS186]
2 128 bits of security strength Disallowed after 2035

Scheme Parameters Transition
S Deprecated after 2030
Finite Field 112 bits of security strength
DH and MQV Disallowed after 2035
[SP800S6A] > 128 bits of security strength Disallowed after 2035
_—_— Deprecated after 2030
Elliptic Curve 112 bits of security strength
DH and MQC Disallowed after 2035
[SP800S6A] = 128 bits of security strength Disallowed after 2035
Deprecated after 2030
RSA 112 bits of security strength
Disallowed after 2035
[SP80056B]

2 128 bits of security strength

Disallowed after 2035
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Post Quantum Cryptography — Necessary (2/2)

*

CNSA v2.0 Cccs

By 2027, Migration Roadmaps By April 2026, Quantum Safe roadmap
By 2031, Priority migration By 2031, High priority system migrated
By 2030, Deprecate RSA, ECC and By 2026, Medium priority system migrated

By 2035, Full migration and disallow

N L
| | O
NCSC

By 2028, define migration goals
By 2031, carry highest priority PQC migration

By 2035, complete migration to PQC

NIS CG
By Dec 2026, Quantum Safe roadmap
By Dec 2030, High risk use cases transitioned

By Dec 2035, Medium risk use cases transitioned

Takeaway - Mandate Post Quantum Cryptography Completion by 2030-2035
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Post Quantum Cryptography — GSMA Role

NIST - K vy

1 ET F -

A GLOBAL INITIATIVE

Standardise Post Quantum Standardise Mechanism to implement Post Standardise how Post Quantum
Cryptography Algorithms Quantum Cryptography Algorithms into Cryptography Algorithms are used in
existing protocols the telecom industry

|
GSMA

Build awareness of post quantum migration plans Identify gaps on the telco industry standards

Develop skills on post quantum migration Testing and provide best practice guidelines
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Guidelines for ~ Post Quantum Cryptography Post Quantum

Assessment

Quantum Risk Telco Use Cases

Cryptography

Whitepaper

Assessment Guidelines v1

Telco Use Cases
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6th Post Quantum

Seminar
Barcelona

March
2025

Post Quantum

July
2025

Quantum-safe
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Post Quantum Cryptography — GSMA Post Quantum Telco Network Taskforce
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7th Post Quantum 8th Post Quantum
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Doha Barcelona
November February
2025 2026

Post Quantum Cryptography
in Non terrestrial Networks
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https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2019/03/PQ.05-Post-Quantum-Cryptography-for-5G-Roaming-use-case-1.pdf
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2019/03/PQ.05-Post-Quantum-Cryptography-for-5G-Roaming-use-case-1.pdf
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2019/03/PQ.05-Post-Quantum-Cryptography-for-5G-Roaming-use-case-1.pdf
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2019/03/PQ.05-Post-Quantum-Cryptography-for-5G-Roaming-use-case-1.pdf
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2019/03/PQ.05-Post-Quantum-Cryptography-for-5G-Roaming-use-case-1.pdf
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2019/03/PQ.05-Post-Quantum-Cryptography-for-5G-Roaming-use-case-1.pdf

GSMA Post Quantum Telco Network Taskforce - Crypto Migration Roadmap

Assessment and Awareness

#---0---
“

Develop an inventory and
priority list
- a B B e

, - . e Evaluate solution and test

\

. X B XK X ¥
b Implement Best Practises

Complete Transaction and Keep
Monitoring

2035 :
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GSMA Post Quantum Telco Network Taskforce — Work in progress

Implementation and Prototype Verification:
PQC Hybrid Key Exchange
for Base Station/Security Gateway

Cryptography Bill of Material (CBOM) for Telco

Use of CBOM within the telecommunications sector, as it
relates to the migration to post quantum cryptography, crypto-
agility and ongoing cryptography management. The goal is to
provide an analysis around the role of CBOM as part of a
comprehensive framework for identifying, managing, and
transitioning cryptographic assets to ensure security against
threats.

Practical experience sharing: implementation of a hybrid key
exchange mechanism to support migration of IPSec/IKEv2 in
the base station connection to the mobile core.

Coming soon!

PQC in Automotive (work item in collaboration with 5GAA) Crypto-agility for Telecommunication Networks

Analysis on the implementation of crypto agility in
telecommunication networks. The document aims to provide
actionable guidelines to support the telecommunication ecosystem
in the build/procurement of capabilities, inform emerging
standards, provide input to operational considerations.

The position paper will detail the security concerns related to
classical cryptography and its impact on OEM interests,
contextualising the current state of play (including the work
already done addressing the MNOs) and the need for the work
that 5GAA will do. The position paper is to be shared externally
(with both industry stakeholders and policymakers) and will also
form the basis of the impact assessment.
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Do not procrastinate. Key advantages

Increased opportunity for testing and refinement

Enhanced assurance in meeting regulatory compliance requirements
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