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elDAS 2 Regulation

Key benefits of the new Regulation

« The most significant benefit of eIDAS 2 is the European Digital Identity Wallet (EDIW), which facilitates
the verification of the individual requesting an Electronic Attestation of Attributes (EAA), ensuring that the
EAA has been issued to that person and is under their control (precluding the possibility of them
transferring their Person Identification Data — PID — or their EAAs to a third party for sharing).

« The EDIW approach is a forward-thinking solution that addresses the limitations of data exchange
between the authentic source and relying parties by enabling direct data exchange between the user
and the relevant parties. This innovative approach is founded on four key innovations:

» Firstly, there is lightweight registration of user parties, and access control by them to the EDIW.

» Selective disclosure of attributes, using specially designed data formats.

« Embedded disclosure policies are incorporated into the EAAs issued by Qualified Trust Service
Providers (QTSPs) and Public Sector Bodies’ providers (Pub-EAA).

« The EDIW allows reporting directly to the personal data control authority.



elDAS 2 Regulation

Why this is good for authentic sources?

The modified elDAS is a game-changer, adopting an abstract approach to the reliability of electronic
attestations of attributes (EAAs), regardless of whether they are issued by QTSPs or public EAA providers.
This innovative development makes cross-border use of public documents a breeze, paving the way for
seamless international collaboration and exchange.

It is essential to emphasise the concept of public sector body responsible of an authentic source, whether to
issue directly (acting as a Pub-EAA provider), through a Pub-EAA provider operating autonomously, through a
QTSP contracted for this purpose by the authentic source, or simply by granting access to a QTSP (when there
is an obligation or in a collaborative way).

elDAS 2 represents a new way to issue legally valid electronic documents in the EU, both for domestic
purposes and in cross-border scenarios.

To benefit from the provisions of elDAS 2, it is necessary to work on the definition of the typology/typologies of
EAA/s, in terms of specific vocabularies and governance rules. For example, for the EHIC EAA or the PDA-1
EAA, or Learning Achievements EAAs or Professional Qualifications EAAs.



elDAS 2 scenarios

. Scenario 1 — non-elDAS scenario Flexible

Closed systems operate through contractual relationships between
trusted issuers, remaining outside eIDAS Regulation (without EUDIW
ecosystem connection)

Scenario 2 — non-qualified Trust Service Provider

Non-qualified Trust Service Providers operate under permissive
regulatory frameworks, allowing immediate EAA issuance without prior
supervisory approval, though relying parties face significant trust
assessment challenges.

Scenario 3 — Public Sector Body in charge of an Authentic Source

Public sector Electronic Attestations require strict regulatory
compliance equivalent to qualified providers, enjoying legal
equivalence with paper documents and automatic cross-border
recognition across EU Member States.

Scenario 4 — Qualified Trust Service Provider

Qualified Electronic Attestations represent the highest credential tier,

. . o : : : Hard
requiring stringent qualification by national supervisory bodies and
providing guaranteed cross-border recognition with legal parity across
European Union.




Education and Professional Qualifications
Context: Vertical (Institutional) vs Transversal (citizen’s) perspective - Enabling real lifelong learning
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Education and Professional Qualifications
Context: Governance(s) complex at all levels (European, Member State, Regional,

Institutional)
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Extending Classical PKI with EAA-based authorisation model

(Able to cover European, Sectoral, National, Regional and Institutional needs/autonomy)

Core concept Trust chain hierarchy :
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DC4EU WP5 Global architecture
The initial approach: Verifiable data registries based on the EBSI

decentralised PKI

MS A MS B
User

Verifier
Verifiable Presentation (VP)

—o— < E=E

Issuer
Verifiable Attestation (VA)

-
EITI18] E%j < >

Government University SIOP over _ SIOP over University Company
HTTPS gag EBSI HTTPS (e.g. Master (e.g. job
oool Conformant enrollment) application)
Wallet

elD identity proofing

Request verifiable credential

o
+ HTTPS
Issue (validate) verifiable credential

o Onboard on the DID registry (a must for entities)
Store evidences* of issuance <> Optional
EBSI Services -
Present verifiable credential APls
EIIIIIH

e Check attributes of verifiable credential,
enhancing privacy, without letting the issuer to EBSI Smart contracts Trusted Accreditation Organisations

(enhanced privacy on verification)

know about usage T dl
] ) EBSI Trusted registries rusted Issuers
Interact with EBSI services Trusted pseudonyms (DIDs)

BIOCkCha | n Trusted status for issued data



WP5 Global architecture

The final approach: Hybrid mode - X.509 plus decentralised PKI

SDG/O0OTS MS’ means

o Authentic
University/P
E rofessional source
body A
* Expose database records that .
Digital asset would become EAAs
* Adapt/convertto ELM .
* Generate/Gather/Keep/Preserv
e evidences
* Compliance and availability .
Datastores .

Gather Authentic source to
provide EAAs

Enable issued EAA’s lifecycle
management
(revoke/suspend)

Enable EAAs’ status
consultation

Meet legal requirements
(TSP,PSB,QTSP)

Sectorial rulebook
compliance
Generate/gather evidences
Availability

Digital competences
elDAS framework

d Relying
g party/RPI

Registered and authorised to
request PID and/or specific EAAs
Add new means to request/verify
EAAs

Integrate with production systems
Sectoral rulebook compliance
Generate/Gather/Keep/Preserve
evidences

Availability

Classical PKI for identity & basic
Issuer/RP identification

Verifiable Data Registries to extend classical PKI and support/cover

EU/Sector/MS/ Regional and Institutional governances(s)/role(s)/capabilities

=1

University/
Professional
bodies

=

Company
(e.g. job
application)



Bri d g i ng th e Al C om pl i ance G a p . The EU Al Act and parallel regulations create strict requirements for autonomous Al agents, yet current frameworks

lack the infrastructure to comply. ISBE (Infraestructura de Servicios Blockchain de Espafa) provides a

How ISBE SO lves the E U Al Act C hallen ge production-ready, elDAS-aligned blockchain network designed to facilitate these mandatory compliance tasks.
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A NotebookLM



EBSI - DC4EU - ISBE

What lessons have we learnt? Some of them...

1. The EDIW ecosystem is an extraordinary platform to transform the way authentic sources can fulfil their public mission,
directly or though (qualified) trust service providers. It surely will create a data market under the control of the user.

2. While the governance rules for notified public sector bodies and qualified trust service providers ensure the reliability and
acceptance of some EAAs, we envisage a world with many issuers, both non-notified public sector bodies or non-qualified
trust service providers.

3. To protect users and relying parties, a hybrid trust infrastructure is needed. Built on the valuable components of the
Regulation (classical PKI), it will allow the management of the additional trust anchors we need, specially trust chains for
complex authorisation structures representing sectorial accreditations, it will provide scalability and fast key rotation
dissemination, using a public permissioned blockchain (decentralised PKIl).

4. To deliver its promise, the EDIW ecosystem should be connected to other trust management infrastructures, especially
global identity federations. More work is needed to explore the role of RP intermediaries and advance proper standards.

5. Agentic Al will benefit from the verifiable credential and decentralised PKI approach.
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