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The current status of the X.dpki draft recommendation (the 20th)
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The X.dpki prototype in Hyperledger Fabric: Architecture

omponent Quantity Description

Orderer Nodes 4 SmartBFT consensus, tolerates 1 Byzantine 
fault

Peer Nodes 4 1 Peer per organization, chaincode installed

Organizations 5 OrdererMSP + Org1~4 MSP

Channels 1 dpki-channel

Endorsement 
Policy

MAJORITY Requires endorsement from at least 3 out of 
4 orgs

（Hyper Ledger Fabric）



The X.dpki prototype: Smart Contract Logic & Certificate Lifecycle

•Three Core Contract Modules: Implement "CA 

Management," "Certificate Lifecycle," and "Governance 

Consensus," fully unlocking the potential of smart 

contracts.

•Fine-Grained Access Control (RBAC): Implement a 5-

level role model (AdminCA, PrimaryCA, SubCA, etc.) and 

triggers an automated cascading revocation mechanism 

when a CA is deregistered.

•High-Performance Data Model: Utilizes a CouchDB 

dual-index design (complete record index + state secondary 

index), reducing the complexity of massive OCSP/CRL 

status queries to O(1).



The X.dpki prototype: Gateway Decoupling, 
On-Chain Governance & Security

•Physically Isolated DPKI Gateway: Achieves a true cryptographic 

closed loop. The gateway proxies CA interactions and natively 

generates X.509 signatures, meaning traditional CAs do not need to 

run blockchain nodes directly.

•Automated L4 On-Chain Governance: Critical operations (such as 

new CA registration or network config updates) require a 67% quorum 

approval. Upon reaching the threshold, smart contracts automatically 

execute the state changes.

•Full-Stack Observability & Cryptographic Agility:

• Provides comprehensive system monitoring and visualization 

(tracking TPS, latency, and node liveness).

• Features a multiple-layer security architecture with dynamic 

algorithm whitelists.



DPKI Prototypes: Using Dockers for Blockchain Nodes



The X.dpki prototype: Overview



The X.dpki prototype: Certificate and There Status



The X.dpki prototype: List of Cas and Certificate Directory



The X.dpki prototype: The Gateway Nodes
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The current draft recommends is 150+ pages 
and still have a number of missing part

Current X.dpki
Draft





5. Application Layer
(User-facing apps， Smart Contracts client， User Interface)

4. Contract Layer
(Smart Contracts (Onchain), business logic)

3. Consensus Layer
(Consensus protocols: PoW, PoS, BFT, etc)

2. Data Layer
(Ledger Structure, blocks, transactions, state)

1. Network Layer
(Peer-to-peer networking, propagation, discovery)

Transaction Submission

Take a Layered Measure in Standard Development

Focus of X.dpki standard development
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DLT reqs, PQC migration reqs


