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Designing for Autonomy
Not for Assistance

From “Agentish” to Agentic.
Shifting from human-in-the-loop

to intent-driven execution.




OAuth relies on user consent to delegate
authorization to a centralized Authorization Server
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Delegated Authorization
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Can this delegated authorization model hold
IN an agentic, autonomous worlde
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Three fundamental gaps make OAuth-style delegation
Impractical for highly autonomous systems

/e
° kg ) Q Q
(o] o) (o] o)
R Consents }/% Authorizes = /4 = b q = b
' {25) 25
User AuthZ Serv Agent Agents Resource

Time mismatich:
sessions vs. intent

OAuth uses short-lived tokens.

But Agent tasks, and user intent,
may span hours or days.
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Three fundamental gaps make OAuth-style delegation
Impractical for highly autonomous systems
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Intent # resource Time mismatch:
aware sessions vs. intent
OAuth assumes the user OAuth uses short-lived tokens.
understands and approves
specific resources and scopes. But Agent tasks, and user intent,

may span hours or days.
But in Agentic models, the user
defines what, and the Agent
decides how.
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Three fundamental gaps make OAuth-style delegation
Impractical for highly autonomous systems
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Intent # resource Time mismaich: Dynamic
aware sessions vs. intent execution paths
OAuth assumes the user OAuth uses short-lived tokens. OAuth assumes fixed scopes
understands and approves and known resources.
specific resources and scopes. But Agent tasks, and user intent,
may span hours or days. But Agents decide the path at
But in Agentic models, the user runtime, requiring new,
defines what, and the Agent unforeseen data access.

decides how.
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A new model: users delegate infent to agents
before agents obtain resource authorization
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User delegates intent to the agent.
Agents determine execution while preserving that intent end-to-end.

Agent actions are authorized in alignment with the original human intent.
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Delegated Intent
What the Parent Specifies

Godl
Deliver passenger to UC Berkeley

Consiraint
Safety is non-negotiable

Delegation
Provide verifiable proof to obtain
temporary campus access

Autonomy
System determines route
and execution in real time
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BiInding end-user infent
to data access policies

— Trigger Phase
& » —9 » The delegation is created.

=
4°i>b 4(,}; Propagation Phase
0= ® = i The delegation is passed
=Q CHRE down the MAS chain.
=
Presentation Phase (iE?;L ?
Agents presents the full ~—E‘ »
delegation chain. ="
=

Evaluation Phase
Evaluation of the full Q-(\E » »

delegation chain. =9
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@ Hello Chief Operations Officer. Instead of helping you drafting reports, | suggest to handle
{3 My agent some of your regular tasks more autonomously. | can update stock projections based on
sales forecast, so operations teams can anticipate demand and avoid shortages. Would
O Chat history you like me to take care of this for you?

oo 11:51
50 PoA dashboard

Ask your question e

Al agents can make mistakes. Verify important information.

2 User Config
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@ Hello Chief Operations Officer. Instead of helping you drafting reports, | suggest to handle
{3 My agent some of your regular tasks more autonomously. | can update stock projections based on
sales forecast, so operations teams can anticipate demand and avoid shortages. Would
9 Chat history you like me to take care of this for you?

oo 12:11
50 PoOA dashboard

Yes, that sounds like a great plan. Please do.

12:11

Ask your question e

Al agents can make mistakes. Verify important information.

2 User Config
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{3 My agent

Yes, that sounds like a great plan. Please do.

\Y Chat history 12:14

U5 PoA dashboard

e Here is the proposed digital power of attorney.

1214

[© Power of Attorney Document

Optimize stock by updating inventory forecast based on sales forecast, so that operational
teams can anticipate demand and avoid stockouts.

« Frequency of update: Twice a month
« Tolerance in stock: 3%
» Sales pipeline maturity: 7-10

12:14

Ask your question e

Al agents can make mistakes. Verify important information.

2 User Config
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3 My agent e Here is the proposed digital power of attorney.
‘Y Chat history 1218
U5 PoA dashboard B

) Power of Attorney Document

Optimize stock by updating inventory forecast based on sales forecast, so that operational
teams can anticipate demand and avoid stockouts.

« Frequency of update: Twice a month
« Tolerance in stock: 3%
« Sales pipeline maturity: 7-10

12:18

Make it once a month.

12:18

Ask your question e

Al agents can make mistakes. Verify important information.
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{3 My agent

Make it once a month.

‘Y Chat history
12:21

U5 PoA dashboard

@ Here is the updated proposed digital power of attorney.

12:21

[© Power of Attorney Document

Optimize stock by updating inventory forecast based on sales forecast, so that operational
teams can anticipate demand and avoid stockouts.

« Frequency of update: Once a month
« Tolerance in stock: 3%
« Sales pipeline maturity: 7-10

12:21

Ask your question e

Al agents can make mistakes. Verify important information.

2 User Config
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9 Trusted Agent Access X +
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Al Agent

{3 My agent
‘Y Chat history

U5 PoA dashboard

2 User Config
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12:24

[© Power of Attorney Document

Optimize stock by updating inventory forecast based on sales forecast, so that operational
teams can anticipate demand and avoid stockouts.

« Frequency of update: Once a month
« Tolerance in stock: 3%
- Sales pipeline maturity: 7-10

12:24

Perfect. Okay for this mandate.

12:24

@ Please follow the instructions in the next step.

12:24

Prepare this mandate for my digital signature e

Al agents can make mistakes. Verify important information.
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Al Agent

New chat
My agent

Chat history

Signature Required

Please authenticate with your mobile device to complete the signing process

PoA dashboard

B Digital Power of Attorney

Document ID: POA-12546503

Organization Authorized By
L'Oreéal Mark Chan
COO

O Authorization Details

|, Mark Chan, in my capacity as COO of L'Oreéal, hereby grant the Al Agent the authority to execute
2 User Config the following actions on behalf of the organization:



Scan QR Code

Position the QR code within the frame

¢ Tapto Scan
%.

Scan the QR code to verify your identity

2 Mark Chan v
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L'Oréal

Al Agent

New chat

My agent

Chat history

PoA dashboard

User Config

fOfaadbda7574bf3ad3f03b579ac8aa8

©

Power of Attorney Signed Successfully

Your digital power of attorney has been authenticated and executed

B Digital Power of Attorney

Document ID: POA-12546503

Organization Authorized By
L'Oréal Mark Chan
COO

O Authorization Details

|, Mark Chan, in my capacity as COO of L'Oréal, hereby grant the Al Agent the authority to execute
the following actions on behalf of the organization:
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Mark Chan
CO0
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Our Flow Proposal

A New Protocol for The End-to-End Delegation Flow: From Trigger to Presentation

Propagation Phase
Chaining

Presentation Phase

V3 Token Exchange

Evaluation Phase
Granular Verification

The delegation is created (proactively or reactively).
The User signs the initial delegation artifact, embedding
their constraints and the first agent's public key.

The delegation is passed down the MAS chain.
Each infermediate agent cryptographically signs a new
block, proving the transfer of authority.

The final agent contacts the Authorization Server (AS)
or the target resource and presents the full
delegation chain

The AS evaluates the token chain in three layers:
- Cryptographic integrity (VC)

- Deterministic rules (PDP)

- Semantic intent (LLM)

If positive, delivers an access token
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Delegation Triggers: Passive vs. Active Models

Downst

Passive Trigger

Service 1

Requesis Taks 1

Pass down the request of
delegation token

Service n

Interpreis task 1
and reach out for help

Authorization Server

Asks for a delegafion token

Tries accessing resource

Target Resource

eam-initiated vs. upstream-anticipated authorization

Active Trigger

Service 1

Requests Taks 1

Points to its authorization server

Asks for a delegafion token

Requires access to the resource

[%—Delegation needed

Delivers signed delegation foken

Validate & Pass down the
delegation token by adding a new
signed block to the chain

Gives the delegation token

Delivers an access token

Checks the validity of the token

o

Delivers signed delegation token

Service 1

Accesses the resource using access foken

Service n

Authorization Server

Target Resource

>

Service n Authorization Server

Interprels task 1

and plan the delegation needed

O

Pass down the token
by adding a new
signed block to the chain

Service 1

Tries accessing resource

Target Resource

Points to its authorization server

Requires access to the resource

Delegation needed

Gives the delegation token

Delivers an access token

Checks the validity of the foken

o

Accesses the resource using access loken

Authorization Server

Target Resource
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Autonomy Changes Everything

£

User defines what, Time delay between Agent defines
agent chooses how INfent and execution data access paths

Human intent is the anchor for frust
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Contribute to the Paper Reach out and Share

A New Protocol for The Delegation of
Human Infent in Agentic

ward.duchamps@thalesgroup.com

linkedin.com/in/wardduchamps

Let’s Work
Together

https://www.overleaf.com/project/698b05cf2a3cff5011939234
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Thank .

you

Ward Duchamps

ward.duchamps@thalesgroup.com

linkedin.com/in/wardduchamps

THALES

CYBERSECURITY




	Slide 1: AI Agents Need a New Trust Model
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24

