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It all starts with Identity ...
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Accounts @IdPs

SPIFFE / SPIRE
X.509 CERTs / new ones

Well-known URLs

OpenID Connect Agent IDs
Agent Name Service (ANS)

NHI ?Decentralized IDs (DIDs)

3rd party IDs

The Identity Zoo 
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Our Response

An open-source project for inter-agent collaboration

80+ collaborating 
organizations

TECHNICAL STEERING COMMITTEE

AGNTCY: https://agntcy.org

Identity Working Group: https://github.com/agntcy/governance/blob/main/working-groups/identity/CHARTER.md   

https://agntcy.org/
https://github.com/agntcy/governance/blob/main/working-groups/identity/CHARTER.md
https://github.com/agntcy/governance/blob/main/working-groups/identity/CHARTER.md
https://github.com/agntcy/governance/blob/main/working-groups/identity/CHARTER.md
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Trusted Identities

IDENTITY BADGE

John

John

😎

DIDs

SaaS: https://agent-identity.outshift.com/welcome

OSS: https://github.com/agntcy/identity-service

Demo: https://www.youtube.com/watch?v=CO3YwjRXyQo

Reference Implementation

🤖

https://agent-identity.outshift.com/welcome
https://agent-identity.outshift.com/welcome
https://agent-identity.outshift.com/welcome
https://github.com/agntcy/identity-service
https://github.com/agntcy/identity-service
https://github.com/agntcy/identity-service
https://www.youtube.com/watch?v=CO3YwjRXyQo


Controlling the Agents’ Actions
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Doesn’t sound that complex  ... 

🛠🤖 Protected 
Resource

🤖

OAuth

🛡

Auth 
Server

😎
Hey pal get 

me all the ... and 
generate ...

Input 
Request

What the 
User wants ...

Model
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... but wait a minute ... 

?
🛠🤖 Protected 

Resource

🤖

Model

OAuth

Hey pal get 
me all the ... and 

generate ...

Input 
Request

What the 
User wants ...

What the 
Agent wants ...

🛡

Auth 
Server

🤪
Could

Hallucinate
Could be 
Malicious

{scopes}
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Access Control in the Era of Agentic AI ... 

Do we trust 
their intentions?



Bridging the disconnect in 
Access Control
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Task-Based Access Control (TBAC)

MCP 
Server

Input 
Prompt

🤖

“Set me on PTO 
next Monday”

Agent

!

🛠

Set_PTO_Day(date)

Set_On_Call_Day(date)

Approve_Monthly_Time(employee)

Tools dened by 
the MCP server

Scopes

Model
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Task-Based Access Control (TBAC)

Zero-Trust Anchor:
• Instrumented Code
• Gateway
• Sidecar

MCP 
Server

Input 
Prompt
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Set_PTO_Day(date)
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the MCP server

Scopes
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Task-Based Access Control (TBAC)

Zero-Trust Anchor:
• Instrumented Code
• Gateway
• Sidecar

MCP 
Server

Input 
Prompt

🤖

“Set me on PTO 
next Monday”

Agent

!

🛠

Set_PTO_Day(date)

Set_On_Call_Day(date)

Approve_Monthly_Time(employee)

Tools dened by 
the MCP server

Scopes

Model

• Requires access to Workday
• Access is restricted only to set 

user on PTO
• All other accesses are denied 

Set user on PTO for Monday
04/6/2026

MFA

TBAC

• Requires access to Workday
• Access is restricted only to set 

user on PTO
• All other accesses are denied 

Set user on PTO for Monday
02/16/2026

🛡

Auth 
Server
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Task-Based Access Control (TBAC)

Zero-Trust Anchor:
• Instrumented Code
• Gateway
• Sidecar

MCP 
Server

Input 
Prompt

🤖

“Set me on PTO 
next Monday”

Agent

!

🛠

Set_PTO_Day(date)

Set_On_Call_Day(date)

Approve_Monthly_Time(employee)

Tools dened by 
the MCP server

Scopes

Model

• Requires access to Workday
• Access is restricted only to set 

user on PTO
• All other accesses are denied 

Set user on PTO for Monday
04/6/2026

MFA

TBAC

• Requires access to Workday
• Access is restricted only to set 

user on PTO
• All other accesses are denied 

Set user on PTO for Monday
02/16/2026

With TBAC

• Full visibility into the specic task
• Only necessary scopes are approved
• Scopes and tools tied to the task
• Optional One-Time Access Control

🛡

Auth 
Server
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https://agntcy.org/ https://github.com/agnt
cy/identity 

https://github.com/ag
ntcy/identity-service/ 

Call to action

https://agntcy.org/
https://github.com/agntcy/identity
https://github.com/agntcy/identity
https://github.com/agntcy/identity-service/
https://github.com/agntcy/identity-service/
https://github.com/agntcy/identity-service/
https://github.com/agntcy/identity-service/


Thank You!


