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Core Concept of Trust

Trust

Trust propensity

Trustor’s generalized 

expectation about trustees

Trustor Trustee

Trustworthiness

Reliability of trustee to trustor

Direct Trust Indirect Trust

Knowledge

Own understanding 

about trustee

Experience

Personal expertise about 

situation and context gained 

from previous experience 

with trustee

Reputation

Public evidence about 

trustee based on 

experiences of all trustors 

with trustee

A

T

B
Direct Trust

Indirect Trust
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Properties and Functions of Trust Easier to lose than to gain

Context dependent

Asymmetric

Subjective

Dynamic

Transitive

Facilitate Cooperation Simplify System Design 
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Architecture Changes Pose New Challenges on Security

*GR ENI 051-Study on AI Agents based Next-generation Network Slicing

Source: ETSI- AI Core Reference Architecture（2025.02）

Source: Chair Summary of 3GPP Workshop on 6G (2025.03)

The Agentic-AI 6G architecture design poses new 
challenges on security:  

• Challenge 1: Probabilistic decision-making of AI may 
bring uncertainty

• Challenge 2: The autonomy of Agent may lead to issues 
such as intention/value misalignment

✓ Traditional security measures may not be adequate 

(e.g. static security domains, focusing on external attacks)

✓ Trust is considered to be a feasible solution (e.g. value 

alignment, liability linkage)

Source: Huawei 《6G: The Next Horizon》 white paper 
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New Usage Scenarios Bring out Strong Trust Needs 

AI and Communication

➢ Mutual trust among Agents  

➢ Mutual trust between 

Human and Agents

Trust Requirements of 6G

I
S
A
C

Ubiquitous
Connectivity

Integrated Sensing and 

Communication

➢ Data Trustworthiness 

➢ Data Privacy Protection

➢ Trustworthy data sharing 

among multi-parties

Ubiquitous Connectivity

➢ Mutual trust among Multi-

domains  

➢ Mutual trust among 

heterogeneous networks

1

2

3

1

2

3

6G’s new services are deeply integrated with AI; shifting from “point by point defense" to "systematic trust" is success key.

Source: ITU-R M.2160-0 (11/2023)
*Framework and overall objectives of the future 
development of IMT for 2030 and beyond

AI and 
Communication

Source: Huawei 《6G: The Next Horizon》 white paper 
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Revisit Zero Trust 

Zero Trust Architecture

Can we apply the zero trust technologies directly to the future AI-Agentic network design?

Source: NIST Special Publication 800-207 《Zero Trust Architecture》

• Continuous diagnostics and mitigation (CDM) system

• Industry compliance system

• Threat intelligence feed(s)

• Network and system activity logs 

• Data access policies

• Enterprise public key infrastructure (PKI)

• ID management system 

• Security information and event management system 

Zero Trust Tenets

Identity-Centric
uses the identity of 
actors as the key 

component of policy 
creation

Continuous 
Monitoring

to timely identify abnormal 
activities, ensure immediate 

response to threats

Least Privilege

Grant only minimal 
access needed for tasks

Zero Trust Key Approaches
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Challenges When Applying Zero Trust to Future AI-agentic Networks

AI Uncertainty

Faced with the AI-

driven nature of 6G, AI 

systems’ behaviors 

may go beyond preset 

rules (e.g., the output of 

generative AI), and the 

rule engine of 

traditional Zero Trust 

struggles to cover all 

potential risks.

User Privacy

Zero Trust requires 

collecting large amounts 

of user behavior data for 

risk assessment, yet in 

6G scenarios, 

requirements for privacy 

protection (such as the 

EU's GDPR) may restrict 

the scope of data usage, 

Multi-Domain &

Multi-Network

Zero Trust, initially 

proposed for enterprise 

networks, struggles with 

the fact that the trust 

logic of a single domain 

failing to adapt to the 

complexity and diversity 

of multi-domain & multi-

network case of 6G

A migration from zero-trust to a high-dimensional trust (MAX-Trust) deep integrated with Agentic-AI is needed for 6G

Autonomous 

Decision-Making

Under the trend of 

Agentic-AI, network 

entities have enhanced 

autonomous decision-

making capabilities, 

which requires highly 

autonomous data 

access capabilities, while  

least privilege rule may 

restrict their flexibility.

Performance & 

User Experience

Zero Trust relies on 
continuous verification, 
but in highly dynamic 
AI environments, 
frequent verification 
may consume 
significant computing 
resources, introduce 
latency, and impact 
network performance 
and user experience.

M-Trust（Multi-Trust） A-Trust（Agentic Trust） X-Trust (Xross Trust) 

• Multi-party Trust： Involves multi-party 
participation in evaluation/verification, and
Eliminates dependence on a single point

• Multi-mode Trust：Supports multiple 
trust modes such as authority-based, 
endorsement,  and consensus

• Agile Intelligent Triggering: Flexibly 
adjust trust assessment requirements/ 
algorithms based on scenarios and risks

• Intelligent Policy Configuration: 
Agents automate policy configuration to 
simplify complexity

• Heterogeneous Trust Root: Expands 
trust sources; trust may come from 
hardware, software,  or infrastructure

• Cross-domain Trust: Achieve seamless 
trust transfer across multi-domain/multi-
network scenarios to eliminate redundant 
verification



RGB

196/0/84

Secondary Colors

RGB

203/55/120

RGB

237/109/0

RGB

153/54/54

RGB 

98/178/48

RGB

242/137/68

PANTONE 

185C

RGB 

199/0/11  

Corporate Colors

PANTONE 

186C

RGB

200/16/46  

RGB

127/0/1

RGB

52/200/0

RGB 

48/181/197

RGB

129/193/95

RGB

253/211/81

RGB 

86/196/210

RGB 

211/57/65

RGB 

211/56/89

RGB 

221/128/170

RGB 

191/128/130

RGB 

246/183/140

RGB 

176/216/156

RGB 

253/227/181

RGB 

148/218/226

RGB 

226/129/137

RGB 

226/129/152

RGB 

235/179/204

RGB 

216/179/179

RGB 

250/211/187

RGB 

208/232/196

RGB 

254/238/193

RGB

190/233/238

RGB 

239/178/184

RGB 

238/179/193

RGB 

0/0/0

RGB 

89/87/87

RGB

137/137/

137

RGB

181/181/

181

RGB 

221/221/

221

RGB

255/255/

255

Huawei Proprietary - Restricted Distribution11

Content



RGB

196/0/84

Secondary Colors

RGB

203/55/120

RGB

237/109/0

RGB

153/54/54

RGB 

98/178/48

RGB

242/137/68

PANTONE 

185C

RGB 

199/0/11  

Corporate Colors

PANTONE 

186C

RGB

200/16/46  

RGB

127/0/1

RGB

52/200/0

RGB 

48/181/197

RGB

129/193/95

RGB

253/211/81

RGB 

86/196/210

RGB 

211/57/65

RGB 

211/56/89

RGB 

221/128/170

RGB 

191/128/130

RGB 

246/183/140

RGB 

176/216/156

RGB 

253/227/181

RGB 

148/218/226

RGB 

226/129/137

RGB 

226/129/152

RGB 

235/179/204

RGB 

216/179/179

RGB 

250/211/187

RGB 

208/232/196

RGB 

254/238/193

RGB

190/233/238

RGB 

239/178/184

RGB 

238/179/193

RGB 

0/0/0

RGB 

89/87/87

RGB

137/137/

137

RGB

181/181/

181

RGB 

221/221/

221

RGB

255/255/

255

Huawei Proprietary - Restricted Distribution12

Multi-Party, Co-Governance

Agentic, Intelligent

eXtensible，Heterogeneous 

A Paradigm Shift From Zero-Trust to MAX-Trust

Core Principles of MAX-Trust High-Level Architecture of MAX-Trust
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Integrate MAX-Trust to the Agent-based Future Network

Source: 3GPP TS. 23.501 System Architecture for the 5G system Source: 3GPP 6G Workshop (2025.03)

Directly applying the zero-trust to the future Agentic-AI based network may not be the optimal solution, 
a high-dimensional trust deeply integrated with Agentic-AI is needed for the future network

Enabling Technologies of MAX-Trust
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New Architecture 

(Technology Drive)

New Application 

(Business Drive)

Trustworthy AI-agentic 

Networks

Zero Trust Max Trust

Conclusions

Trust Needs

May not satisfy 

Enhanced

Satisfies 
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