
























SAFE-T1201: MCP Rug Pull Attack

Overview

Tactic: Persistence (ATK-TA0003)
Technique ID: SAFE-T1201
Severity: High
First Observed: April 2025 (Discovered by Invariant Labs)
Last Updated: 2025-01-15

Description

MCP Rug Pull Attack refers to a persistence technique where adversaries deploy legitimate-appearing 
MCP tools that later undergo time-delayed malicious modifications after gaining initial user approval 
and trust. This technique exploits the dynamic nature of MCP tool definitions and the tendency for users 
to approve tools based on initial functionality without ongoing verification.

The attack involves a multi-stage approach: first establishing trust through legitimate tool behavior, then 
introducing malicious functionality through server-side updates, configuration changes, or time-based 
triggers. This technique is particularly effective because it bypasses initial security reviews and user 
approval processes by leveraging the established trust relationship.



https://github.com/safe-agentic-framework/safe-k8s






