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The Building Blocks for the Digital Credentials Stack
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SIDIHub

We are building a “Digital Commons” of open tools — from

policy to technology — that help countries implement

safe, interoperable Digital Identity.

Human Centricity & Human Rights
Domestic Sovereignty

Multi-Lateral Engagement

Grounded in Use Cases & Benefits

Technology & Policy Normalization
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2023 Guide to Trust Frameworks

SG \

Trust Frameworks create an ecosystems in

which users, organizations, services, and

devices can trust each other because they are

Q)wing a common set of rules and policies.
29

Source: SIDI Hub Summit, Paris December 2024, TrustTech.
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Trust Framework Original Analysis of 10+ Countries
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Existing frameworks for trustworthy ecosystems

Public Disclosure Authorized

ID Enabling
Environment
Assessment
(IDEEA)
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Source: SIDI Hub Summit, Paris December 2024, TrustTech.

Digital Legal ID Governance

LEGAL AND
REGULATORY
FRAMEWORK

CAPABLE

AT A GLANCE INSTITUTIONS

The Universal Digital Public Infrastructure
Safeguards Framework

| A Guide to Building Safe and Inclusive DPI for Societies
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Trust Frameworks

need to reflect
 Purpose
e Scope

* Enabling Environment

Source: SIDI Hub Summit, Paris December 2024, TrustTech.
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Ecosystem Purpose & Scope

Rule of Law
Accountable Institutions

Users and Access

Trust Management Trust Services Rules Proofing and Assurance Data Protection & Management
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Ecosystem Purpose & Scope

Rule of Law
Accountable Institutions

Users and Access

Trust Management

e  Trusted Actors
®  Trust Between Actors

Legal Identity
Legal Status
Functional Uses

Legal Authority & Mandates
Privacy & Data Protection Law
Cybersecurity Law

Institutional Arrangements
Contracts and Liability
Managing Ecosystem Actors

Accessing Services
Enrollment & Inclusion
Account Management

Trust Services Rules

Authentication
Verification
Electronic Signatures

Rights & Civil Protections
Judicial Oversight
Correction, Remedy, Redress

Capacity
Procurement
Data & Monitoring

Proofing and Assurance

®  Proofing & Binding
e Credential Types
®  Assurance Rules

Data Protection & Management

Privacy & Consent Rules

Data Storage & Retention Rules
Risk Management

Incident Management

Data Standards

Data Exchange
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Use Case
Rulebooks

e Trust Framework components
profiled to the ecosystem

* Metadata requirements

e Schema libraries

Source: SIDI Hub Summit, Paris December 2024, TrustTech.
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Use Case: NIST NCCoE mDL Accelerating FlI adoption

NIST SPECIAL PUBLICATION 1800-42A

Digital Identities—Mobile
Driver’s License (mDL)

Accelerating Development and Adoption of Digital
Identity for Financial Institutions

1 Yee-Yin Choong 10 Ellen Nadeau

2 William Fisher 11 Coralline

3 Ryan Galluzzo

4 National Institute of Standards and 12 Heather Flanagan

5 Technology 13 Spherical Cow Consulting

6 Jason Ajmo

7 Christopher Brown
8 Sudhi Umarji

9 The MITRE Corporation

14 MARCH 2026

15  INITIAL PUBLIC DRAFT

16  This publication is available free of charge from
https://www.nccoe.nist.gov/projects/digital-identities-mdl

NATIONAL

NIST « o CYBERSECURITY
CENTER OF EXCELLENCE

NIST NCCoE Phase 1 with state issuers,
leading banks, digital platforms, OIDF
o Proved out interoperability of
OpenlD4VC/ DC API/ IETF/ ISO/IEC
specs + “NIST verifier” in 11 interop
events
o Report feedback by May 5th 2026
Learnings from Fls needing more visibility
to assurance and authentication metadata
o OIDF eKYC reports with US,
Australia, NZ, EU for global
standards approach
Engaging Fl consortia to support
governance, scale deployment



FI Use Case: Compliance via protocol/ format

6.1 Assurance Context URIs (context_uri) 6.3 National Identifier Types (identifier_type)

Defines the specific legal or regulatory trust framework governing the verification event. : i
Standardized values for the national_identifier_match object.

Governin
Jurisdiction = Parameter Value ( context_uri ) g Description L. L.
Framework Jurisdiction =~ Parameter Value ( identifier_type )  Jurisdictional Target
Federal standards for state-issued driver's
us urn:openid:assurance:us:real_id DHS REAL ID Act N — us ssn Social Security Number
X i eIDAS 2.0 European digital identity framework (EUDI us tin Taxpayer Identification Number
EU urn:openid:assurance:eu:eidas )
Regulation Wallet).
: - i EU pid Personal Identification Data (elDAS)
. . Australian Trusted Digital Identity
AU urn:openid:assurance:au:tdif TDIF F K
ramework. AU tfn Tax File Number
X . s New Zealand Digital Identity Services Trust i
Nz urn:openid:assurance:nz:distf DISTF — AU crn Customer Reference Number (Centrelink)
lobal entity authentication assuranc i
Global urn:openid:assurance:global:iso ISO/IEC 29115 Global entity authenticatio surance Nz ird Inland Revenue Department Number

framework.

6.4 Authoritative Organizations (organization)
6.2 Assurance Classifications (assurance_classification) " ) )
Specifies the entity that performed the freshness or revocation check.
Values are dependent on the associated context_uri and define the specific level of assurance achieved.

Jurisdiction =~ Parameter Value ( organization ) Entity Type [ Example
Associated Parameter Value .
m TET— Definition American Association of Motor Vehicle Administrators
Context ( issuance_assurance_classification ) us urn:issuing_authority:us:aamva (oTS)
- - Credential meets highest mandated federal i i i i i
*:real_id status:full_compliance dard . B B Fabrica Nacional de Moneda y Timbre (Spain - National
standards. EU urn:issuing_authority:eu:es:fnmt .
Mint/Issuer)
. . Cryptographic hardware binding verified; equivalent
*:eidas loa:high o fce o tace: EU urn:issuing_authority:eu:member_state  Generic routing for EU Member State national registries
Strong authentication, but lower initial proofing AU urn:issuing_authority:au:dvs Australian Document Verification Service
*:eidas loa:substantial . '
requirements. Nz urn:issuing_authority:nz:dia New Zealand Department of Internal Affairs
*:tdif ip:3 TS?;TFmeﬂng Level 3 (High Confidence) under Nz urn:issuing_authority:nz:nzta New Zealand Transport Agency (Waka Kotahi)
*:distf level:high High assurance identity proofing under NZ DISTF.

Protocol, format, and jurisdiction-agnostic framework for identity claims that extends the: Openl|D |dentity Assurance Schema Definition 1.0 and OpenlD Connect for identity
Assurance Claims Reqistration 1.0 to directly support Relying parties (RPs) in establishing a legally defensible “reasonable belief” of customer identity. Work Item:
https://github.com/openid/eKY C-IDA-Registry-Profile/blob/main/Discussion-Papers/Format-Agnostic-Digital-Identity-Claims %2BValues.md



https://openid.net/specs/openid-ida-verified-claims-1_0-final.html
https://openid.net/specs/openid-connect-4-ida-claims-1_0-final.html
https://openid.net/specs/openid-connect-4-ida-claims-1_0-final.html
https://github.com/openid/eKYC-IDA-Registry-Profile/blob/main/Discussion-Papers/Format-Agnostic-Digital-Identity-Claims%2BValues.md
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We’re building a comparison tool for 3 groups

Policy-Makers

+ Build or assess their identity
policy stacks

» Compare policies with other
jurisdictions

» Design laws & policies that will

interoperate with others

Source: SIDI Hub Summit, Paris December 2024, TrustTech.

* Fill policy needs if a technical

component is already in place

* Interoperate with other

jurisdictions

Private Sector

* Build components (e.g., a

wallet) that can be
implemented in different

jurisdictions
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Countries, experts contribute to analysis & tooling

e Guide Compatibility Check Interoperability Implementation 2 Fraunhofer  SIDI

Compare your answers with existing Trust Frameworks

Select Frameworks to check for Compatibility
EU Canada USA United Kingdom Sweden l Thailand ‘ Marocco Singapore Australia

Compatibility Overview per Topic and Question

THAILAND

Data Management

Risk and Incident Management
Fraud Management PY
Technical and Security Policy P YYYT P YYYT )

Overall Compatibility 64 o/o 37 %

Download Full Report Generate Action Plan

Source: Fraunhofer is leading the
technical tool; SIDI Hub the content
and analveie

Source: SIDI Hub Summit, Paris December 2024, TrustTech.

Z Fraunhofer
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