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Citizen

Member State Smartphone

TOP 10 SMARTPHONE COMPANIES IN 2023
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Deployment Models
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Embedded SE

eSE owned by
smartphone
manufacturer
*Member state to

phone manufacturer
agreement

*Sovereignty aspect

eSIM in MNO

Profile

*Profile owned by
\I\[e;

*MNO agreement

*Churn will require re-
issuance of an ID

SAM model in
eSIM

*EU and Member
state do not require
business agreement

*Phone manufacturer
must host EU
Certificate on
voluntary basis

*New European PKI

Standardized APls

AR
High Assurance

External NFC ID
Card

*Ruled out by the
regulation and
flagged as a
temporary solution
until hardware
solutions are readily
available

AR

Cloud HSM with
Strong
Authentication

Seamless
authentication is
smartphone
dependent
*Or need alternated

authentication e.g.,
operator (eUICC) or
external device

*Does not address the
proximity / offline
mode

Device
proprietary
Security




raorme O€CUring PID is necessary, but the wallet
instance also needs protection

SECURING DIGITAL WALLETS & PID: A DUAL APPROACH

NECESSARY: ESSENTIAL: UNWANTED USE
PID PROTECTION PREVENTION & STRONG AUTH

Encrypt and Secure Individual Credentials Biometrics & Context-Aware Controls

* | SECURE ID

‘ VIRTUAL CREDENTIAL

H\ BIOMETRIC
COMPREHENSIVE (FINGERPRINT/FACE)

\ WALLET |
A\ SECURITY

WALLET ACCESS STATUS

SECURING DIGITAL WALLETS & PID: A DUAL APPROACH 08.10.2022



GlobalPlatform solution map for
EU-DI

SAM

» Secure Application for Mobile

« Simplification of Key and authorization
management
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CENELEC

‘ OpenWallet @ Q
%

CSP
* Cryptographic Service provider

« Simplification of Applet
certification across multiple SE

* x platforms
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, enisa |
HSM
*New Task Force created to look pnew
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EUCC

Cybersenurity Certification
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