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I’m Jad El Cham
Senior Public Policy Technical Advisor
RIPE NCC

jelcham@ripe.net

Hello!

mailto:jelcham@ripe.net
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Routing on the Internet

Can I 
trust B?

Is A 
correct?
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Why should you care?

● Networks run on BGP, an old 
insecure protocol by default

● Security Incidents by the 
thousands each year!

● Loss of Business / Reputation 
Damage / Downtime

Source: QRATOR

https://blog.qrator.net/en/q2-2025-ddos-bots-and-bgp-incidents-statistics-and_215/
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Causes of BGP Incidents
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RPKI Fixes Things

● RPKI is a security framework to secure routing on the Internet

● RPKI prevents hijacking, route leaks, misoriginations

● RPKI relies on the five RIRs as Trust Anchors

● RPKI is based on an X.509 certificate profile defined in RFC3779

● Free*, Fast to deploy and Globally used
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How Does RPKI Work?
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Elements of RPKI
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Is everyone creating ROAs globally?
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What about the RIPE Region specifically?
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Together, we can make a measurable Impact

Source: RIPE NCC Source: RIPE NCC

https://lirportal.ripe.net/certification/content/static/statistics/world-roas.html
https://lirportal.ripe.net/certification/content/static/statistics/world-roas.html
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The reason: RIPE NCC Workshops with Regulators
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Current and Future Efforts by the RIPE NCC

● Increase % of covered space in 
IPv4 in some countries

● Increase % of covered space in 
IPv6

ROA Signing

● Push for RPKI Validation & Proper 
BGP Filtering

● Advocate for best practices and 
assist where needed

● Regulators

● Telcos

● Private Sector / Industry / LIRs

Routing Security Stakeholders



Questions 
& Comments ?

jelcham@ripe.net

mailto:email@ripe.net

