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Network Digital Twin & IaEn

* Network Digital Twin (NDT): virtual replica of mobile network or part of one, that captures its attributes, behaviour and interactions
* NDT can serve as Testbed to accomplish automation functionality with High similarity, Real-time synchronization, High Verifiability

NDT can help the network realize low-cost trial, intelligent decision-making, efficient innovation and predictive maintenance
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* Advantages and potentiality: | s e
* High similarity: it can form the twin of network elements and networks, — | 1 ]
* Real-time synchronization: get data from the existing network,

* High accuracy: can simulate attacks directly, quickly, accurately and

dynamically.
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Security Protection of NDT

* Data, model, interfaces and mapping of NDT face security threats
» Security threats need to be addressed in the operation of the digital twin as part of network, and the security mechanisms need

to meet the twin characteristics.
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Protection of Data for twinning & TEED

+ Leakage of data or unauthorized access by applications may lead to the leakage of privacydata -)) confidentiality and privacy

protection requirements
« Tampered or untrustworthy data can not be used for modelling and analysis in NDT -)) data trustworthiness.
» The security requirements of data sources, models, network are complex, diverse, and changeable, -) dynamic and

differentiated security protection mechanisms.

Diversified security requirements from data sources Diversified security requirements from models and
applicaitons
e e CHICHELS Application models with multiple classed, scales and levels ma
network involve collection of various types of data from network pplice : uitip e y
have different security restrictions and requirements
Diversified non-security requirements Dynamically changing network status
Digital twins need to track the state changes of the real network. Content of the collected twin data may change dynamically
the tolerance levels for the time overhead and information loss of according to factors like network bandwidth conditions, faults,
the data security mechanisms used vary and security attacks, so as to achieve a balance among real-time

performance, accuracy, and overhead.
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Protection of Data for twinning
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[ Confidentiality

Diversified *+  None + With/Without privacy

Requirement -« Visible/Invisible for Data protection
s Depository/Channel/Models
« Traceable
Diversified « access control: ACL/block and « data collectin consent
Measures allow list/token/DLT + declassification

+ channel encryption

« data encryption in repository

+ end-to-wnd attribute-based
encryption mechanisms

 security computing

Adaptive selection and adjustment of security mechanisms

+ high level/ Basic trustworthyness « real-time

* no need

Trustworthiness of data source identity (optional): « not activated
authentication, identity in DLT * high-speed
Trustworthiness of data source behavior (optional): * basic

TEE, zero trust, attack awareness

Trustworthiness of data transmission and storage

(mandatory): Integrity check: hash, digital signature

Trustworthiness of data ownership (mandatory):

Logs, data identity on the blockchain
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Protection of Control Interaction & TEB
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« Attacks on the twin may pose a threat to the personal safety, equipment security, and business security in the physical network

« It is necessary to design a security mechanism to ensure the security of the control issuing interface from the twin network to the
physical network
« Confidentiality and Integrity Requirements
«  Stability Rquirements

« Unforgeability Requirements

O DTPF(Digital Twin Protection Function) :
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Protection of Models & TEEm

Confidentiality and Integrity Requirements
- It is required to support the integrity and confidentiality protection of the models and the data used.

- It is recommended to support building multiple twins for multiple network security domains and to collect data as the corresponding
security requirements for each domain.

Access control Requirements

- It is required to allocate necessary privileges to the models with different purposes and security levels to access the data, other
models and network functions (NFs).

- It is required for the model, or any other network function that may store the model, to be able to check that the entity (e.g., network
applications or other models) is authorized to retrieve that model.

Model Detection and evaluation Requirements

- It is required to detect security vulnerabilities before a model is deployed to eliminate potential risks and damages in advance.

- It is required for a model to be auditable in order to evaluate the security of the model including whether the data is sufficient for
twinning and simulation, the affected objects (e.g., NFs, services, users) of the control instructions and privilege of data used for models.

- It is recommended to provide mechanisms to ensure that the model is able to operate normally when facing abnormal data input and
attacks.

- It is required to support policy conflict detection. It is recommended to set different priorities for different models to ensure that the
security control cannot be bypassed.

- It is recommended to support monitoring and alert of the consistency between the basic model and the physical network.



Security Potential of NDT
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* Base on NDT, various network situations can be sensed; security risk or security devices could be simulated; different security strategies

could be generated, tested, optimized and decided
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Benefits of using DTN to support network security applications & Z2E2

® Verifiability: DTN creates an accurate digital network simulation platform which can be used as a test bed.
Security policy or new security devices can be fully tested without interrupting the running network before deployed in
the physical network. Security attacks can be simulated in the twin to know the possibility which can help decide the

security prevention plan.

® Real-time: DTN is defined to have the capability to represent the real state of the physical entity in real-time and
support the synchronization of control information execution from a virtual entity to a physical entity within acceptable
time delay range. So it can help sense and deal with security issues of the network in time.

® Crossing-time: Based on the data repository, DTN can support network traceability from the history data. Based on
the model and data, DTN can support network prediction through simulation.

® Visualization: DTN can support the visualization of the network changes through the digital twin which can help
mining valuable security related information hidden in the network. DTN 1is also defined to have the capability to
display the process of network simulation and optimization. This can help the users to better understand the security
policy and status of network they are using.
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How can NDT support security related network applications @ TEE
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Architecture of NDT supporting security applications & TEED

« Standardization is needed to attain unification and standardization of the interoperability.
* |TU-TY.2090, X.2011, X.dtns, X.fr-vsasi, 3GPP 28561 and so on
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Security drill using NDT & TEED
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Test in production network Security analysis Security drills on simulated Security drills on
environment

=
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Advantages: Advantages: Advantages: Advantages:

accurate low cost, convinient High-degree simulation, High Real-time and High-degree
accuracy simulation, High accuracy,

Drawbacks: Drawbacks: Low cost

impact the users and inaccurate, hard to deal Drawbacks:

services using the network with complex situation Higher cost, Limited network Drawbacks:
environment, outdated network ~ Need integration with network
data
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Security provisioning and guarantee using NDT @ $ae

* The diverse forms of networks and businesses require differentiated security guarantees. By utilizing NDT, digital twin based slice security
provisioning and service guarantees can fully leverage the advantages of expert experience and implementation verification, promoting
precise matching between industry demand and network security capabilities
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The next generation mobile communication network is developing towards larger scopes, more complex architectures, supporting more

business types

There will be more security risk, attack paths, and security capabilities in future networks, which will result in a huge challenge to
evaluating and measuring security risks and security desicions
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immersive XR, remote multi-
sensory telepresence, and
holographic communications

communications in an industrial
environment for full automation,
control and operation

smart cities, health, energy,
agriculture, and those requiring a
variety of IoT devices without
battery or with long-life batteries

Air-Space-Ground ., IoT and
mobile broadband communicatio

Distributed computing, AT
applications, digital twin

Wide-area multi-dimensional
perception provides spatial
information about equipment, its
movement and environment.

The key rate used for encryption and integrity protection of ultra-high-speed
data streams is difficult to match the communication rate

Multi-modal sensing data transmission bring privacy issues due to the
irreversibility of human biometric data

Whether availability and reliability of network services can still be
maintained facing attacks

Whether security issues can be protected, detected, responded and recovered
in time

Signalling storm

Large amount of encryption and difficult management of authentication key
distribution on the network side. High complexity and insufficient security
strength on the terminal side

Open enviroment, complex structure and weak node processing of SAGIN
make vulnerabilities easier to exploit

Integration and interworking of heterogeneous networks and diversified
terminal environments bring cross-domain security issues

Security risks of new technologies itself: Al- data imbalance, algorithm
deviation, DTN- unreliable data, vulnerabilities in models, etc.
Automatic detection and disposal based on new technologies: Al- threat
feature extraction, malware identification, self-adaptive arrangement of
security policies, ete. DTN- security simulation, deduction, testing, etc

Wireless environment is more vulnerable to communication information
eavesdropping, deceptive interference attacks, denial of service, and
perceived privacy disclosure.

Location privacy issues
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