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Speaker

a (Co-founder - former CEO — Executive board
loT systems
= Smart meters, Vehicle charging, Connected vehicles @ Alliance for Al, loT and Edge

~ A|OTI: Chair WG Standardisation
= https://aioti.eu/

«~ BDVA: Lead TF Standards and Benchmarking \l- BDV “&ockion
= https://bdva.eu/

« |nvolved in ISO/IEC, ISO, ITU-T, CEN-
CENELEC, ETSI

« Standardisation topics
Use cases, Architecture

loT, Digital twin, Al, Metaverse

Security and Privacy, Interoperability, Trustworthiness
Smart cities, Automotive

Health, Energy, Vehicle charging

Continuum Innovation
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Involvement Example

1 H ISO JTC1 SC41
loT Digital twins

ISO JTC1 SC42

— Al

ISO TC215

European Health informatics

Commission || @» OCDE

ISO JTC1 WG11
Smart cities

SPRIPARE

PC317
Privacy-by-design
consumer goods

3 Security and privacy Digital twin and metaverse

ISO TC22 SC32 WG11

ISO JTC1 SC7 Road vehicles
System and software cybersecurity
engineering

ISO JTC1 SC38
Cloud computing

French National Body

ISO JTC1 SC32 F__
Data management and a nor
interchange

ISO JTC1 WG13
Trustworthiness

ISO TC204
Intelligent transport CEN-CLC JTC13
systems Security Privacy

CEN-CLC JTC25
Data mgt-Dataspaces-
Cloud-Edge

CEN-CLC JTC24
DPP

SC44
Consumer protection in
the field of Privacy-by-

design

CEN-CLC JTC21
Al

ISO JTC1 SC27
Cybersecurity Privacy

Liaison Liaison m
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Challenges and issues

a (Context

= (Challenge: ecosystem domain integration
= (Challenge: governance

=« Hourglass model to describe ecosystem
= Hourglass model for security and privacy

Trialog,'
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Digital world
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e j\
Metaverse |

| m )
a A Survey on Metaverse: - .

Fundamentals, Security, and 1 H ﬂ conten| ﬂw
Privacy {ii.ﬁ,} [@% @J {c’a

Conceptual view of virtual worlds

Virtual Virtual
Digital avatars environments goods/services

«~ https://arxiv.org/abs/2203.02662 \ e e — y

Physical world
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Digital twin for the virtual world

Digital world

Digital twin

| ocal

Physical world
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Privacy challenges for the virtual world

a Example of ISO/IEC 27573 Privacy protection of user avatar and
system avatar interactions in metaverse

User avatar “

System avatar Virtual word

Privacy Surveillance

Guardian avatar avatar

Trialog."
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Challenges and issues

a (Context

= (Challenge: ecosystem domain integration

= (Challenge: governance
=« Hourglass model to describe ecosystem
= Hourglass model for security and privacy
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A Domain Approach

= Domain: field of special knowledge
Application domains - vertical domains: energy, health.

Technical domains - horizontal domains: Al, loT, DLT, Data, Data space,
Virtual World

Cross-cutting domains - security, privacy, safety, resilience.

a [cosystem: deals with multiple domains.
The citiverse is a smart city ecosystem which integrates the virtual world

=~ [Domains can include subdomains.

The energy domain includes the generation, transmission, or distribution
subdomains.

The smart home domain includes the entertainment, home control,
energy management subdomains.

Security and privacy Digital twin and metaverse
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The need for
Interplay

Application domain A

Domain information model

Repository of practice
- Interoperability models

Security and privacy Digital twin and metaverse

Horizontal technology

Artificial intelligence Virtual world
loT Digital twin
DLT Quantum ...

Cross-cutting characteristics

Ecosystem

Smart cities

Conformity

Metaverse

Security Privacy
Resilience Safety
Sustainability
Application
Health Energy
Transport Manufacturing
Finance
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An architecture and interoperabillity issue

Security and privacy Digital twin and metaverse
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Example of related standards

27573 Privacy
protection of user avatar
and system avatar
interactions in the
metaverse (SC27)

20151

Dataspace concepts
and characteristics

(SC38)

PWI Architecture
considerations loT —
Edge — Cloud (SC41)

A

Continuum

VIIAE] A Digital twin
worlds Data space &
30153 30152 30151

Digital twin — Guidelines
for digital entity
modelling (SC41)

loT and digital twin
integrations in data
spaces (SC41)

Digital Twin — Extraction
and transactions of data
products (SC41)

30188
Digital twin Reference
Architecture (SC41)

Security and privacy Digital twin and metaverse
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Challenges and issues

a (Context
= (Challenge: ecosystem domain integration

= Challenge: governance

= Hourglass model to describe ecosystem
= Hourglass model for security and privacy
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Example of ISO/IEC 27570 Privacy for smart cities

,| Governance body
operation
Smart city establishes | Ecosystem includes | s
governance body privacy plan management
- » Data management
Virtual world
» governance body
operation
Virtual world establishes Virtual world includes Virtual world
governance body » trustworthiness »  “supply chain”
plan management
,| Virtual world data
management

= "
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Example of ISO/IEC 27570 Privacy for smart cities

Smart city

ablishes

Governance process

allows for

Data management
process

allows for

Privacy management
coordination

15

Security and privacy Digital twin and metaverse

A 4

Risk management
process

allows for

Protection of PlI

Engineering process

allows for

Privacy impact
assessment

Citizen engagement
process

allows for

Privacy-by-design

11 April 2025
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Equivalent for Metaverse

Virtual World

ablishes

Governance process

allows for

Data management
process

allows for

Security and privacy
management
coordination
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Security and privacy Digital twin and metaverse

A 4

Risk management
process

allows for

Security and privacy
of data

Engineering process

allows for

Security and privacy
impact assessment

Human oversight
process

allows for

Secuity and Privacy-
by-design

11 April 2025

Security and privacy
governance
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Challenges and issues

a (Context
= (Challenge: ecosystem domain integration
= (Challenge: governance

= Hourglass model to describe ecosystem

= Hourglass model for security and privacy
=« |Jsing data and dataspace standards
a |Jsing privacy standards

Trialog,'
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Hourglass Model of the Metaverse Ecosystem

Virtual Virtual
world world
'\
N
— =00
AM e‘i’?“’ifse LJQ_LD% = &2 alll Metaverse
pplication T A Interfaces
Developers N //
Dataspace % O<g é U\EE'E Data
stakeholders = Analytics - Al
g ~\ S—
Nl Platforms .
Stakeholders—— P'atform and and toole — Capabilities
tool provider \’, = @
N~ X
%”‘l\-“\
Infrastructure - Cloud - Edge

Digital twin

a Al
Vd \s\ =
e

Service providers

Infrastructure loT

Providers
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Fostering reuse

Virtual
world

Metaverse
Application
Developers

Dataspace
stakeholders

Infrastructure
Service providers

Infrastructure
Providers
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Stakeholders —— Platform and

Virtual
world

Platforms
and tools

Metaverse
Interfaces

analytics

—— Capabilities

Cloud - Edge
Digital twin
Al

loT
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Hourglass Architecture Model

Metaverse applications and
data processing concerns

Infrastructure concerns

Security and privacy Digital twin and metaverse

. Two layers and one interface

Metaverse digital twin
Data processing

Digital twin - Cloud-Edge-loT

11 April 2025
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Minimum
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mechanism
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Hourglass Architecture Model: Architecture Patterns

Applications solutions
e.g. data analytics, metaverse
digital twins

Infrastructure solutions

e.g. loT, Infrastructure digital
twins, Al

Security and privacy Digital twin and metaverse

Common

foundation
| |

Pattern

Pattern

—
Capability

MIM

Minimum
Interoperability
mechanism

—

Capability

Common

foundation
| |

Pattern

Pattern

I_I

Capability
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The Pattern Vision

extended by
Reference
architectures
Architecture
Standard guides [ patterns ]

Metaverse domain
reference architecture

Project

guides implementation

Metaverse System

Trialog af
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Information models — Architecture patterns — Minimum Interoperability Mechanism
profiles — Accessible Implementations

Information Architecture patterns MIM profiles [} Accessible - _
models (e.g. open Metaverse digital twin
~ source) Data processing
implemen-
MIM ~ tations
Generic pattern
uses I MIM
- Profile 1 ITgt;r:ﬁn_ Minimum
Interoperability
mechanism
MIM <4
Specific pattern 1 -~ Profile 2 ITEJﬁ)TeZn_
u
Cloud-Edge-loT
MIM < Digital twin - Embedded Al
Specif-ic pattern 2
—— e — I ~— e — I

r ri 11 I I I a I o ’
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Challenges and issues

a (Context

= (Challenge: ecosystem domain integration
= (Challenge: governance

=« Hourglass model to describe ecosystem

= Hourglass model for security and privacy

Trialog,'
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Security and Privacy: Architecture Patterns - Controls

~ |SO/IEC TS 27573 Privacy

protection of user avatar and Common
system avatar interactions in the —
metaverse (N P) Security and privacy pattern
~ |[SO/IEC TS 27115 Cybersecurity Control
evaluation of complex system (WD) -
« |SO/IEC TS 27568 Security and | MinimuLn_I.
privacy of digital Twins (NP) Mo pe el
a |SO/IEC 27090 Guidance for Common
addressing security threats to founcaton
artificial intelligence systems (DIS) Security and privacy pattern

Control

~ |[SO/IEC 27091 Al privacy
protection (CD)

Trialog,'
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Information models — Architecture patterns — Minimum Interoperability Mechanism
profiles — Accessible Implementations

— — = — ~—— — [ |
Architecture patterns MIM profiles || Accessible
(e.g. open Metaverse digital twin
Security and ~ source) Data processing
privacy implemen-
<~ tations
Information MM
models Security pattern A Uses | MIM
U profile 1 'Tg’ti%rr?ﬁn' Minimum
Interoperability
mechanism
MIM <
Security pattern B — Profile 2 ITEJﬁ)TeZn-
Cloud-Edge-loT
T P Digital twin - Embedded Al
Security pattern C
N — e — I — e I
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What is at stake (Example of EU)

Regu lations porA || Eucc || cDeR DGA

Data
act

RED DSA

Al act ESPR

Minimum
conformity
mechanisms

ISO/IEC PWI 27116
Customised and multipurpose
evaluation

CEN-Cenelec Harmonised Standards

RED - CRA Al DPP DDCE

/ ITC13 ITC21 ITC24 |TC25

g



ISO/IEC PWI 27116 - Support for customized or multipurpose

evaluation

Security
evaluation

Safety
evaluation

Privacy
evaluation

Stakeholder

— —
- —

—

Al
evaluation

Other
evaluation

28 Security and privacy Digital twin and metaverse

/
/ Al ‘\
! : liance

! Privacy comp \
I - Profile \
1 [Securit compliance \
Concerns y Profile !
4 | compliance |
'l Profile "
\ |

\
\

\
\

Comply with

\ Metaverse
\ system

e o - -

11 April 2025

—

Trialog af



ISO/IEC PWI 27116 — Metaverse domain profiles

Security compliance

includes profile
Defined and validated Metaverse domain
By domain governance profile Privacy compliance
profile

N\

Complies with Al compliance
Validated by domain _ profile
conformity program Metaverse domain
application system Other characteristics
compliance profile
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