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Risk evaluation

Loophole Exploitable with Leaks
likely 1 + today’s 1 + major 1
or unlikely 0 or future 0 or minor 0
to exist? technology? fraction of key?
" 3 High
— . 2 Medium
N 0 Low
or Solved

V. Makarov et al., arXiv:2310.20107



We don’t have a unified security proof

Perfect system: key rate R

System with vulnerability A: key rate R - R,
System with vulnerability B: key rate R - Ry
System with vulnerability C: key rate R - R

System with vulnerabilities A, B, and C:

key rate R-R, - Rg =R

Ra Rgy Re = 0 = key rate R

V. Makarov et al., arXiv:2310.20107
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QKD system

NI A "Bob A

Laser IM PM DWDM VOA Att DWDM DWDM PC PM
A

0.5-30 dB 20 dB Isolators

1548.51 nm  45°
pulsed at BS
312.5 MHz 1=:99X

1554.94 nm

T PwM Laser VOA SyncD
0.5-30 dB

—— PM fiber
— SM fiber
¢ FC/PC connector

V. Makarov et al., arXiv:2310.20107



1. Choice of QKD protocol

 Alice A "Bob A

T
Laser IM PM p~DWDM VOA Att DWDM DWDM PC PM

T PwM Laser VOA

BB84 decoy-state \/

Solved



2. Superlinear detector control

 Alice A "Bob A
T D1

Laser IM PM i DWDM VOA Att DWDM DWDM PC PM _,_'
A PBS

1548.51 nm +.
D2

T PwM Laser VOA SyncD

Countermeasure: photocurrent monitor

High-frequency version implemented, to be tested
Superlinearity characterised

K. Zaitsev et al., unpublished

H(1,1,1)



3. Detector efficiency mismatch

 Alice A "Bob A

T
Laser IM PM p~DWDM VOA Att DWDM DWDM PC PM

T PwWM Laser VOA SyncD gated

Countermeasure: four-state Bob
need a security proof

H(1,1,1)



4. Detector deadtime

 Alice A "Bob A

T
Laser IM PM p~DWDM VOA Att DWDM DWDM PC PM

T PwM Laser VOA

Countermeasure: simultaneous deadtime in hardware
C. Wiechers et al., New J. Phys. 13, 013043 (2011)

Countermeasure: simultaneous deadtime in post-processing

H(1,1,1)



5. Trojan-horse

" Alice A " Bob A
T
Laser” IM PM DWDM VOA Att DWDM DWDM PC PM
|

1548.51 nm Isolators

BS

T PwM Laser VOA

Countermeasure: enough isolation in a wide spectral range
H. Tan, M. Petrov et al., unpublished

L (0,0,0)



6. Laser seeding

 Alice A "Bob A

Laser, IM PM

DWDM VOA Att DWDM DWDM PC PM

(

1548.51 nm Isolators

T PwM Laser VOA

Enough isolation based on specs
V. Lovic et al., Phys. Rev. Appl. 20, 044005 (2023).

Solved



7. Light injection into Alice’s power meter

N A “Bob h
T
Laser” IM PM DWDM VOA Att DWDM DWDM PC PM
7]
1548.51 nm

T PwM/ Laser VOA

Countermeasure: enough isolation in a wide spectral range
H. Tan, M. Petrov et al., unpublished

L (1,0,0)



8. Induced photorefraction

" Alice A "Bob A
T D1
Laser” IM PM DWDM VOA Att DWDM DWDM PC PM
1548.51 nm
BS
T PwM Laser VOA SyncD

Countermeasure: enough isolation in a wide spectral range
H. Tan, M. Petrov et al., unpublished

Test the modulators

M (0,1,1)



9. Laser damage

 Alice A "Bob A

DWDM PC PM

T PwM Laser VOA

Countermeasure: power-limiting device, a sacrificial isolator,
tested

A. Ponosova et al., PRX Quantum 3, 040307 (2022)

M (1,0,1) (0,1,1)



10. APD backflash

 Alice A "Bob A

DWDM PC PM

v

D2

T PwM Laser VOA

Characterise the backflash
A. Shilko et al., unpublished

Countermeasure: enough filtering in a wide spectral range
H. Tan, M. Petrov et al., unpublished

M (1,1,0)



11. Intersymbol interference

” Alice A " Bob A
T D1
Laser{ IM PM p~DWDM VOA Att DWDM DWDM PC PM
[
1548.51 nm
BS
D2
T PwM Laser VOA SyncD

to be characterised and incorporated into a security proof

D. Trefilov et al., unpublished

L (1,0,0)



12. Imperfect state preparation

” Alice A " Bob A
T D1
Laser{ IM PM p~DWDM VOA Att DWDM DWDM PC PM
[
1548.51 nm
BS
D2
T PwM/ Laser VOA SyncD

To be characterised and incorporated into a security proof

D. Trefilov et al., unpublished

L (1,0,0)



13. Calibrations via channel Alice—Bob

" Alice A " Bob A
1 2 3 4
T
Laser” IM PM DWDM VOA Att DWDM DWDM PC / PM
(
@
Isolators
1548.51 nm
BS
T PwM Laser VOA SyncD

1: Now calibrated with PwM only
2: Now pre-calibrated at factory
3, 4: Countermeasure: four-state Bob

H(1,1,1)



14. Quantum random number generator

" Alice A
]
Laser IM PM B DWDM VOA Att DWDM

"Bob
Q

DWDM PC PM

T PwM Laser VOA

L (1,0,0)



15. Compromised supply chain

“ Alice A "Bob A
L 2 9‘ L 2 <* L 4 4 [ 3 < <* ‘:9—‘
L 2 L 2 L 4 @ <> ¢

Ask national security agency for advice

M (0,1,1)



Potential issue Risk Countermeasure Recommended
evaluation implemented for certification

1. Choice of QKD protocol Solved

2. Superlinear detector control H O @
3. Detector efficiency mismatch H @

4. Detector deadtime H @ @
5. Trojan-horse L ®
6. Laser seeding Solved [
7. Lightinjection into PwM L o
8. Induced photorefraction M @
9. Laser damage M ® @
10. APD backflash M [
11. Intersymbol interference L ®
12. Imperfect state preparation L [
13. Calibrations via channel H @

14. Quantum RNG L

15. Compromised supply chain M

V. Makarov et al., arXiv:2310.20107



Certification lab

Wideband spectral characterisation
= of components (400-2400 nm)

|
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parat on

A. Shilko et al., unpublished X Qua@u'm 3,0



NKT Photonics
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M. Petrov et al., unpublished




Security against Trojan-horse attack

Laser VOAs Fiber coil
Lo Q Q - Q
Modulator(s) Isolators

—— Q Q - O

O

1000 I

Circulator

H. Tan, M. Petrov et al., unpublished
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Detector testbench

Laser Iso
=
Pulse
generator
=

______

Counter

USB concentrator

Computer

P. Acheva et al., EPJ Quantum Technol

.10, 22 (2023)



Automatic report

REPORT ON AUTOMATED TESTING OF SINGLE PHOTON DETECTOR FOR BRIGHT-
LIGHT CONTROL

Test complited on: 19.09.2022 12:15
TEST SETTINGS

Power range: 2.3E-11 W - 1.25E-5 W
Laser pulses energy range: 10E-18 J - 10E-12 )
Pulse frequency: 10 kHz

PARAMETERS ADDED BY OPERATOR

SPD: 3-054

CW - blinding step: 1.000000 dB
CW - control step: 1.000000 dB
PL - control step: 1.000000 dB

RESULTS

Is SPD blind? TRUE;

Blinding attenuation of CW laser: 24.000000 dB

Blinding power: 2.9615E-9 W

Succesfull pulse attack: TRUE

Power of CW laser, when Ealways/Enever is less or equal to 3 dB: 7.5626E-8 W
Enever, when Ealways/Enever is less or equal to 3 dB: 1.2589E-15 J

Ealways, when Ealways/Enever is less or equal to 3 dB: 2.5119E-15 J

RAW DATA PLOTS

SPD counting rate vs CW power peto [, |

Counts, Hz

2 1N 1E-10 169

Power, W

Countermeasure's CW response Pioto
8

Countermeasure, a.u.

Power, W

Count probability vs energy of pulses

10E+0

Count Probability

i

e s Tens i TE 14 Ches © T R

Energy, J

Threshold energy of pulses vs power of CW laser

Energy of pulses, J

Power of CW laser, W

P. Acheva et al., EPJ Quantum Technol. 10, 22 (2023)

Countermeasure vs counts

Countermeasure, a.u.

4ok’ 506 eoes’ Toes T a0kes

Counts, Hz

DESCRIPTION OF AUTOMATED SOFTWARE

The device under test is tested for vulnerability against an attack by bright light. First,
blinding with constant radiation is carried out, then control using combined,

constant and pulsed radiation. In this report you can see the result - whether it was
possible to carry out successful blinding and successful control. Successful blinding
refers to a situation when constant radiation is applied to the detector, and the
output of the device under test is 0 Hz. Successful control - when the control pulses
are applied, the detector captures them all (count probability is 100 percent).

At the first stage, only constant laser radiation is applied to the detector. The power
of constant laser gradually increases (the step is set by user, CW - blinding step). At
the second stage, constant radiation is supplied along with pulsed radiation. At first,
the power of the constant laser is set equal to the blinding power (from the first
stage), and the pulse energy gradually increases (the step is also set, PL - control
step). Then the power of the constant laser (CW - control step) increases, and the
pulse energy changes again from the minimum to the maximum possible. The
second stage ends when both constant and pulsed laser radiation reaches a
maximum.

Automated testbench was developed by Quantum hacking lab.



Protection against laser damage

Power limiter

Safe power o>

Fiber fuse
monitor

LD1 DUT

HPL
1550 nm

PM2 PM1 PM3
A. Ponosova et al., PRX Quantum 3, 040307 (2022)



Isolator as power limiter
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