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Risk evaluation

Loophole
likely 1
or unlikely 0
to exist?

Exploitable with
today’s 1
or future 0
technology?

Leaks
major 1
or minor 0
fraction of key?

+ +

=  risk
3 High
2 Medium
1 Low
0 Low

V. Makarov et al., arXiv:2310.20107

or Solved



We don’t have a unified security proof

Perfect system: key rate  R
System with vulnerability A: key rate  R − RA

System with vulnerability B: key rate  R − RB

System with vulnerability C: key rate  R − RC

System with vulnerabilities A, B, and C:

key rate  R − RA − RB − RC 

RA, RB, RC ~→ 0   key rate  R ?.

V. Makarov et al., arXiv:2310.20107



QKD system

V. Makarov et al., arXiv:2310.20107
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1. Choice of QKD protocol

Solved

BB84 decoy-state 
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2. Superlinear detector control

H (1,1,1)

Countermeasure: photocurrent monitor
1st iteration failed to pulsed blinding
P. Acheva et al., EPJ Quantum Technol. 10, 22 (2023)

High-frequency version implemented, to be tested
Superlinearity characterised
K. Zaitsev et al., unpublished
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3. Detector efficiency mismatch

H (1,1,1)

Δt, λ

Countermeasure: four-state Bob
Counter-attack: Trojan-horse on Bob, need a security proof

Sin-
gated
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4. Detector deadtime

H (1,1,1)

Countermeasure: simultaneous deadtime in hardware
C. Wiechers et al., New J. Phys. 13, 013043 (2011)

Mismatch remained
V. Makarov et al., arXiv:2310.20107

Countermeasure: simultaneous deadtime in post-processing
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5. Trojan-horse

L (0,0,0)

Countermeasure: enough isolation in a wide spectral range
H. Tan, M. Petrov et al., unpublished



6. Laser seeding

Solved

Enough isolation based on specs
V. Lovic et al., Phys. Rev. Appl. 20, 044005 (2023).

t, E, λ
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7. Light injection into Alice’s power meter

L (1,0,0)

Countermeasure: enough isolation in a wide spectral range
H. Tan, M. Petrov et al., unpublished
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8. Induced photorefraction

M (0,1,1)

Countermeasure: enough isolation in a wide spectral range
H. Tan, M. Petrov et al., unpublished

Test the modulators

short λ
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9. Laser damage

M (1,0,1) (0,1,1)



Countermeasure: power-limiting device, a sacrificial isolator, 
tested
A. Ponosova et al., PRX Quantum 3, 040307 (2022)
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10. APD backflash

M (1,1,0)

Characterise the backflash
A. Shilko et al., unpublished

Countermeasure: enough filtering in a wide spectral range
H. Tan, M. Petrov et al., unpublished



11. Intersymbol interference

L (1,0,0)
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Correlations are present,
to be characterised and incorporated into a security proof
D. Trefilov et al., unpublished



12. Imperfect state preparation

L (1,0,0)
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To be characterised and incorporated into a security proof
D. Trefilov et al., unpublished



13. Calibrations via channel Alice–Bob

H (1,1,1)
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1: Now calibrated with PwM only
2: Now pre-calibrated at factory
3, 4: Countermeasure: four-state Bob
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14. Quantum random number generator

L (1,0,0)

QRNG QRNG



15. Compromised supply chain

M (0,1,1)

Ask national security agency for advice
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Risk 
evaluation

Countermeasure 
implemented

Recommended 
for certification

1. Choice of QKD protocol Solved
2. Superlinear detector control H  

3. Detector efficiency mismatch H 

4. Detector deadtime H  

5. Trojan-horse L 

6. Laser seeding Solved 

7. Light injection into PwM L 

8. Induced photorefraction M 

9. Laser damage M  

10. APD backflash M 

11. Intersymbol interference L 

12. Imperfect state preparation L 

13. Calibrations via channel H 

14. Quantum RNG L
15. Compromised supply chain M

Potential issue

V. Makarov et al., arXiv:2310.20107



Certification lab

D. Trefilov et al., unpublished

Wideband spectral characterisation 
of components (400–2400 nm)

Detector testing

Characterisation of 
state preparation

Characterisation of 
detector backflash

Laser damage

A. Shilko et al., unpublished
A. Ponosova et al.,
PRX Quantum 3, 040307 (2022)

H. Tan, M. Petrov et al., unpublished
P. Acheva et al.,
EPJ Quantum Technol. 10, 22 (2023)



Wideband spectral characterisation

H. Tan, M. Petrov et al., unpublished
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Security against Trojan-horse attack

H. Tan, M. Petrov et al., unpublished
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Detector testbench

P. Acheva et al., EPJ Quantum Technol. 10, 22 (2023)
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Automatic report

P. Acheva et al., EPJ Quantum Technol. 10, 22 (2023)



Protection against laser damage

A. Ponosova et al., PRX Quantum 3, 040307 (2022)
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Isolator as power limiter

A. Ponosova et al.,
PRX Quantum 3, 040307 (2022)
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