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The need for quantum-safe cryptography
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BSI‘s working assumption (not a forecast) for high-
security applications:

With non-negligible probability, there will be a 
cryptographically relevant quantum computer by the

beginning of the 2030s.
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Position Paper on QKD
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• On a theoretical level, QKD can provide
information-theoretic security.

• For the vast majority of use cases where classical
key agreement schemes are currently used it is not 
possible to use QKD in practice.

• QKD is not yet sufficiently mature from a security
perspective.

 The clear priorities should be the migration to
PQC and/or the adoption of symmetric keying.
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Why QKD is not sufficiently mature: Selected issues
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• No standardised QKD protocols

• No comprehensive security proofs under realistic
conditions

• Evaluation methodology (e.g. to evaluate resistance
against implementation attacks) missing
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Theoretical security:
Protocol standardization and security proofs



Standardization of cryptographic schemes…
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… is crucial for security because:

• Slight modifications of secure cryptographic schemes
can render them insecure.

• Even experienced cryptographers and security
experts make mistakes in designing secure protocols.

Standards provide clear specifications of cryptographic
schemes that have been vetted by many experts.



Standardization of classical cryptography
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• All widely-used cryptographic primitives and
protocols have been standardized by a standards
organization.

• The standards have been scrutinized by the
community.

• It is widely accepted to only rely on standardized
cryptographic schemes.



Standardization of QKD protocols?
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So far, no QKD protocol has been standardized
by a standards organization.



The need for standardized QKD protocols and security proofs
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QKD products will most likely not be adopted for sensitive applications or achieve certification without

• the use of standardized QKD protocols (e.g. decoy-state BB84), plus

• matching security proofs

that have been widely scrutinized by experts.

This is only the baseline for secure QKD products, implementation security is also crucial.
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Implementation security and certification



BSI report on implementation attacks
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• Structured overview of known QKD-specific implementation
attacks on QKD systems according to the literature

Some open challenges for the QKD community:

• Research on further attacks

• Effectiveness of countermeasures?

• More practical attack experience

• „Classical“ IT security of QKD devices
Source: BSI webpage



Towards QKD certification
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ISO/IEC 23837
(parts 1 and 2)

Security 
requirements, test 

and evaluation 
methods for quantum 

key distribution

Many standards are still missing
to achieve certification of QKD 
devices, see for example:
- Presentations by Dirk Fischer 

(BSI) in ETSI ISG QKD
- CEN/CENELEC 

Standardization Roadmap on 
Quantum Technologies



Conclusion: QKD security from BSI‘s perspective
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• The development of quantum computers threatens communication security today.

• Our priority should be the migration to post-quantum cryptography.

In order to obtain assurance about the security of QKD devices:

• Standardized QKD protocols with matching associated security proofs are required.

• More research on implementation attacks and countermeasures is required.

• Evaluation criteria and more standards for certification need to be further developed.

Further information: www.bsi.bund.de/Quanten

http://www.bsi.bund.de/Quanten
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