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The build process

How we approached it?




Where did we start from?

A Security Operations Center (SOC) was already established
» Other security teams also existed

* A set of security functions were already implemented, and in
operational mode



How did X.1060 help?

* Finding a ready to go, rich and adaptive framework made the
building process less harder.

 The defined service list cover all of our needs.



How to handle existing SOC functions?

« SOC functions were mapped to CDC services
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How to choose which services to implement?

(Service Catalogue)

 Considerations:

* |s the service needed (Business needs, risks, Objectives
w)?

 Are the resources available (Financial, Human ...)?

Answering these questions helped us to identify the
necessary services to implement and the way they
needs to be implemented.
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How to Design a CDC?(1)

(Service Profile)

* The services outlined in X.1060 are comprehensive and covers
the necessary components for an entity capable of managing
security services effectively.

A service could be implemented as an entity/Team, such as a
team that handle Penetration Testing (E.5).

* An entity/Team can handle a set of services --> incident
response team can handle services defined in Category D.



Can we centralize security services ?
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What we have Achieved?

 What we aimed for:
* Creating a central entity called CDC!
* The entity (CDC) will handle security services

* What we achieved
* Migrate a lot of security functions to a central entity
Not all functions were migrated
Add other security services
Create a common language
Reduce and facilitate communication
Make security capabilities evaluation processes easier



CDC is up and running
How is X.1060 still helping




How to assess services and plan for

improvement?

Tables in section 9.3 are a good reference in the assessment process

Table 3 - CDC service scores
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How to measure services performance
(KPI)?

* This is out of scope of X.1060 recommendation

 What we gathered

* Each service is specific
* No universal performance indicators can be applied to all services.

* The following path was followed:
* Create KPI measurements for each service/team
* Evaluate each service/team separately
* Create indicators for measuring the CDC as a whole



How to evaluate the CDC (services)?

e Evaluation should be periodic
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Thank you!
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