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Introduction of trust standardization of SG13

Correspondence Group on Trust (CG-Trust)
ITU-T Technical Report: Trust Provisioning for future ICT infrastructures and services

Y.supp-trust-roadmap
Standardization roadmap on Trustworthy Networking and Services
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Overview of trust provisioning
for ICT infrastructures and services
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Concepts and principles of trust for autonomous networks
including IMT-2020 and beyond

ITU-T Y.supp.trust-roadmap, “Standardization roadmap on trustworthy networking and services”.



Trust in Autonomous Networks

Subjective trust Objective trust
AN Trust + -
(trustor perspective) (trustee perspective)
initiation | l ; —
v v v ¥
v QoE Confidence Satisfaction ... [ Trust in AN Evaluation ]
Consideri | | I I Digital twin network or
ng all the ¥ . Simulated environment
basic [ Trustor consideration ]: "
principles "
Trustor in AN
and the | @
expecting
TIAN AN [ Decision based on trust ]
value. Provider l A
~ Fully distrust Fully trust N
Change, i (AN should be rebuild) (all time & all scenarios apply) >
improve, : Highly distrust Highly trust z
or rebuild |* (critical improvements are needed) (some time & some scenarios apply) Coinnerclal AN
the AN. :
Tend to distrust _ Tend to trust
:r_/( (some improvements are needed) (less time & less scenarios apply)

P

ITU-T Y.3060 (formerly Y.trust-an), “Autonomous networks — overview on trust”.
ITU-T Y. TiAN-eval, “Trustworthiness Evaluation for Autonomous Networks including IMT-2020 and beyond”.




Trust in Autonomous Networks
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ITU-T Y.3060 (formerly Y.trust-an), “Autonomous networks — overview on trust”.

ITU-T Y. TiAN-eval, “Trustworthiness Evaluation for Autonomous Networks including IMT-2020 and beyond”.
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Al for Future Networks
-- Al Technologies Enabled Network OAM
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Al for Future Networks
‘Brain’ for Computing Force Network

Computing-Network Brain: Business-oriented

Networks Computing Force Capabilities
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Perception Intelligence

Orchestration OAM Quicly obtain and analyze the real-time computing, storage, network, and data resources of the whole domain, as well as the
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Business innovation and on-demand requirements require the computing network orchestration layer to gradually achieve
intelligent orchestration
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Strick requirements for operation and maintenance intelligence: highly complex and dynamic computing and network
environment, High precision SLA requirements for multiple management objects and services in network.
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Al for Future Networks
-- Al Technologies Enabled Intelligent Customer Service

« Al technology enabled customer service: 24-hours, Timely, Effective, Warm, ;
Personalized |

“« Unified Al capability center, unified management center, and unified deployment center
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Al for Future Networks -- Holistic Al

Holistic Al OS
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Al for Future Networks
-- Collaborative Mechanism for Large and Small Models
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Holistic Al OS: Intelligent business analysis, data
collaboration, efficient collaboration of model parameters,
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Trust in Al for future networks

How can it be trusted for Al in the future networks?

How to evalate and assess trust/trustworthiness of Al itself/thmselves?
What the benchmark of trustworthiess for network and sevice with Al?
The continuous trust for Al is very important in the future networks.

All the basic principles, i.e. accountability, equitability, explanability,
robustness, safety, are suggested to be satisfied for future networks

with Al.
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Standardization Advice for “trust in A

Kick off relevant studies and discussions of trust topics for Al and

relevant technologies

Make trust more objective and quantifiable in the future
Cooperate with more groups and SDOs

Call for more attentions to this important topic/direction

More adivce and cooperations are welcome




THANKS!




