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Quantum Key Distribution (QKD)

procedure or method for generating and distributing symmetrical
cryptographic keys with information theoretical security based on
guantum information theory (by ETSI)
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From QKD system to QKD network




QKDN standardization aspects in the context of ITU-T

Ongoingand potential works
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QKD related documents in Q16/13

/ Q16/13 (Trustworthy and Quantum Enhanced Networking and Services) \
QKDN basics QKDN enhancements QKDN applications Future evolutions
‘ Y.3800 Overview on networks supporting QKD | Y.3805
I SDN control for QKDN
‘ Y.3801 Functional requirements of QKDN | Y.3808
l ¥.3814 . Integration of QKDN and Y.Suppl.75
- : enable machine learning s
‘ Y.3802 Functional architecture of QKDN | in QKDN secure storage network ITU-T's Views for
1 I Quantum-Enabled
Y.3803 Key Y.3804 Control and Y.QKDN-rsfr Y.3809 Future Networks
management for QKDN management for QKDN QKDN resilience Business role-based
_______________________________________________________________ models for QKDN
i QKDNi Muti-QKDN-provider Interworking Y.QKDNI-SDNC Interworking
| Y.3810 v.3813 Y.QKDN-iwac of QKDNs’ SDN controllers
Interworking |  Interworking |—» Interworking Y.QKDNF fr Framework of
Framework Requirement Architecture ’ QKDN Federation '

TR.QN-UC: Use cases of quantum networks beyond QKDN, Y.supp.QKDN-UC: Use cases of QKDN
Y.QKDN-rsrq: Requirements for resilience, Y.QKDN-TSNfr: Integration of QKDN and time-sensitive network
TR.QKDN-nq: Integration of quantum key distribution network with non-quantum cryptographies
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QKDN concepts and their relation to a user network

User network

e an overview of QKD
technologies

Network devices

Cryptographic Cryptographic
application i : q application
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* Conceptual structure QKD modie
and basic functions of KD node
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QKD networks (QKDN)
quantum
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Y.3800 - “Overview on networks
supporting quantum key distribution” :f;tulti?.';smmr
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Service layer

Key management QKDN control
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QKDN architecture
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Machine Learning (ML) enablement
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QKDN ML layer

QKDN ML functions QKDN ML repository QKDN ML sandbox QKDN ML management
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Service layer of user network
A

Integration of QKDN and secure storage network

Support of multiple encryption methods, such as QKD-

OTP or QKD-AES hybrid (key generation rate vs data size)
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QKDN interworking (QKDN:i)

QKDNi with GWFs QKDNi with IWFs
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Recent progress
(Geneva, 13-24 March 2023)

2 supplements agreed

Supplement 75 (formerly TR-QEFN), Quantum key distribution networks — Quantum-Enabled
Future Networks

Supplement 74 (formerly Y.supp.QKDN-roadmap), Standardization roadmap on Quantum Key
Distribution Networks

4 new work items

TR.QNDN-nq, Overview for integration of quantum key distribution network with non-
quantum cryptographies

Y.supp.QKDN-sync, Analysis of Time Synchronization in Quantum Key Distribution Networks

Y.QKDN-TSNfr, Framework for integration of quantum key distribution network and time-
sensitive network

Y.QKDN-rsrg, Requirements for quantum key distribution network resilience
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Recent progress
(Geneva, 26 July 2023)

e 2 Recommendations consented

— Y.3818 (formerly Y.QKDN-iwac), Quantum key distribution networks
interworking — architecture

— Y.3815 (formerly, Y.QKDN-rsfr), Quantum key distribution networks —
overview of resilience

e Others

— Discussion on “Overview of Quantum Network”
— Amendments to ITU-T Y.3802, Y.3803, Y.3804, Y.3805, Y.3811 and Y.3814
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Quantum Information Technologies

(QIT)

Crack classical crypto., New applications, e.g.,

Power up signal processing distributed quantum computing,

and data analysis quantum sensor network,

world clock,

J Q'ila.n't.un] Ihtgrﬁét

Eavesdropping immune, High precision measurement

Long term security, to enhance positioning,

Quantum info. transmission navigation, timing, sensing,
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A Landscape of QIT Standardization Activities (1/2)

| 2019: Initiate
QIT4N focus group

® Quantum information technologies (QITs) - 2018: initiate quantum
including quantum communication, quantum I E T F internetresearchgroup
computing, quantum internet become hot QlEEE 2018: study quantum
topics in main SDOs, e.g., ISO. IEC. ITU. IEEE. —_— computing definitions,
IETF. ETSI = metrics & benchmarking
. ) 2018: initiate quantum

“ computing work group

| 2018: initiate QKD network and security
> standardization (> 20 work items until now)

P~ ) ’
isoj! EQ © 2017: initiate QKD security test method

s and evaluation standardization
oIEEE _2ﬁ16': Initiate P1913 Software-defined quantum communication

ETSI7L__\ _ g ,
W ), 2008: Initiate industry specification group on QKD, has published 9 specs/reports

2008 2016 2017 2018 2020
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A Landscape of QIT Standardization Activities (2/2)

Study QKD network issues to
accelerate network development

and applications

Study QIN evolution to further

21c1[¥ & |EEE
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FG-QIT4AN

Considering evolution and applications

of QIT for networks I
WGO: Coordination WG1: Network
— Telecom/network aspects of QKD networks Committee aspects of QIT

— QIN technology and network evolution
The FG outputs focus on terminology N -y R[] Se— [ ——
lands nd N DN

and use cases Y o -

To provide necessary technical

background information and | Use case Part1: Qi || Use %8 Rart2:

collaborative conditions

To provide an open cooperation | imptctionsarr || | @oN protocols &

platform with ITU-T study groups and on networks technologies

Other SDOS = Standardization

Standardization outlook and
L] ‘f:_“e:'hﬁ:‘"vd —  Technology

maturity Part 1: QIN matug;\:)“hn &
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Future plan — next study period

e QKDN
— Additional QKDN Recommendations

 QEFN&S (Quantum-Enabled Future Networks and
Services)

— FG-QIT4N'’s results
— Supporting technology for QEFN

— User networks and related applications (Vertical
Sectors)
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Conclusion

Short term — Standardization on QKDN

Scale up from QKD systems to QKD networks
Enhancement of available technologies for Key management
New technical solutions for control and management in QKDN

Interworking issues with multiple providers and/or different
technologies

ML enablement, Time synchronization, E2E cryptography service, etc.

Long term — Standardization on QEFN (or Quantum Networks)

QKD integrated in various networks (5G and beyond)

Fundamental quantum mechanics (entanglement, superposition and
non-cloning)

Support emerging applications with quantum sensing, computing
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