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Continuous Application
Across Software

Lifecycle  
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Across Software

ppp

Business or Mission Analysis

Stakeholder Needs & Requirements Definition

System Requirements Definition

Architecture Definition

Design Definition

System Analysis

Disposal

Validation

Operation

Sustainment and Continuous Engineering

Support Development

Implementation

Verification

Integration

Transition
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Code Review Static Analysis Tool A

Dynamic Analysis Tool C

Static Analysis Tool B

Fuzz Testing

Pen Testing

Blue Teaming

Red Teaming

Design Review

Attack Surface Analysis

Attack Surface Analysis

Architecture Review

CONOPS Analysis
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From the Community-led Working Group on SBOM Tooling and Implementation, 
facilitated by Cybersecurity and Infrastructure Security Agency [cisa.gov/sbom]
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