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The future QIN is expected to
connect various quantum
information processing nodes,
including QKD nodes,
quantum computers and
guantum sensors, to realize
guantum information
transmission and networking.

Ref: “The Quantum Age: technological
opportunities”, the Government Office for
Science, UK (2016)
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FG-QIT4N Work Chart

Co-Chairmen
« Mr. Alexey Borodin, Rostelecom, Russian Federation 1
« Mr. James Nagel, L3Harris Technologies, USA

- Mr. Qiang Zhang, University of Science and Technology
of China (USTC), China

Working Group Chairs

WG1: Network

WGO: Coordination

Committee

aspects of QIT

QIT4N
« WG0: Co-Chairmen standardization | Terminology Partl: | |  Terminology Part2:
« WG1: Mr. Helmut Griesser, Adva Optical Networking, Ia"dnsuc;sskand o QN
Germany
« WG2: Mr. Zhangchao Ma, CAS Quantum Network,
China {Use case Part1: QIN Use case Part2:

QKDN

WG1: Network aspects of QIT

. . . . . L KDM Is &
To provide technical context in relation to the study topics | Implications of QIT G pratenss

_ — transport
and deliverables related to network aspects of quantum on networks technologies

information technology

Standardization St::ﬂaagc::z:;gm
WG2: QKDN L outlook and — Technology
. ) ) i . Tgchnologv maturity Part 2:
To provide technical context in relation to the study topics maturity Part 1: QIN QKDN
and deliverables related to quantum key distribution networks
and those aspects not covered in SG 13 and SG 17 Adopted at the first meeting of the FG-QIT4N, Jinan, China, December 2019



https://www.itu.int/en/ITU-T/focusgroups/qit4n/Pages/default.aspx
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FG-QIT4N Deliverables (WG1)
Celiverebles (Mumbes, (s, die)

QIT4N terminology part 1: Network A survey of terminology relevant to the network aspects of quantum information
D1.2
D1.4

QINs, application-driven network requirements, the benefits to classical
networks and that will support the deliverables of FG-QIT4N WGL.

QIT4N use case part 1: Network Study the various use cases of quantum information technologies for networks
aspects of QIT (beyond QKDN) describing use cases based on QIN, use cases beneficial to
classical networks and use cases where the network plays an intrinsic role for

aspects of QIT technology for networks (beyond QKDN) that supports the building blocks for
. the QIT applications.

BEE S QIT4AN standardization outlook and Provides a snapshot of the standardization landscape of QIT for networks,
technology maturity part 1: Network prospects and barriers to the development and adoption of standards for QIT
aspects of QIT for networks and a review of methodologies for assessing technology maturity

and standardization readiness of QIT for networks.

Way Forward:
® SG13 Q16 is actively studying the standardization aspects of QIN:
® QIN use cases in TR-QN-UC “Use cases of quantum networks beyond QKDN”
® Y.Sup75 “Quantum-Enabled Future Networks” finished and further proposing to standardize
the overview/framework of Quantum Networks



https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B45366F5D-A2D1-48AB-B5EC-A8FCB18E50F4%7D&file=QIT4N-O-058.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B53B63A0A-8626-4F62-977A-040861A07488%7D&file=QIT4N-O-057.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B90438C1E-89C6-483E-8004-684B4E16EA56%7D&file=QIT4N-O-055.docx&action=default
https://www.itu.int/rec/T-REC-Y.Sup75/en
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FG-QIT4N Deliverables (WG2)
Deliverables (Number, link title

QIT4N terminology part 2: quantum  Survey on existing terminology lists relevant to QKDN that exist or are in preparatory phases,

key distribution network with identification of any gaps or opportunities that other efforts may have been overlooked.

distribution network of use cases brought by QKDN, the main barriers to QKDN adoption, and the benefits and
needs for future standardization efforts.

il QKDN protocols part I: Quantum Study and review protocols in the quantum layer of the quantum key distribution network

layer including different types of QKD protocols, their workflows, protocol features, parameters,

commercialization status, security proofs, potential to be integrated in the future network etc.

and discussions & suggestions on future plans.

prieis QKDN protocols part Il: Key Study communication protocols related to key management layer, QKDN control layer, and

management, QKDN control layer QKDN management_layer in the QKDN. In particular, the scope of this_ draft technical report

and management layer includes Protocols with respect to key management layer, protocols with respect to QKDN
control layer, protocols with respect to QKDN management layer and provides suggestions for

future works.

D2.4 QKDN transport technologies Study QKDN transport technologies such as transport system components, technical
solutions, requirements for co-fibre transmission of quantum and classical signals, etc.

QIT4N use case part 2: quantum key Study use cases of quantum key distribution networks highlighting the competitive advantage

D2.5 QIT4N standardization outlook and Study standardization outlook and technology maturity of quantum key distribution networks
technology maturity part 2: quantum (QKDN), including an overview of QKDN technologies and industry development, assessment
key distribution network of QKDN technologies maturity, QKDN standardization landscape and gap analysis and an
outlook of QKDN standardization.



https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B7DBDAA5C-C394-4443-B6E5-9FC1B067E735%7D&file=QIT4N-O-048.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B09911C7A-C0AC-411D-B33E-24758E9CA50B%7D&file=QIT4N-O-049.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7BD647895D-47D7-4DE6-95EF-6502BA51EC35%7D&file=QIT4N-O-050.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7BFDE845BD-3A2E-433C-92FF-96843F700F84%7D&file=QIT4N-O-051.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7BFDE845BD-3A2E-433C-92FF-96843F700F84%7D&file=QIT4N-O-051.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B71A87960-4AAC-4FF6-9096-27CBE3C3A207%7D&file=QIT4N-O-053.docx&action=default
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FG-QIT4N Deliverables (WG2)

Deliverables (Number, link, title

Way Forward:

QIT4N terminology part 2: quantum

() IS Uien) RSO k ® D2.2:SG13 Q16 is further studying the standardization
IT4N t 2: t .

- gstribuzsﬁ ﬁifﬁoﬁir duanim K&y aspects of QKDN use cases in Y.supp.QKDN-UC, new
YRR QKDN protocols part I: Quantum use cases being standarding, e.g., QKDN integrating
layer with SSN in Y.QKDN_SSNx, QKDN integrating with TSN

il QKDN protocols part Il: Key

management, QKDN control layer

and management layer

in Y.QKDN-TSNXx

® D2.3.1: SG17 Q15 is standardization the quantum layer
QKD protocols in X.sec_QKD_profr

- QKDN transport technologies
® D2.3.2: SG11 Q2 is actively standardizing a series of
. UL St 2 el el B e e QKDN high layer protocols in Q.QKDN_Ak/Ck/Kq/KXx ...

technology maturity part 2: quantum
key distribution network



https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B7DBDAA5C-C394-4443-B6E5-9FC1B067E735%7D&file=QIT4N-O-048.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B09911C7A-C0AC-411D-B33E-24758E9CA50B%7D&file=QIT4N-O-049.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7BD647895D-47D7-4DE6-95EF-6502BA51EC35%7D&file=QIT4N-O-050.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7BFDE845BD-3A2E-433C-92FF-96843F700F84%7D&file=QIT4N-O-051.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7BFDE845BD-3A2E-433C-92FF-96843F700F84%7D&file=QIT4N-O-051.docx&action=default
https://extranet.itu.int/sites/itu-t/focusgroups/qit4n/_layouts/15/WopiFrame.aspx?sourcedoc=%7B71A87960-4AAC-4FF6-9096-27CBE3C3A207%7D&file=QIT4N-O-053.docx&action=default
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Introduction of CCSA ST7

® InJune 2017, CCSA established the 7th Special

Task Group (ST7) on Quantum Communication

é; PEBASEELRNS

China Communications Standards Association

and Information Technology
ST7: Quantum
. . communication and
® >50 members including QKD & Telecom. information technology
network operators, QKD vendors, Telecom.

vendors, end users, universities and research
WG2: Quantum

information
processing

WG1: Quantum

institutes .
communication

® Currently focused on quantum-secured
communication (QSC) based on QKD and QRNG
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® Service and Architecture

® Backbone and access networks
® Key Components

® Security Requirements

® Quantum Information processing

Standardization framework on QSC in CCSA

® Standards grouped into 5 classes:
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Standardization progress on QSC in CCSA

. o . . . Tech. Req. of QKDN
® 14 standards finished: QSC application | management Part | [ Quantum Secure Communication ]

requirements, QC terminology, BB84-based and I N

- Tech. Req. of QKDN
GMCS-based QKD system tech. req. and test ‘,:gnaggﬁn;,t a2 | NS | [ omow | [ acmomen | [ owen ] ]
methods, QKD key components including QRNG, : : : :
. . A I I
quantum light source, single photon detector, QSC network ]\\t\ ~ - siEERinEEREEER
QKDN arch, QKDN management Part |, IPSec SR AUE e B ]2lls]l5] 5125 2l(5] B ||5]59) ¢
: 3| ToNR2 sUIsl L3 Ed]2||5]<] |51122|8]l8] |28 |8|l5]|¢
VPN, Ak API, Co-propagation, etc. torminology HRHIE AR R H R T
= |8 2 el |8 1=g|®||wllel |Bll=5|2||s||2%]|5]|84d|E
B33 SlLsl 2B UsIIS= (8|58 | & 8| |58 cllcd|z
® 18 reports finished: network architecture, [QSC.appIication I/E Ji TR N K i
security, trusted relay, test method, network requirements s . ] 7 Lo
- | Tech. Req. of
management' decoy state prOtOCOI' co (Tech. Req. of QKD system J_ J_ J_ Tech. Req. of key components 3%84 8?@0
propagatlon, QRNG, CV'QKD, SDN ContrOI, ?;Krgl St lcualR o . gl < foLrBrI?SQ‘rQKD sglstelmg?‘rﬂ-?:: stem securit
. <8 2l .2 gl ell8 ight Source, Single Photon
networking tech., space quantum ; sl sl 81|25l 5] 5] 5] | 5| |E]|5]|5] L peteconains Tech. Req. of
T hod of QKD HIEEE HIEIEHRE IR q
. . . . est method of Q sl 5|)18l228]|s||all=|]B = 2] e (A QKDN security
communication, quantum integrated chips, TF- | system part 18884 & Part Sl el 132 2] |21 E|12] 8]|E||E| (Tech Req. of key components for
I CV-QKD ell=l|2l|egl|2||E||Z]|&] |<l|¢8]ls BB84 QKD system Part 4-6: Decoy
QKD prOtOCOI, etC. gl|o|| e EDE- § z s 2 =Y g-~.§__= state modulation, quantum state
(Tech. Req. of CO'Propaga_tion ik > " \ y‘:\“& C=cading/decoding module
® 15 WIs and 12 Sis ongoing | S e sl i /~/ N W Tech. Req. of QSC application ]

Tech. Req. of QKDN

[ e, (e8] @ OLRNLY Ak interface API

TS on QKDN TS on QKDN Tech. Req. of QKDN
Kq interface Mk interface Trusted relay node

device based on IPSec

Tech. Req. of QSC application
device based on TLS

Tech. Req. of QSC application
device for VolP
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Summary and Suggestions

® Continue to promote knowledge sharing and cooperation among SDOs to resolve the key

issues for quantum network standardization:
® Promote Application: to flourish QKDN-based services
® Ensure Inter-operability: to ensure quantum network interworking capability

® Facilitate Security certification: to provide measurable security guarantee for QKDN

® Enable future evolution: to pave the way towards future quantum network step by step
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Thank you!
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