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Introduction 

• Data
• From data to actionable knowledge for creating value 

• Connected Intelligence  
• From Cloud Native to AI Native

• Decentralized intelligence

• Fully automated Infrastructure
• AI for networks and Networks for AI
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Technology Evolution for IoT



IoT and Data – Artificial Intelligence of Things (AIoT)

Data Explosion

Artificial Intelligence of Things

From 
Connecting 
Devices to 
Creating 
Value

Leverage the massive amount of data

Identification/Sensing

+ Remonte Control

+ Optimization

+ Autonomy

Extension of IoT Applications

Interdisciplinary Approach

3



Data-driven AIoT

Data Security, Privay, Trust and Governance for trustworthiness in AIoT

Trustworthiness encompasses the concerns of security, privacy, safety, reliability and resilience, which are 
too often addressed separately and in isolation in risk management approaches. (NIST CPS Framework)

Digital Twin Model

Internet of Things
Cyber Physical Systems

Gyu Myoung Lee, et. al., “Digital twin in the IoT context: a survey on technical features, scenarios 

and architectural models,” Proceedings of the IEEE, ISSN 0018-9219, 40 pages, June 2020. 
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SG20 meeting – October 2021 (C-978)

• Request to initiate a series of activities on Artificial Intelligence of Things (AIoT) 
standardization

• propose to start a series of activities for preliminary efforts on AIoT standardization 

Artificial Intelligence of Things (AIoT), a combination of AI, data 
and IoT, creates intelligent things that learn from the generated 
data and use these insights to make autonomous decisions with 
distributed and lightweight AI technologies to enable intelligence 
on the edge as well as to achieve more efficient and real-time IoT 
operations, improve human-machine interactions and enhance 
data management and analytics.
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SG20 meeting – October 2021 (C-979)

• Proposal to develop a Technical 
Paper on Artificial Intelligence of 
Things (AIoT)
• propose to develop a Technical 

Paper on AIoT, as one of a series of 
activities, to stimulate AIoT related 
standardization in the future. 

• The Technical Paper aims to provide 
technical insight and a clear 
direction for AI powered IoT 
standardization in ITU-T SG20.
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Technical Features and challenges (C-979)

Technical features

• AI at the edge

• Lightweight AI/ML (TinyML)

• Distributed Artificial Intelligence-as-a-Service
(DAIaaS)

• Decentralization with blockchain

• Predictive Analytics and Real Time Processing
with Accurate Decision

Challenges for standardization

• Complexity

• Heterogeneity

• Security, privacy, and trust

• Accuracy and speed

• Legal compliance

User-centric approaches
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Gap analysis (C-979)  

• Comprehensive review of existing standardization efforts on AI and IoT 

• ITU-T standardization activities related on AI and IoT

• ITU-T is targeting the adoption of AI in specific application domains such as health, 
autonomous and assisted driving, etc., rather than considering AI itself. 

• ISO/IEC JTC1/SC42 standardization activities related on AI and IoT 

• ISO/IEC JTC1/SC42 is developing core standards for general aspects on AI. 
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Establishment of 
CG-AIoT (TD2458)
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Kick off meeting (TD18)

• At the kick off meeting of CG-AIoT on 19 January 2022, an initial version of a Technical Paper
on AIoT was made, based on the input contribution (C-106). After clarifying the scope of this
paper, the meeting has requested to invite related contributions for the following points:

 Review of existing activities of other SDOs such as IETF (e.g., Thing-to-Thing (t2t) research 
group) and oneM2M, etc.;

 Define the term – AIoT; 

 Inputs for AIoT use cases, a framework, technologies and gap analysis, etc.

• The meeting has also invited editors to develop this Technical Paper.

• In addition, the meeting has requested to organize a webinar for promoting the activities and invite
experts from ITU-T and other SDOs as well as SMEs and related stakeholders as speakers, in
conjunction with the next Q4/20 interim and CG-AIT meeting held in 13-15 April 2022. After
consultation with TSB, the detailed information will be announced if the webinar is confirmed.

• TD17: An initial version of a Technical Paper on Artificial Intelligence of Things (AIoT)
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2nd CG-AIoT meeting (TD50)

• Reviewed three input contributions on 13 April 2022 

• C11: Discussion to make progress of a Technical Paper on Artificial Intelligence of Things 
(AIoT)

• C12: Updates for clauses 3 of Technical Paper on Artificial Intelligence of Things (AIoT)

• C13: Updates for clauses 4-6 of Technical Paper on Artificial Intelligence of Things (AIoT)

• Based on the three input contributions (C-11, C-12 and C-13), all proposals were incorporated with 
some editorial updates and editor’s notes.

• TD49: Draft output text for Technical Paper "Artificial Intelligence of Things" (e-meeting, 13 - 15 
April 2022) 
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3rd CG-AIoT meeting (TD171)

• Reviewed three input contributions on 10 June 2022

• C14: Proposal of A.13 justification to initiate the new work item to develop a Technical Paper 
on Artificial Intelligence of Things (AIoT)

• C15: Proposal for AIoT

• C16: Proposal for a scenario of AIoT: smart home

• From C-14, the meeting has made an updated A.13 justification and suggested to submit it for the 
July SG20 meeting for approval. 

• Based on the two input contributions (C-15 and C-16), all proposals were incorporated with some 
editorial updates. From C-15, sections 3 and 7 are updated. From C-16, a new Appendix on a 
scenario of AIoT: smart home is added.

• TD172: Draft output text for Technical Paper "Challenges of and Guidelines to Standardization on 
Artificial Intelligence of Things (AIoT)" (e-meeting, 10 June 2022) 
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SG20 meeting (July 2022)

• Goals of this meeting 

• To introduce CG-AIoT activities at the briefing session (13:30-14:00)

• To review A.13 justification for initiating the new work item on AIoT Technical Paper;

• To progress the work on AIoT Technical Paper (review of input contributions);

1) AIoT Technical Paper:

– Output text for proposed draft new Technical Paper ITU-T YSTP.AIoT "Challenges of and Guidelines to 
Standardization on Artificial Intelligence of Things" (TD347)

– A.13 justification for proposed draft new Technical Paper ITU-T YSTP.AIoT "Challenges of and Guidelines to 
Standardization on Artificial Intelligence of Things" (TD346)

2) Meeting report:

– CG-AIoT meeting report (TD380)
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https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T22-SG20-220718-TD-GEN-0347
https://www.itu.int/md/meetingdoc.asp?lang=en&parent=T22-SG20-220718-TD-GEN-0346


ITU-T YSTP.AIoT

• Title: "Challenges of and Guidelines to Standardization on Artificial 
Intelligence of Things"
• Data driven IoT applications are becoming significantly more important to 

leverage the massive amounts of data from devices with the emergence of 
data and AI technology. 

• As a combination of AI, data and IoT, Artificial Intelligence of Things (AIoT) 
focuses on intelligent things and their applications that learn from the 
generated data and use these insights to make autonomous decisions. 

• This Technical Paper intends to provide guidelines for AIoT standardization 
from an ITU-T SG20 perspective as a key outcome of CG-AIoT activities.
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Three key items

• concepts and features of AIoT in the views of technical trends and 
standardization

• gap analysis of related standardization efforts

• identification of challenges and guidelines for future standardization
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FG-AI4A
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Project Resilience

17Webinars - https://aiforgood.itu.int/event/project-resilience-2/

• WG1 (Platform MVP): Babak Hodjat, Risto Miikkulaninen

• WG2 (Data Contributions): Gyu Myoung Lee, Toby Philips

• WG3 (Product Experience): Mohanty Sharada, Sean McGregor



Future plan

• Interim activities in conjunction with Q4/20
• 5 – 7 October 2022 (e-meeting)

• 14 – 16 December 2022 (e-meeting)

• The editing team of the AIoT Technical Paper will meet regularly to 
make progress and additional CG-AIoT e-meetings will be arranged. 

• Next SG20 meeting
• 30 January – 10 February 2023 (Geneva)
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