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Towards Standardization of a Generic Framework for Multi=-Domain
Federated ET$1 GANA Knowledge Planes (KPs) for End-to-End
Autonomic (Closed-Loop) Security Management & Control for 5G Slices,
Networks/Services

End-to-End Autonomic (Closed-Loop) Security Management & Control for 5G Networks
New Work Item Launched (Come Join!!):
https://portal.etsi.org/webapp/WorkProgram/Report Workitem.asp?WKI_ID=63106
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Key Messages & Reflections on the Need for
Autonomic (Closed-Loop) Security Management &

Control in 5G, based on the White Paper No.6:

https://intwiki.etsi.org/images/ETSI 5G PoC White Paper No 6.pdf

© ETSI2012. All rights reserved
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ETSI GANA Framework for Multi-Layer Autonomics, and the Integration of
the ETSI GANA Knowledge Plane (KP) Platform Concept with SDN, NFV, Big-
Data, OSS/BSS & Other Frameworks/Systems

® The Generic Framework for Multi-Domain Federated ET$I GANA
Knowledge Planes (KPs) for End-to-End Autonomic (Closed-Loop)
Security Management & Control for 5G Slices, Networks/Services

® The Newly Launched Standardization Work Item on the Generic
Framework in ETSI, and How to Join the Initiative and Contribute!

©® Capabilities of Check Point Security Components & Functions that enable
the Industry to Implement the Framework (in line with the ETSI GANA
Framework)

© How Checkpoint Security Management Platform R80 can be used to
implement GANA KPs’ Security Management-DEs

® DEMO Carried Out on Autonomic Security Assurance for Differentiated
Security SLAs for 5G Slices, while applying Security-as-a Service (SaaS)
Model for Telcos

© ETSI 2012. All rights reserved
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ETSI GANA Multl-LayerAutonomics and the

Integration of the ETSI GANA Knowledge Plane

(KP) with other SyStemS, e.g. with Orchestrators, SDN Controllers,
NFV MANO, and OSS/BSS or Configuration Management Systems

7 © ETSI 2012. All rights reserved




ETSI GANA as a Holistic & Unifying Model for AMC (Autonomic
Management & Control) that fuses together the well-estaB# 16 >>\
models for AMC: (Reference : ETSI TS 103 195-2 —

EC-Funded FP7
EFIPSANS, Self-NET, Es,

KNOWLEDGE | SOCRATES. sWARD, and

(D CI::II;?I:I]EMIT other R&D Projects



ETSI GANA (Generic Autonomic Networking Architecture) ETSEfQ// R
Reference Model / Functional Architecture (ETSI TS 103 195-2) for Multi-Layer AI%NK /7//
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GANA is Framework for Multi-Layer Autonomic Management & Control (AMC)/Autonomics & Multi- GANA Knowledge Plane (KP) Structure: Functional Blocks

Layer Al/ML for AMC

Remark: ETSI White Paper No.16 and ETSI TS 103 195-2 describe the Recommendation to focus on GANA levels 2 to 4 when introducing autonomics in
architectures and Why



ETSITS 103 195-2

DE-to-its Managed Entities (ME
Mappings to Guide Implementations of DEs and Control-Loo

TS}

Network-Level DEs

Node-Level DEs

Function-Level DEs

Protocols and Mechanisms as Managed-Entities
(MEs)

Examples of protocols and Mechanisms
that are mapped as MEs

GANA NODE

NET_LEVEL_SEC_M_DE

NODE_LEVEL_SEC_M_DE

NET_LEVEL_FM_DE

NODE_LEVEL_FM_DE

NET_LEVEL_RS_DE

NODE_LEVEL_RS_DE

NODE_LEVEL_AC_DE

Security Protocols, Algorithms and Mechanisms

Certificates/Passwords Algorithms, Hash Algorithms,
Encryption Algorithms, Access Control Mechanisms, Trust
Mechanisms, Denial of Service (DoS) Detection/Prevention
algorithms/mechanisms, Signature based intrusion detection
mechanisms, etc.

Fault Detection Mechanisms, Fault
Isolation/Localization/Diagnosis Mechanisms, Fault
Removal Mechanisms

Active Probing mechanisms, Bi-Directional Forwarding
Detection (BFD protocol) for link failure detection, Self-
test/diagnose functions, rebooting, reloading, automated
module replacement mechanisms, etc.

Proactive and Reactive Resilience Mechanisms,
Survivability Strategies and Algorithms, Restoration and
Protection Mechanisms

Node Resilience mechanisms, and Network Resilience
mechanisms, etc.

Neighbour Discovery Protocols/Mechanisms and Network
Discovery Mechanisms

Neighbour Discovery Protocol (NDP), Secure Neighbour
Discovery Protocol (SEND), etc.

NET_LEVEL RM DE

NET_LEVEL_FWD_M_DE

NET_LEVEL_QoS_M_DE

NET_LEVEL_MOM_DE

NET_LEVEL_MON_DE

NODE_MAIN_DE

FUNC LEVEL_RM_DE

Routing Protocols and Mechanisms

OSPF, BGP, RIP, ISIS, etc.

FUNC_LEVEL_FWD_M_DE

Layer-3 Forwarding Protocols and Mechanisms, Layer-
2.5-Fowarding, Layer-2-Fowarding, Layer-3-Switching,
Layer-2-Switching, etc.

IPv4/IPv6 Forwarding Engine, Multi-Protocol Label Switching
(MPLS), etc.

FUNC_LEVEL_QoS_M_DE

QoS Protocols and Mechanisms

Packet classifier, Packet Marker, Queue Management,
Queue Scheduler, RSVP, etc.

FUNC_LEVEL_MOM_DE

Mobility Management Protocols and Mechanisms

Mobility Support in Internet Protocol Version 6 (MIPv6),
Datagram Congestion Control Protocol, Mobile Stream
Control Transmission Protocol, Site Multi-homing by IPv6
Intermediation, Proxy-Mobile-IP, Mobility-Management User-
Equipment Managed-Entity, Measurement-Report-Function
Managed-Entity, Candidate-Access-Router-Discovery
mechanism, Fast Handover Scheme, Policy Control and
Charging Rules Function mechanism, etc.

FUNC_LEVEL_MON_DE

Monitoring Protocols, Mechanisms and Tools

IPFIX data collection and dissemination mechanisms, SNMP
data collection and dissemination mechanisms, NETFLOW
data collection and dissemination mechanisms, Protocol
Analysers, Packet Trace creation and dissemination
mechanisms. Effective and Available Bandwidth Estimation
mechanisms, IPv6 hop-by-hop options for intrinsic
monitoring, etc.

FUNC_LEVEL_SM_DE

Services and Applications

Orchestration of services, service-discovery, interpretation of
service and application requirements at run-time and
requesting the network layer to behave in a
service/application-aware manner, realizing a control-loop
over the services/applications as its Managed Entities (MEs),
collaboration with other DEs of responsible of autonomic
management of the network layer protocols in order to realize
collaborative self-adaptation on both the service-layer and the

network-layer.

NOTE:

There are other DEs that may have not been included in the Table 3 and implementers should take them into account based on their descriptions provided in the present
document. Such DEs include Network-Level-Generalized Control Plane-Management-DE (NET-LEVEL-GCP_M_DE), Function-Level-Generalized Control Plane-

Management-DE (FUNC-LEVEL-GCP_M_DE), Network Level End-to-End “end-user oriented” Service and Applications Management (NET_LEVEL _E2E_Service_M).

10




Example of a GANA Instantiation onto a particular Network é.scg bresy,
and its associated Management & Control Architecture A\ ///‘

Instantiation of GANA onto 3GPP EPC Core & Backhaul Network (ETSI TR 103 404); and Federated/Interworking GANA Knowledge

Planes for RAN-, Backhaul- and 3GPP EPC Core Networks complemented by low level autonomics @
%\

£

GANA Knowledge Plane ——— gy, S
for RAN - GANA Knowledge Plane(s) for “Elomonts (OEs) 4 Autonor
I Backhaul and Core Networks
NN (Higher level DEs)
C-SON | [ ]
. ‘ @‘"‘"‘ kam % “ L Network Level
(AN s
Reference ( st L j
Interworking/ _J__.  Point A
Collaboration —A
Reference Point :
|
N I P
Lrl : ; \
M »
N 'Y %2 % % GANA Levels 2& 3

SPR \RCAY /AF

:“fDR "v 2 ‘\E DES for Core Node, Function,

I . % ] Potocol Levels
w |l ¥ s O Network Eleeméqﬁo@m_ﬂ
SANA lower IeI / \ (NES)
S (distributed) /2 ~”
""" <=3 | Packet Data Network
i Y.
GANA Levels 2& w = S
3 DEs for RAN B
Network = =5 |
Elements (NEs) Non-3GPP
)  Verca Rewmnce Poet 11



GAN Multi-Layer Autonomics & Al and ETSI GANA.G, 7 .
Knowledge Plane(KP) Integration with other Systemss. 2~

@NA Knowledge Plane (KP) for a)

h particular Network Segment (e.g. RAN
05s/8BSS X-Haul, Core Network , or Data Center’

and/or Configuration
Management System in general

Network Level Decision Element

(DE) (e.g QoS Management_DE)
Powered by Complex Analytics for
Autonomics/Al (Cognitive) Algorithms and
Complex Event Processing (CEP)

Specialized Analytics
Function/Service such as:
3GPP NWDAF/NWDAS; OR

MDAF/MDAS

Other Types of

Data/Info/Knowledge Sources &

Event Sources:

* Meta-Data from
NEs/NFs;Syslog;SNMP;

Legend:

W= =NBI (NorthBound Interface)
implemented as an API (e.g.
RESTFul API) or Protocol. The
GANA KP uses the NBI exposed
by the entity to program the
network or services, or to
configure the entity to export
Data, Info, Knowledge, or Events
to the GANAKP or other
consumers

12
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GANA Knowledge Planes (KPs) for End-to-End Autonomic
(Closed-Loop) Security Management & Control for 5G Slices,

Networks/Services
https://intwiki.etsi.org/images/ETSI_5G_PoC_White Paper No_6.pdf

© ETSI 2012. All rights reserved
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Hierarchical Security Management & Control in Gli,\sl\llﬁ//
Framework and Security as a Service (Saa$) Enal:flers&\\
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Some MEs of an NE, such as Protocols of the Stack, may have own according to

intelligence for security

u
[ |
= Protocol X with
intelligence for security enforcement or may intrinsically embed security . instrinsic security enforcement security
features. However, the MEs communications with the outside world may EEEENEEEENEEEENENEEENRENE requirements of
need to be constrained or policied (policy-controlled) by the global = the NE/NF

security enforcement policies of the NE's Security Management-DE
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Security Management DE Programming Standapfy) y -

Security Functions or Embedded in Network Functions /

N E / GANA Knowledge Plane (KP)

Network Level QoS Management_DE)
Powered by Complex Analytics for Autonomics/Al
(Cognitive) Algorithms and Complex Event Processing

(CEP)
Network Level Security Management_DE)
Powered by Complex Analytics for Autonomics/Al
(Cognitive) Algorithms and Complex Event Processing
(CEP)

——— ——— —

\l MBTS Function (Software Library) l]

A

Security Function (e.g. Security Function (e.g.
Firewall, IPS, 1DS, Firewall, IPS, I1DS,
Security Gateway) or a Security Gateway)or a
Network Network
Element/Function Element/Function
(NE/NF) in general (NE/NF) in general




Federation of GANA KPs for E2E Autonomic Service &
Security Assurance of 5G Slices :Horizontal Federaf’ lon of BPs

Interworking/Coordination Reference Point for E2E Federation of the Knowledge Planes (KPs) for E2E Autonomic (Closed-Loop) Security Management

y l .
g(éi\ﬂ% [ \ GANA Hierarchy of
g o™ GANA Knowledge Plane (KP) for @\NA Knowledge Plane (KP) for \ @NA Knowledge Plane (KP) for \ Decision

(A _ || Domain B | _ | Elements(DEs)
e - CS ON Network Level Decision Element (DE) Network Level Decision Element (DE) - Network Level Decision Element (DE) :
éigANA (e.g Security Management_DE) (e.g Security Management_DE) (e.g Security Management _DE)
( Powered by Complex Analytics for Powered by Complex Analytics for Powered by Complex Analytics for f.,“__mm;’ e
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the Access ONIX 35 Extended Adaptthe undering et
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Reference Sooun Protis s :JSZ"""" Refmf f""t
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Infrastructure (e.g. UEC\)/ e Domam C (oata Ce"teflk_)'/ Network Functions
RAN) Network wetooo e Network, ...

Elements (NEs)



Federation of GANA KPs tor E2E Autonomic Service &

Security Assurance of 5G Slices: Vertical/Hierarcl®)/Z— )\
: \ ¥
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Intra-KP Decision Elements (DEs) Communications and
Coordinations ; Implications on Self-Defense & Selfﬁlck

@
Buteg Autonom®®

‘KP DE'-to-*KP DE* Communication Reference Point

: (May be implemented as a Communication Bus for example)

Network Level
AutoDiscovery&AutoConfiguration_DE
for a KP of a specific Network Segment

(e.qg. Core Network): Powered by Complex
Analytics for Autonomics/Al (Cognitive) Algorithms
and Complex Event Processing (CEF)

Network Level QoS Management_DE
for a KP of a specific Network Segment
(e.g. Core Network): Powered by Complex

Analytics for Autonomics/Al (Cognitive) Algorithms
and Complex Event Processing (CEP)

Network Level Fault Management_DE
for a KP of a specific Network Segment

{e.g. Core Network): Powered by Complex
Analytics for Autonemics/Al (Cognitive) Algorithms
and Complex Event Processing (CEP)

Network Level Forwarding
Management_DE for a KP of a specific
Network Segment (e.g. Core Network):
Powered by Complex Analytics for Autonomics/Al

[(Cognitive) Algorithms and Complex Event Processing
(CEP)

Network Level Monitoring_DE for a KP of
a specific Network Segment (e.g. Core
Network): Powered by Complex Analytics for

Autonomics/Al (Cognitive) Algorithms and Complex

Event Processing (CEP)

Other Network Level DE, e.g. Resilience &
Survivability_DE for a KP of a specific
Network Segment (e.g. Core Network):
Powered by Complex Analytics for Autonomics/Al

(Cognitive) Algorithms and Complex Event Processing
(CEP)

Network Level Security
Management_DE for a KPof a
specific Network Segment (e.g. Core

Network):
Powered by Complex Analytics for
Autonomics/Al (Cognitive) Algerithms and
Complex Event Processing (CEP)

*  Self-Defence Strategies may require the Collaboration of the Security Management DE with 1 or More other DEs in
attempts to Remediate against an Attack and eliminate the Negative Impact of the Attack

*  Each KP DE should know the impact of the Attack to compute a Strategy on how its MEs could be orchestrated or re-
configured to Minimize the Impact of the Attack, then Synchronize with the other KP DEs to find the best Converged
Strategy Response to the Attack



GANA ONIX — Real-Time Security Info/Knowled e

A\
Repository as part of ONIX Federated Information 5@ '

ONIX = Qverlay Network for Information Exchange

ONIX as Extended
Knowedge

. !g Base (KB)
W

Inventory) for Detected Security
Attacks/Threats, Attacks/Threats
History, Attacks’ Impacts on Services,
Learned Security Risks, Trust Models,

WProﬁles and Policies

nfo Server Z




Federation of Real-Time Security Info/ Knowled%e

Repositories Across Operato

=

Other Info
ServerY

[
\J

ONIX = Qverlay Network for Information Exchange

Domain A

Knowedge

]  ONIX as Extended
‘ Base (KB)

DataBase/Repository (Real-

Inventory) for Detected Security
Attacks/Threats, Attacks/Threats
History, Attacks' Impacts on Service
Learned Security Risks, Trust Model

1

|| F-meTS

Function

nnnnn

Security Profiles and Policies

‘ —

, TSI///% A\
rs (as Multi-Domains) ///\'

Domain B

ONIX as Extended
Knowedge
Base (KB)

DataBase/Repository (Real-Time
Inventory) for Detected Security
Attacks/Threats, Attacks/Threats
History, Attacks' Impacts on Services}
Learned Security Risks, Trust Models
Security Profiles and Policies




Example Approach on How to Design a GANA Degjsjpry M
Element (DE) Logic, e.g. based on IBM MAPE-K Modeh ~

Security-Management Decision Element (DE) for Closed-Loop

Management & Control

Collect various kinds of
Other Data Information/ and a Set of Actions to perform
the Situation on the Managed Entities (MEs) and
Sources other Actions or Communications tg
a"‘? state of Managed — other types of entities (e.g. othe
Entities (MEs) & Correlate [ S——_ ) DEs, ONIX, etc)

T 2

Other Entities
\ the DE needs
o --- X 0
State of Managed KnOWIEd o the plan of :
Entities (MEs) and g Actions on the Managed communicate

any ME detected
or predicted
Event(s) or
Situation(s)

Entities (MEs) and any other with (e_ g.
types of entities (e.g. initiating
B communications with other ONIX; other
B DEs, ONIX, etc) DEs, etc)

Individual MEs Sensors
have aSSOCi_ated :

:Individual MEs
..., have associated

Sensors " " Effectors
ﬂ Managed Entity (ME) (e.g. a Firewall, IDS, IPS, Network Element, or End Device) }—]
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Correlation Role of a Security-DE in Open / Closed-Loo

Autonomic Security Management & Control

Control by the Security-Management-DE

Info Storage and retrieval
from ONIX by the DE

Closed-Loop Correlation and Autonomic Security Management & @

ETSIZ
A\

M

ONIX as Extended
Knowedge
Base (KB)

%,
2 &
Pttt pygonom€®

e y TReal-
Inventory) for Detected Security

KP Level
Security Management DE

Topology data,
Telemetry data,

Health scores KPI & event

data, a
Config Data Enable and Disable some o
(all as specific traffic feeds to

i Security Tools KPI & event
configured foy Remediation/, data feed
dissemination by __.-On demand SPAN

Monitoring DE

the Monitofing
DE on the SDN

Create/Enable/Disable

Adaptatio 3
Actions b{ the
DE

Controller) —_—
.......................... KPls & Metadata:
| Orchestrator | ------ REST AP Enablejand Disable e.g. sFlow,
On demand SPAN .., some gpecific traffic NetFlow/IPFIX

Telemetry
data

SDN
Controller

Metadata &

Hybrid Controller KPIs Security Tools
Production Out-of-Band
Network (Physical Out-of-Band analytics
& Virtual T’:’s AgNgrEgatII?n Raw Traffic
Copied from
NESINFS) SPANs — the Eroduction
Network

Data Lake made

KEY: OSecurity Management-DE should request the Monitoring-DE accessible to the DE

to configure SDN Controller for Out-Of-Band (OOB)
Visibility/Aggregation Network instead of interacting with
the OOB SDN Controller directly

- Attack/Threat Detection & Prediction Engine (Module) as Al-

powered Cognition Module atkPLevel i1y - ffintwiki.etsi.org/images/ETSI 5G

Attacks/Threats, Attacks/Threats
History, Attacks' Impacts on Services,
Learned Security Risks, Trust Models,
Security Profiles and Policies

Dynamic
Updates on
Tickets
Resolutions/
Clearance by
the DE

KPls, Event & Log data
feed to the DE; FW,
IDS, IPS, NWDAF,
MDAS, NE/NF
Programming by the

KPI & event
data feed;

/"
IDS

Ticketing
Systems

MDAS NE/NF(e.g.
Router, Switch)

Hybrid
Production Network
(Physical & Virtual
NEs/NFs)
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lllustration of the 2-Levels Security Mgnt DEs Coordin}} ion;

| i cted A IRM4H—)
Self-Protection and Self-Defense Against Detected and Predicted At ‘K\
Signalling Protocols N

|}

/

KP Level Security ONIX as Extended
Management DE for a :“OW(T(ng)e
particular Network or ase

Network Segment

DataBase/Repository (Real-Time
Inventory) for Detected Security
Attacks/Threats, Attacks/Threats

History, Attacks' Impacts on Services,
Learned Security Risks, Trust Models,
Security Profiles and Policies

@ow Control-Loop DE) /

Detected Attack/Threat
Info Dissemination to KP
Security Management DE
by Node Level; Policy

change as Feedback from
the KP DEs

Security Mnagement DE receives Security Threats
Information from the Real-Time Repository for Threats
Information, and uses the Threats Intelligence to
produce Actionable Recommendations or directly
executes remediation actions and advanced self-
defense and self-protection schemes for the network
under the control of the KP DE

Kev: Attack/Threat Detection &

D D=t tackThreat nfo e ey ks
Receiver or Security Dissemination into ONIX Level

Control-Loop Gateway/FW Attack/Threat Detection &

Prediction Engine (Module) at

Node Level (module may be

Detection Engine at GANA Node powered by Al)—within Sec Mgnt
Level) DE or as shared Module in the

T Nod
(Fast Contrcﬁ‘-ﬁ)p DE) . ode
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You are Invited to Contribute to the New Work Item that has
been Launched in ETSI on the Standardization of theETSI///%\\

L\
Framework !! A\ ///’

This Presentation offered the opportunity to raise awareness of the fact that ETSI
TC INT AFI WG is has now Laucnhed a New Standardization Work Item on Generic
Framework for Multi-Domain (Cross-Domain) E2E Federated ETSI GANA
Knowledge Planes (KPs) Platforms for E2E Autonomic (Closed-Loop) Security
Management & Control for 5G Slices, Network Segments and Services across
Multiple Network and Administrative Domains of the E2E 5G Network
Architecture, to now commence the standardization of the Framework due to the
very successful ETSI 5G PoC Results on this topic

® Readers are encouraged to Join the Newly Launched Work Item in ETSI
and Contribute:
https://portal.etsi.org/webapp/WorkProgram/Report Workltem.asp?
WKI_ID=63106
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Capabilities of Check Point Security Components
& Functions that enable the Industry to
Implement the Framework (in line with the ETs1 Gana

Framework) https://intwiki.etsi.org/images/ETSI 5G_PoC_White_Paper No_6.pdf
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Implementation of Security Management-DE and Real-Tj -\

1) )

Repository for Threats Information using the CheckPoint ree\& o

ONIX as Extended
Knowedge
Base (KB)

THREATCLOUD"

Security Management DE
for a particular Network
or Network Segment

Checic Foint Iy

W el Check Point

DataBase/Repository (Real-Time
Inventory) for Detected Security
Attacks/Threats, Attacks/Threats
History, Attacks' Impacts on Services,
Learned Security Risks, Trust Models,

Wrofiles and Policies

Other Info
Server Y

A

Security Mnagement DE receives Security Threats
Information from the Real-Time Repository for
Threats Information, and uses the Threats
Intelligence to produce Actionable Recommendations
or directly executes remediation actions and
advanced self-defense and self-protection schemes
for the network under the control of the DE

Currently the Security-Management-DE is implemented in the ThreatCloud to run in Open-Loop Mode
but can be made to run in Closed-Loop Mode.
https://intwiki.etsi.org/images/ETSI_5G_PoC_White Paper No_6.pdf



https://intwiki.etsi.org/images/ETSI_5G_PoC_White_Paper_No_6.pdf

C-SON (GANA
Knowledge
Plane

for RAN) with
Self-Protection
& Self-Defense
Intelligence for
the Access
Network

Fast Control-Loop
Security Management
DEs may be

implemented in Infra

Security Mgnt- g
DE of Specific 2
KPs programs 3
the Checkpoint é
Security z:‘
Function under

Interworking/Coordination Reference Point for E2E Federation of the Knowledge Planes (KPs) for E2E Autonomic (Closed-Loop) Security Management

!

=)

5

erence Point

rworking/€oordination

:llw yor ill
Coordggtio
Referendy

Point

MEC Edge e
Cloud

-

X-Haul

nsport

.i T
RAN LT

oor | [ver | [ e | [uzfn /
Nnsst Noet | Mrt Npe!, Naf
1 | 1 1 l 1 Vessagt B
MAL‘I __“]_."‘ "
wor| ] foue
v m/_ - =i

(T,

114}

Check Point

its
responsibility

AMF Access & Mcbility Management Function
SME: Session Mamgement Function
UPF. User Plane Finction

NEF: Nework Exposure Function
NRF NF Repository Functan
NSSF: Network Slice Selection Function

UDM: Undied Data Function
AUSE: Authentication Server Function
PG Policy Control Function

ONIX as Extended
Knowedge

Base (KB)

e Point

/

éSONasGANAKnowledge PIane(KP)forRA\M [GANAKM«Iedge Plane (KP) for MEC Edge [ GANA Knowledge Plane (KP)for X-Haul ( GANA Knowledge Plane (KP)fWSBACOfe\\
Transport Network Network

GSON Neorkevel Seurty Network LevelSecurty Management DE Network Level ecurity Management_DE Netvorklevel ecrtyanagement DE |
Managenent DE Povered by Conpls s o Aorics A Powered by Complex Analts o Autonmics A Fovere by Complchrats for Ao |

Powered by onple Areltsfor Atonomicl | 1| (cogie ot and Complx vt Procsing (cogiie) Algorthms and ComplexEvent rocessing (copie] Aot nd Compe vent Prcessig
(i s sy | (@) (@) (@ |

(ceD) 1

i w 3 I
N X \ 2 y.: " TS fll

\ WS I E[ @ l ﬂj/ MBTS Function (Softwa 'm_l_[

riing/Coordinatioy

{

5G Reference Pgfints Architecture

=
=

1

L
i

[ =]

=

i)

https://intwiki.etsi.org/images/ETS|I 5G PoC White Paper No 6.pdf

GANA Hierarchy of
Decision

.. Elements(DEs)

:  NetworkLevel DEs
£*= (GANA Level-4)
For Higher Level Autonomics
Using the More Complex
Cognitive Algorithms (e.g.

et Machine Learning and Deep

Learning Al algorithms) that
drive “Slow Control Loops”
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network-wide views to Self-
Adapt the underlying network
services

Node and Function Level DEs
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For Lower Level Autonomics
‘... Using the Less Complex
+ Cognitive Algorithms needed to
drive “Fast Control Loops” for
local reaction within the NEs or
Network Functions
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Interworking of the GANA KP Level Security Mana
DE and NE/NF Level Security Management DE an

4"' Check Ponnt

THREATCE),L_JD

Management DE for a
particular Network or
Network Segment

(Slow Control-Loop DE) .

Other Info
K / Server Y
etected

Attack/Threat
Info

Dissemination
to KP Security
Management
DE

Security Mnagement DE receives Security Threats
Information from the Real-Time Repository for
Threats Information, and uses the Threats
Intelligence to produce Actionable Recommendations
or directly executes remediation actions and
advanced self-defense and self-protection schemes
for the network under the control of the DE

Security Gateway/FW \
Security Management DE

(powered by Attack/Threat
Detection Engine at GANA
NE/NF Level)

Detected Attack/Threat Info
Dissemination into ONIX

(}p/\ent\\

ET

- ONIX as Extended

KP Level Security Wj‘ﬁ g:::l&is;e

2 =

THREATCIﬂ,l_JD Check Point

DataBase/Repository (Real-Time
Inventory) for Detected Security
Attacks/Threats, Attacks/Threats
History, Attacks' Impacts on Services, '
Learned Security Risks, Trust Models,
Security Profiles and Policies

Key:
Attack/Threat Detection &

. Prediction Engine (Module) as Al-
powered Cognition Module at KP

Level

Attack/Threat Detection &
. Prediction Engine (Module) at

NE/NF Level (module may be

powered by Al)
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Detected Attack/Threat Info Dissemination (Federatlon) within
/A

Example Scenario

Network Operator A
(Domain A)

ONIX as Extended
Knowedge
Base (KB)

Other Info
ServerY

”l”Hia'EATCD“ JCheck Point

DataBase/Repository (Real-Time

Inventory) for Detected Security

Attacks/Threats, Attacks/Threats
History, Attacks’ Impacts on Services
Learned Security Risks, Trust Models

F-MBTS
Function

Network Operator B
(Domain B)

ONIX as Extended
Knowedge
Base (KB)

DataBase/Repository (Real-Time
Inventory) for Detected Security
Attacks/Threats, Attacks/Threats
History, Attacks’Impacts on Serviceg]
Learned Security Risks, Trust Models|
Security Profiles and Policies

Security Profiles and Policies

Security Gateway/FW

Security Management DE

(powered by Threat Detection
Engine at GANA NE/NF Level)

(Fast Control-Loop DE)

Multi-Domains

Detected Attack/Threat Info
Dissemination into Local ONIX

- Attack/Threat Detection & Prediction Engine
(Module) at NE/NF Level (module may be
powered by Al)

Detected Attack/Threat Info
~ . Dissemination (Federation)

to Other_Collaboration

Domains

=~ The standardization of the F-MBTS will
describe in full the role that can be played by
the F-MBTS

~
~
~
~

=~ {There is a role that can be played by the
ThreatCloud Repository in Federation of
Knowledge and flexibity to implement
Algorithms that run on the Repository to
create Knowledge for use by the KPs

CheckPoint ThreatCloud Capability for Implementing the Realtime Inventory for Security
Info/Knowledge can be used for Federation of the Info/Knowledge across Multiple Operators and
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Check Point Security Management Platform R8Q.can N

used to implement GANA KPs’ Security Management-D =,

( \ Considering Diversity of the Data Sources that can be used and correlated in security
2\ E &

policies implementations using the Checkpoint Security Management R80 Platform that can
be used to implement Security Management-DEs of ETSI GANA Knowledge Planes for specific

Network Segments

g/
Buteg Autonom®®

UNIFIED
POLICY

SINGLE
CONSOLE

=)

Check Point

Network Mobile

The R80 Management API of the Checkpoint Security Management R80 Platform can be used in enhancing it with GANA
Security Management-DEs(characterized as Al Models that customize the operations of the Checkpoint Security
Management R80 Platform)



Using the Check Point Platform R80 to |mplementTS$(le<E/
Management-DEs of KPs for specific Network Seg

KP DEs Federation across KPs

&

o P | _ 4 i
.;E;“ _~MEC Edge-Cloud KP Level DEs _“X-Haul Transport Net KP Level DEs
o ,
§ implemented in Seperate Host mplemented in Sepe oS
Platform/Environment Platform/Environment
5 « AutoDiscovery&AutoConfiguration_DE * AutoDiscovery8AutoConfiguration_DE
= * QoS Management_DE * QoS Management_DE
=3 * Fault Management_DE + Fault Management_DE
»n + Forwarding Management_DE * Forwarding Management_DE
« Monitoring_DE and Other KP DEs *_Monitoring_DE and Other KP DEs |P o X —
IP based Communication between Checkpomt Platform and IP based Communication between Checkpoint Platform aged Lommunication een
Checkpoint Platform and Platforms
Platforms Hosting the other KP DEs and Platforms Hosting the other KP DEs Hosting the other KP DEs
g s KP Level (i.e. Network Level) KP Level (i.e. Network Level) Security KP Level (i.e. Network Level) Security
E Security Management_DE for Management_DE for X-Haul Transport Management_DE for Core Network -
5 MEC Edge-Cloud Network (Physical or Telco-Cloud) -
£ Powered by Complex Analytics for Powered by Complex Analytics for Autonomics/Al Powered by Complex Analytics for Autonomics/Al -
§ : Autonomics/Al (Cognitive) Algorithms and (Cognitive) Algorithms and Complex Event (Cognitive) Algorithms and Complex Event Processing
E f; Complex Event Procosslng (CEP) Processing (CEP) (CEP)
S : Cross-KPs DEs Federation § | Cross-KPs DEs Federation ]

- R80 API N
-y

————*————------

: KP Level Scc!mty Management_DE, as an A/ KP Level Security Management_DE, as an Al
Model can be implemented as a Loadable Module Mode/, can be implemented as a Loadable
¢ that can be loaded into the Checkpoint R80 SOURCE  DESTINATION = APPS CONTENT TARGET Module that can be loaded into the Checkpoint
« Security Management System or can be R80 Security Management System or can be
Implemented as an External Entity that drives implemented as an External Entity that drives
- some operations of the R80 Security Management some operations of the R80 Security
: System via its API Management System via its AP|

SINGLE Frewal UNIFIED

CONSOLE S POLICY
- * Unified Policy & Logs * Real-time forensics
* Admin Multi-Tasking ‘ * Inline threat extraction g Tf.‘le Power of RD
* OpenAPIs * And Much More CheCkPo."-‘.t
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Demo Part: Autonomic Security Assurance for
Differentiated Security SLAs for 5G Slices, while
applying Security-as-a Service (SaaS) Model for

Telcos
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Threat Detection Info Dissemination (Federation) within the
Same Operator Domain and to Other Collaboration Operator

Doma i ns Threat Cache

Check Point
Management

L4
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ﬁnowledge " B -
lane Securit
Y, Ela P

THREATCE),L.JD

Knowlédge Plane
Security DE

NE/Node Level
Security DE

NE/Node Level Secunty DE
Fast Loop Security Enforcement

Domain B (eg. Orange/Vodafone)

5G eMBB Slice User Domain A (eg. Orange)

[Internal Use] for Check Point employees
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World Closs Stdndords

Demo: GANA Autonomlcs In SaaS SLA or

“Protection Class” in a 5G Slice: Protection of Slice
User/Consumer from Infected Documents meant to be

downloadable or exchanged with Peers
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