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At the beginning of SS7/Diameter signaling design, identity
authentication mechanism was not considered. Since there is no
identity authentication, once the attacker accesses the signaling
system, the attacker can send malicious SS7/Diameter signaling to
other operators, and the receiver operator will not identify the source
and the intention of the signaling.
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5G interconnection security mechanism
*TLS/ALS
-Token based authorization

N32 protection mechanism Description
Mechanism 1 MN32 Application Layer Secuity
Mechanism 2 TLS
Mechanism n Reserved
NF Service Authorization Server Authorization Server
Consumer (VNRF) {hNRF)
|————— R egistration———— = ——Nlutually authenticate each other———m»
1 Nnrf_AccessToken_Get Request{NF Instance Id, NF
SEPP SEPP I-consumer type, target NF type. Home and serving PLIMN»|
IDs..)
1. POST __fexchange-capability Authenticate client
{Supported security mechanism s)—————————————fp|
" | 2.Nnrf_AccessToken_Get Reguest(NF consumer type,._
target NF type..)
2 Select S_ECL.II'ity Authorize client
mechanism
3. Generate a
3. Response . e
(Selected security mechanism) accesstoken
4. Mnrf_AccessToken_Get Response
5 Nnrf_AccessToken_Get Response -~ e ass toke
(expires_in, access_token) (expires_n, access_toker)
o
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The attacker can obtain the user's current location information by
sending an ATI message through ISTP.
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The attacker imitates the HSS to send CLR messages to the MME/SGSN
and deletes the user from the serving MME/SGSN, which can result the
user in an unreachable state, interrupt the user data session, and fail to

receive SMS.
ma. MME

Diameter_Cancel_Location_Request

.
| a

Attacker as
HSS

i

Attacker knows _
+  MSISDN or IMSI ( Contains:

« DRA/DEA address *  IMSI
+  IPX connectivity * Destination-Host and Destination-Realm of the

*  Destination-Host MME currently responsible for the victim

and Destination- — )
Realm of the MME
currently
responsible for the
victim
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The detection method is composed of two parts: signaling filtering function
and abnormal signaling correlation analysis function.

The signaling filtering function adopts online deployment to realize the
identification and detection of illegal signaling according to the strategy;.

The abnormal signaling correlation analysis function adopts offline
deployment. For abnormal signaling or attack events that cannot be
discovered in real time, it can provide comprehensive analysis of abnormal

signaling behavior. Deployed
e I:l offine

.~ Abnormal signaling correlation

| Deployed

analysis g ] o
Signaling Signaling Signaling
filtering filtering filtering

IDRA ISTP IDRA ISTP IDRA ISTP
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Switzerland : 4550 ATI request

46000015XXX0545
m@
ﬁ P
Tanzania " P
China : 9198
Calling number :25578xxxx1632
Called number:86138xxxx6762

. ATI response ( CellID )
. 46f05XXX2d852c
Germany : 5125

Process of ATl illegal localization :

(1) The signaling point in Tanzania has obtained the IMSI corresponding to the
number 86138xxxx6762 of China Mobile: 4600015XXX0545;

(2) The calling number 25578xxxx1632 initiates ATI request signaling for IMSI:
46000015XXX0545;

(3) The signaling is forwarded to China Mobile through the Swiss signaling link;

(4) China Mobile responds to CellID: 46f05XXX2d852¢;

(5) The ATI response message is sent to Tanzania through the China-German signaling
link.
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MAP(ati/imsi:46000015XXX0545) MAP(ati/cellGloballdOrServiceAreald: 46f05XXX2d852c)
TCAP(otid: 2bdeee3a) TCAP(dtid: 2bdeee3a)
SCCP(CdPA:86138XXXX6762,CgPA:25578XXXX16322) SCCP(CdPA:25578XXXX16322,CgPA:861381XXX000)
MTP3(DPC:9198,0PC:4550) MTP3(DPC:5125,0PC:9198)
ATI request signaling AT response signaling
» MTP3 > MTP3

DPC : 9198 DPC : 5125

Country: China (People's Republic of)
Signalling Point Name: Guangzhou ISC
Signalling Point Operator: China Mobile
OPC : 4550
Country: Switzerland (Confederation of)
Signalling Point Name: Basel
Signalling Point Operator: Belgacom International
Carrier
> SCCP
CdPA ( SSN : HLR/GT : 86138XXXX6762 )
Country Code: 86 China (People's Republic of)
Carrier: China Mobile
CgPA ( SSN : MSC/GT : 25578XXXX16322 )
Country Code: 255 Tanzania (United Republic of)
Carrier: Airtel (T) Ltd
> TCAP(otid: 2bdeee3a)
> MAP
opCode: anyTimelnterrogation
subscriberldentity:imsi ( 46000015XXX0545 )

|

|

I

I Country: Germany (Federal Republic of)

| Signalling Point Name: Frankfurt Stand Alone STP/SPR
| Signalling Point Operator: Deutsche Telekom AG

1 OPC:9198

| Country: China (People's Republic of)

| Signalling Point Name: Guangzhou ISC

I Signalling Point Operator: China Mobile

1 » SCCP

I CdPA (SSN : MSC/GT : 25578XXXX16322 )

I Country Code: 255 Tanzania (United Republic of)

I Carrier: Airtel (T) Ltd

1 CgPA (SSN : HLR/GT : 861381XXX000 )

| Country Code: 86 China (People's Republic of)

| Carrier: China Mobile

|
|
|
I

> TCAP(dtid: 2bdeee3a)
> MAP

opCode: anyTimelnterrogation
cellGloballdOrServiceArealdFixedLength: 46f05XXX2d852¢




GMSC
HLR
gsmSCF
GMLC
HLR
HLR

VLR

HLR
VMSC
VLR/SGSN
VLR/SGSN

SRI(SendRoutingInfo)
PSI(ProvideSubscriberIlnfo)
ATI(AnyTimelnterrogation)
PSL(ProvideSubscriberLocation)
cancellLocation

DSD(deleteSubscriberData)
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Location leakage
Location leakage
Location leakage
Location leakage
Denial of service

Denial of service
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IDR(Insert Subscriber Data
HSS MME Request)/IDA(Insert Subscriber Data Location leakage
Answer)

AIR(Authentication Information Authentication

MME HSS Request)/AIA(Au;hentication Information vector leakage
nswer)
MME HSS ULR(Update Location Request) Denial of service
HSS MME IDR(Insert Subscriber Data Request) Denial of service
HSS MME CLR(Cancel Location Request) Denial of service
MME HSS Purge UE Request Denial of service
HSS MME DSR(Delete Subscriber Data Request) Denial of service
HSS MME NOR(Notification Request) Densigl\zigMS

HSS MME RSR(Reset Request) Denial of service
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SMF

SMSF

UbDM

AMF

NEF

UDM

UDM

AMF

SMSF

UDR

3GppRegistration
Non3GppRegistration

3GppRegistration

3GppSmsfRegistration
Non3GppSmsfRegistration

ProvidelLocationInfo
SendSMS

QueryAuthSubsData

Malicious NF register

Malicious NF register

Malicious NF register

Location leakage

Denial of service

Subscription message
leakage
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Thank you !
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