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All Sessions Outcome



Session 1: Security aspects for Fintech services 
and applications

Takeaways and Conclusions

1. Identified the failure of security to 
protect separate entities without 
protecting the whole and 
introduced unified security model 
for managing security quality.

2. Introduced  Korean policy and 
authorities on FinTech security.  

3. Identified challenges which digital 
transformation poses on FinTech 
security: open platform and open 
API.

4. Identified Recommendations of 
ITU–T SG17 on FinTech security.

Suggestions to SG17
Identify security management 

methods to control overall security 
quality. 

Consider standardization of 
security monitoring system on 
FinTech to mitigate the threats such 
as DDoS, phishing, etc.

Consider standardization of open 
platform, open API, Moving Target 
Defense mechanisms and AI & ML 
supported mechanisms for secure 
FinTech services.

Collaborate with ISO/TC 307 on 
blockchain and W3C on 
Decentralized Identity management 
and  key distribution and secure 
token.



Session 2: Identity management and authentication for anti-money-laundering and 
fraud/counterfeiting.

Takeaways and Conclusions

1. An example (PoC) of Strong Consumer 

Authentication using FIDO technology 

under study by ITU-T FIGI was 

introduced.

2. ITU-T FG DLT activities were 

considered, the use cases in the 

financial sector were examined, the 

reference architecture methodology, 

DLT regulation issues, and barriers to 

DLT adoption were introduced.

3. The fact that Bitcoin is being used as 

an illegal transaction on the Tor Dark 

Web was introduced with various data.

Suggestions to ITU-T SG17

 To work on improving mobile and web-

based authentication with a focus on FIDO-

based solutions.

 Promote further DLT standardization

 Adopt FG DLT deliverables into 

Recommendations, if appropriate. 

 Establish collaboration among SGs. 

 Establish collaboration with other 

organizations with Joint Rapporteur 

Group meetings.

 Discuss SDG relevance and inclusiveness 

to further  the work on DLT.



Session 3: Privacy and policy aspects for Fintech 
services and applications

Takeaways and Conclusions
1. Security threats and risks for bar 

code payment system were 
identified, which should be 
managed by system adequately.

2. Four key issues (Personalisation, 
Control, Security, Portability) were 
considered along with an 
introduction of PSD2 (Payment 
Services Directive 2) in Europe.

3. The strong influence of Russian 
regulatory requirements on the 
architecture of Masterchain project 
being developed in Russia was 
considered.

4. Dilemmas which have enterprises 
on data privacy legislation were 
analyzed.

Suggestions to SG17

 Handle outlined problems within X.tfrca
(Technical Framework of risk identification to 
enhance authentication), coordinating with 
related works of ISO/IEC JTC1 SC27, IEEE and 
ISOTC68.

 Following challenges should be addressed: 
innovation in technologies and analyzing tools, 
inconsistencies in regard of data protection and 
regulatory requirements to gather customer 
data, interoperability, common principles for 
operational and liability issues, regional 
differences, consideration of big data, etc.

 Requirements for provisioning confidentiality 
and reliable data storage are required.

 Standards and tools to support implementation 
are needed for data regulatory requirements.



Session 4: Panel discussion – future directions on 
Fintech security standardization activities

Takeaways and Conclusions

1. Identified standardization groups 
related to Fintech security: ITU-T 
SG17, FG-DLT, FG-DFC and etc.

2. Identified potential security subjects 
on Fintech security in ITU-T SG17

3. Identified coordination with whom 
SG17 need to enhance on Fintech 

security standardization

Suggestions to SG17
 Support harmonization of security control frameworks among 

SDOs 

 Consider deliverables from FG-DLT for standardization regarding 
information security and FG-DFC for Protection Assurance for 
Digital Currencies, and coordinate with ISO TC 307, W3C on 
DLT

 Consider potential directions to standardize a framework for 
choosing the most appropriate consensus protocol based on the 
characteristics of a particular business case and  confidentiality 
of settlements with protection against double-spending attacks 

 Increase cooperation and information sharing, and enhancing 
collaboration between public and private partners

 Create clearer links between standards and implementation 
benefits, for example by including short texts on this in the 
introductions to standards.

 Support concepts of security assurance level as proportional to 
risk in standards development

 Consider developing implementation guidance and tools that are 
needed to support Fintech security in use of emerging and 
evolving technologies such as AI, open platform, DLT, IoT, 
Quantum cryptography and etc. 


