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ICT Security Today
Financial companies and Fintech applications are high-
profile targets for data breaches and other forms of
cyber crime

And there is a large and increasing number of security incidents and 
compromised records globally (4.5 billion records were compromised in 
the first half of 2018, a 133% increase over the first half of 2017*) 

As awareness of the need for ICT security is also rising, this seems to
indicate that enterprises, data collectors and data processors are 
missing needed tools or understanding.

* https://www.thalesesecurity.com/2019/data-threat-report#download-popup
https://techjury.net/stats-about/data-breach/#Data_Breach_Statistics_2019

https://www.thalesesecurity.com/2019/data-threat-report#download-popup
https://techjury.net/stats-about/data-breach/#Data_Breach_Statistics_2019


Many ICT Security 
Standards Already Exist
The majority are referenced in the existing ITU ICT 
Security Standards Roadmap which SG17 is updating*

Currently 4982 ICT Security Standards are listed 
of which only 445 are labelled as sector specific

Perhaps, this is part of the problem…

* https://www.itu.int/net4/ITU-T/landscape#?topic=0.1&workgroup=1&searchValue=&page=1&sort=Revelance
And https://www.itu.int/en/ITU-T/studygroups/com17/ict/Pages/default.aspx

https://www.itu.int/net4/ITU-T/landscape#?topic=0.1&workgroup=1&searchValue=&page=1&sort=Revelance
https://www.itu.int/en/ITU-T/studygroups/com17/ict/Pages/default.aspx


Complexity
#1 Barrier to Implementation

https://www.thalesesecurity.com/2019/data-threat-report#download-popup

https://www.thalesesecurity.com/2019/data-threat-report#download-popup


Standards and Tools to Support
Implementation Are Needed

In the light of this situation, perhaps more focus is needed on tools to
support the organizations (public and private) who are implementing ICT

1) Frameworks and tools for IT managers to help them pinpoint the ICT 
security standards they need for any one system (for example, 10 to 20 
out of the currently identified 4982)

2) Frameworks and tools for auditors that allow them to better assess the
security and “good functioning” of systems – and, very importantly, 
provide good advice to their clients on how to improve.

3) Best management guidance for CIOs and Boards of Directors on
minimum ICT Security Measures (Taking into account ISO/IEC 27001)

4) On-line training materials



Returning to Data Privacy

Guidelines could be useful for implementing systems that respect
both Anti Money Laundering and Data Privacy Rules. Particularly
in the context of blockchain (DLT) Technology

AML rules require the collection, processing and use of personal data for 
• Customer due diligence (KYC)
• Transaction monitoring
• Behavioural monitoring
• Internal data sharing (including within a group);
• External data sharing (including with regulators and other financial 

institutions)
• Data sharing for outsourced arrangements; and
• Cross-border processing of data (especially for international 

payments).
• The EU Fifth AML Directive is expected, in Europe,  to broaden the 

scope to include virtual and digital currencies



1) And for New Technologies?
Technical standards are also needed to
support security for Fintech in the use 
of emerging and evolving technologies

1) AI – Guidelines for data sets used for machine 
learning, in particular to avoid the introduction of
bias

2) Blockchain (DLT) – Standards for testing smart
contracts; Security standards for Oracles; Security 
standards for APIs and for other interfaces with
blockchains



2) And for New Technologies?

Technical standards are also needed to
support security for Fintech in the use
of emerging and evolving technologies

1) IoT (for insurable incident data), Security 
standards to ensure the veracity of IoT data

2) Quantum Cryptography – Guidelines for
designing today’s systems so that they can, later, 
easily implement post-quantum crytography

3) Etc.
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Blockchain Whitepaper Project
Deliverable 1

Technical Applications 

of Blockchain to

UN/CEFACT deliverables

A gap analysis of technical aspects of blockchain 
and its relation to UN/CEFACT deliverables

Published as ECE/TRADE/C/CEFACT/2019/8, available online at: 
http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaper
Blockchain_TechApplication.pdf

http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain_TechApplication.pdf


Blockchain Whitepaper Project
Deliverable 2, 3 and Future

2) An introduction to blockchain technology for 
trade policy makers

Published as ECE/TRADE/C/CEFACT/2019/9, available online at:
http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePape
rBlockchain_TechApplication.pdf

3) Blockchain in Trade Facilitation: Sectoral 
Challenges and Examples 

Published as ECE/TRADE/C/CEFACT/2019/INF.3, available online at: 
http://www.unece.org/fileadmin/DAM/cefact/cf_plenary/2019_plenary/CEF
ACT_2019_INF03.pdf

Future) Blockchain in Trade Facilitation: Sectoral 
Challenges and Examples
Sectors being finalized: Finance, Healthcare and 
Government Services

http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain_TechApplication.pdf
http://www.unece.org/fileadmin/DAM/cefact/cf_plenary/2019_plenary/CEFACT_2019_INF03.pdf


Cross border Inter-ledger Exchange 
for Preferential Certificates of Origin 
(CoO) Using Blockchain Project

Will define how blockchain could be used to 
create a platform to facilitate the B2G and G2G 
exchange of digital CoOs + related documents

AND

• How existing UN/CEFACT deliverables could 
be used by such a platform

• Possible changes to existing UN/CEFACT 
deliverables, or new deliverables needed to 
support the creation of such a platform

• Key issues to consider when creating, 
administering and using such a platform

Project Details:
https://uncefact.unece.org/display/un
cefactpublic/Cross+border+Inter-
ledger+exchange+for+Preferential+Co
O+using+Blockchain

https://uncefact.unece.org/display/uncefactpublic/Cross+border+Inter-ledger+exchange+for+Preferential+CoO+using+Blockchain


One way to create greater 
interoperability is to use Application 
Programming Interfaces. An API is 
part of a server (which may host a 
blockchain or a website or a web 
application) that receives requests 
and sends responses. 

To create an environment conducive 
to the development of open APIs that 
are based on standards and can be 
shared, UN/CEFACT has launched 2 
projects.

APIs for Interoperability



The RDM2API Project

This technical project’s objective is to define a standard 

methodology for producing OpenAPI specifications and 

JSON-LD dictionaries from existing UN/CEFACT semantic 

(core-component) library subsets known as Reference 

Data Models (RDMs)

This methodology will allow users to:

• Re-use UN/CEFACT semantics: i.e. UN/CEFACT library subsets (Reference Data Models 
(RDMs)) can be imported into any conformant modelling tool or semantic tool

• Model consistently: API Resource / Event models and JSON-LD dictionaries can be 
created in any conformant modelling tool and easily mapped to the imported RDM 
definitions.

• Publish specifications: API reference specifications (Including Open API3.0 and JSON-
LD) can be generated from the modelling tool and published to open platforms such as 
GitHub

• Test conformance of their implementations. Actual API implementations can be tested 
against the reference specifications and a conformance report generated



The RDM2API Project

The deliverables from this project will be 
the specifications in the dark (blue) 

Project details: https://uncefact.unece.org/display/uncefactpublic/RDM2API

https://uncefact.unece.org/display/uncefactpublic/RDM2API


The API Town Plan Project
This is an internal project which seeks to create a well-

managed architecture for storing APIs from UN/CEFACT 

business domains where

• Every domain knows where they fit 

• All users can easily navigate the plan to find the APIs they need

Project details:  https://uncefact.unece.org/display/uncefactpublic/API+Town+Plan

https://uncefact.unece.org/display/uncefactpublic/API+Town+Plan


UN/CEFACT 
Where to find documents

www.unece.org/cefact



UN/CEFACT
Where to find documents

tfig.unece.org



UN/CEFACT
more information & contacts

All UNECE and UN/CEFACT Recommendations, 
codes, standards and publications are available for 
free on our website at:

• www.unece.org/

• www.unece.org/trade

• www.unece.org/cefact/

• tfig.unece.org

• Secretary of UN/CEFACT, Head of UN/CEFACT 
Support Unit: 

• Lance THOMPSON, UNECE

• lance.thompson@un.org

http://www.unece.org/
http://www.unece.org/trade
http://www.unece.org/cefact/
http://www.tfig.unece.org/
mailto:lance.thompson@un.org


Un Grand Merci!

Many Thanks!

Muchas Gracias!
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