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Leadership across core markets
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Network overview

DWDM & SDH;

E1/STM/10GE/100GE interfaces;

~350 PoPs in Russia and other countries;

6 vendors (1 Russian), >6 NMS;

> 100 000 km of optical fibers;

Connections with 170 networks in 70 countries;

MPLS with Traffic Engineering;
L2 (PW, VPLS) & L3 services;
2 plane design (for geo-redundancy);

~130 PoPs (24 Core, >110 Edge
nodes) in Russia and 3 on
international exchanges;

5-level of SLA profile;

2 vendors, no NMS;

~ 12 Tb/s capacity;

~ 1.5 Tb/s international uplinks;
~ 6500 devices (WAN+MEN)



Network overview (cont.)

21.5 million total subscriber base; Services: laaS, SaaS, PaaS, Security, VPNs, Cloud

~ 38000 PoPs; Storage;

> 10 vendors: 14 Macro DC;

Analog/TDM/NGN telephone exchanges; ~5 server vendors, 5 storage vendors, 2 network vendors;

Service & MEN network

BRAS/BNG, CG-NAT: 3-layer organization hierarchy:
® 4 vendors; Corporate Center -> Macro-region (8) -> Region (67);
® ~500 devices; ~ 150 000 employees;

* Some regions use_ >1 vendor; Network is divided into 8 regional domains
¢ 7 Broadband service models across network; (7 macro-regions and Corporate Center):

* DSL/FTTB/PON subscriber base ~ 11 million; Each region is managing all types of networks only in his geography;

I:,IENMPLS or L2-based networks; Many monitoring systems;
® 4 vendors, no NMS; 11 time-zones and distributed “busy-hours”;

® Lots of EoS equipment;




XpoHonorus

2014-2015

O 06 0 0 0

Komuccunsa no peannsaumm  MpoekTHbli opuc Onpepenexune Kputepumn 3aKyno4vHasa
npoueccos NO UMMNOPTO3aMeLLEHUIO KNHOYEeBbIX 10Kan3auunum AOKYMEHTAUMA
MMNOpPTO3aMeLleHunA pa3paboTok
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2016-2018
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XpoHonorua

HacToAulee BpemA

TexHonornyeckas

HEe3aBUCUMOCTDb

Peannsaumna meponpuaTuUin B 4acTu
nepexoaa NPenmmyLL,ecTBEHHO Ha

oTeyecTBeHHoe obopyaoBaHue u MO

HO

TexHONoOrnyecKkue

napTHepcTBa

Pazsutue K «Poctenekomy.
Co3aaHune cobCTBEHHbIX LEHTPOB

KOMMNEeTeHU MM

UccnepoBaHua n

pa3paboTKu

MHBecTuumnn B co3gaHue
NepPCNeKTUBHbIX OTEYECTBEHHbIX
peLlleHnit (BKIoYasa 3NeKTPOHHO-

KOMMOHEHTHYI0 6a3y)



AoctuxeHua 2018

30 >

3aperncTpmpoBaHHble Ony6nm4gmue 3aKYMKK
3aABKM HA OLLEHKY NpUMeHeHnem Kputepus
cooTBeTcTBMA Kputepuam «JIoKanunsauma»
NIOKaIn3auum




[ oKymeHTanbHoe obecneyeHue

“* Kputepun nokanusaumm ----------------------- KpuTepun oueHky

s* MeToAMKa OLEeHKM

s Cnuctema oLeHKM B bannax

s MexaHu3m npedepeHUMit (B YacTn
obopynoBaHuA) B pamkax @3 Ne 223
¢ KopnopaTueHbIN NnaH

MMNOPTO3aMeELLEHUA




AoctuxeHua 2018

TexHoOnornyeckas CTpaTterma c ydetom

MMMNOPTO3aMeLlleHnA

[loNrocpoYHbIM NNaH 3aMeHbl

MopgepHHM3auma yd4eTHbIX cuctem
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YcnewHoe BHeApeHue B OMNbITHO-
KOMMEPYECKYIO 3KCMAyaTaumio
poccuitckmnx IP/MPLS

MapLpyTU3aTopoB

PeannsosaHa nepsan B Poccumn
nmnnoTtHada 30Ha SDN Ha ceTax

nepeaayn AaHHbIX



YHUBepcanbHble MapLUpPyTU3ATOPbI

MES000 OCEIZAN  ME5100 HOBbIV ME5200 HOBbIN
NPOAYKT MPOLYKT NPOLYKT
* 3.0 Thps, 8o 250 Gbps /slot * 20x10GBASE-R (SFP+) * 32x10GBASE-R (SFP+),
* 15U * CPU Broadcom XLP308, 4x 100/40GBASE-R
* no 2 Fabric Management Cards 1500MHz, 8GB RAM (QSFP28)
/chassis * 200 Gbps, 300Mpps * CPU Broadcom XLP308,
10 12 Line Cards /chassis * no 250K MAC 1500MHz, 8GB RAM
* LC18XGE: 18x 10GBASE-R (SFP+) * FIB 1M * 800 Gbps, 720Mpps
* LC20XGE: 20x 10GBASE-R (SFP+) * 10 12K MPLS PW /slot * FDB 750K MAC, FIB 4M
* LC8XLGE: 4x 40GBASE-R (QSFP28), * 10 4K 6pnaKk-40MeHOB * 0o 12K MPLS PW /slot
4x 100/40GBASE-R (QSFP28) * 10 4K cabunTepdelicos _ * 10 8K 6pnk-A0MeHOB
e no 12K MPLS PW * [0 4k VRFe * 10 8K cabuHTtepdeiicos

* 00 4K 6puaxK-40MeHOB * o 4k VRFs
* no 8K cabuHTepdeicos

* 0o 4k VRFs

MapLpyTrn3aTopbl BXOAAT B cocTa cepun ME5S000 1 umetoT eanHoobpasHoe nporpaMmHoe obecneyeHme n MHTepderncol ynpasaeHms.
ME5100 noaaep:kMBatoT BeCb Habop GYHKLMIN, UMEIOLLIMIACA Ha MapLUpyTU3aTopax cepun — IPv4/IPv6-mapLipyTnsaumto, nepapxmyeckmnin Qos,
MaplLupyTnsaumio IP Multicast, a Takke MPLS-cepBMCbl BTOPOro 1 TPETLEro YPOBHEN.


https://eltex-co.ru/catalog/provider_edge_router/me5100/
https://eltex-co.ru/catalog/provider_edge_router/me5100/
https://eltex-co.ru/catalog/provider_edge_router/me5100/
https://eltex-co.ru/catalog/provider_edge_router/me5100/
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MNoapep»Ka pa3paboTok
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Service Model

Internet, IP-transit

L1 and "dark fiber”

VPN (L2, L3)

Voice & VAS
(vPBX, IN, ...)

IPTV (incl. OTT)

MVNO
(host operator Tele2)

Cloud
(xaaS)

Security
(Anti-Ddos)

Security Operation
Center + 6 Security
Services

Smart Home




Industry trends

Telecommunications, basic communication services

.g) Satellite ® Reduction of the cost of manufacturing and launching of satellites
® Increasing network throughput

K léE; - Atrtificial ® Using flexible program network management using Al technologies
=27 Intelligence

"4 Optical * Increasing network throughput

7 Network ® Increasing the proportion of heavy content

“ 5G ¢ Closer spacing of basic stations

¢ Growth of the of communications share through OTT services
' Internet ® Growth in the number of loT device connections
of Things ¢ Growth of the volume of generated and transmitted data
l LPWAN ® Growth in the number of loT device connections

® GrMainstream use of cheap sensors to monitor the state of objects and the environment
¢ owth of the volume of generated and transmitted data




Industry trends

Cyber Security

ﬂb Artificial
" Intelligence

S cCloud

O Internet
| of Things

el
Cryptography

A 3_?

e Blockchain
B Mobile
Platforms

Automation of part of analysts’ work and reduction of the number of false alarm
signals of cybersecurity systems

Using cloud-based managed security services (MSS), migration to MSSP service
model and outsourcing

Growth of the number of incidents on critical infrastructure and the cost
of eliminating their consequences

Strengthening the importance of cryptographic information protection

Increasing the complexity of data compromise and enhancing cyber stability
of information systems

Permutation of a vector of attacks on user devices, strengthening control
and protection of organization perimeter



Risks and problems of information security

G Growth of the volume and speed % Toughening requirements to information security
of information transmission : Increased key load
. [SJEYe) C .
e Distributed computer systems rypto currency mining infrastructure
o~ 0o Theft of user computing resources by malware

e Quantum computer _@_ Compromise of all common asymmetric cryptographic algorithms

: 2O, and protocols on their basis (DH, RSA, ECDSA TLS / SSL, HTTPS
= Reduction of the strength of symmetric crypto algorithms
Human factor Security of keys is based on organizational measures, as there are

I no technical solutions to reduce the risk of the “human factor”




Quantum key distribution system

QKD to protect information

By, Quantum
£-8‘8 communication

channel
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China

National Quantum Network
Largest quantum infrastructure in the world

¢ Total length — 2,000 km.

® Year of introduction — 2016-2017

¢ 32 secure nodes

¢ Connected networks — in 4 major cities

¢ Consumers — government agencies,
financial and energy sector

PocTtenekom
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USA. Quantumxchange

The world's first commercial quantum network

° Services by the quantum cryptography e
pattern as a service Allentown

¢ Total length ~700 km.
®  Year of creation — 2018

® Connected networks in financial
centers on the North-Eastern coast

of the United States M3PUNEH :_:HbID—J],H{EPCH
* Consumers — financial sector DD W o' At

atanicoy  QUANTUMXCHANGE
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Rostelecom Quantum Communications Project

Strategic goal of the project:
Creation of a system for management of quantum networks and provision of communication services on their basis.

Project Objectives:

O study of fundamentally new system solutions in terms of appearance, composition, functional purpose,
structure of information security systems of a new generation using quantum communications;
oo testing and demonstrating the capabilities of modern quantum networks to a wide range of consumers;
4 development of a set of functional and technical requirements for quantum cryptography systems for
Y operation on Rostelecom networks and for provision of services to customers;
@ development of functional and technical requirements for a platform to manage distributed multi-user
quantum communication networks of the operator level;
O@ technical and economic feasibility study of creation of a quantum network management system




Key Results and Conclusions

The technology becomes more mature, exiting the lab stage, and better
streamlined and improved to be acceptable for telecom operators;

Growing demand for automation of encryption key delivery, more stringent data
transmission channel requirements, arrival of innovative techniques to ensure
security of information transmission will continue to push forward further
development of this technology development;

Responses to the arising challenges should be sought by joining efforts within
the framework of the National Technology Initiative and action lines
of the National Program Digital Economy;

Holistic approach and implementation of the roadmap for the required
scientific and technology lines of development will give new impact
to the technology development




MporpammHoe obecneyeHue
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http://raidix.ru/
http://raidix.ru/
http://raidix.ru/
http://raidix.ru/

lNepcnekTusbl pa3BUTUA
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CSR - Cell Site Router SR-Service Router Physical Connection

Spine and Leaf — switches in Clos topology

CSAR — Cell Site Aggregation Router Logical Connection

SRV — Servers
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