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Why operations support systems (OSS) are not the
answer to all? Enhanced network performance
evaluation with mobile probes
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Why operations support systems (OSS) are not the answer to all?

0SS

Provides valuable information about the network and

triggers capacity enhancements,
but vendor-specific models mostly work on

= cell load (%),
= medium- to long-term network/cell KPI and

Do | get all the answers from my OSS? » medium- to long-term fault statistics

Mobile Network Testing (MNT) in addition provides the end user view (user perceived capacity):
= Free capacity is measured at certain locations instead of % free cell resources
(OSS counters)

=> It is not “either MNT or OSS/SON” - it is “MNT and OSS/SON"!
(MNT to provide validation of vendor specific OSS models and simulation performance)
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OSS performance management sample

I Simple performance mapping

1 KPI generation with modded source database

1 Integrated tool for thinning out data — Lossy

I Asignificant gap between meas time (not real-time)
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OSS ftraffic report sample

Interface input traffic [Kbps]

1 Typical OSS Traffic report ->

[Kops]
-BEHEEREEE

I OSS provides triggers for capacity

enhancements (network view) il ikaid s THeGR s
I True network performance O B A o g — )
perceived by end users before Interface output raffic (Kbps]

capacity enhancement

1 Network Performance should be
measured in a reliable way from
users’ perspective

JEEBBEEEEE
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Date & Time



Reasons for using probes in addition to OSS

OSS:

Non active testing

Not controllable and not reproducible

No detailed radio information

Limited location precision (except for geo-location solutions)
No visibility in coverage gaps

No voice/video quality representing user perspective

No real time KPIs (generally 15 minutes or more)

Large solutions, hence large budget approvals required

3'd party OSS requires integration in Mobile Operators eco-system and processes
(+) larger scope and end to end view (including core network)
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Enhanced KPI evaluation and deep analysis solution
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QualiPoc - Product Family Overview

Optimization

QualiPoc Android THE PREMIER HANDHELD TROUBLESHOOTER

QualiPoc Android is a multi-functional smartphone-based tool for voice, video and data service quality
troubleshooting and RF optimization. As the premier handheld troubleshooter, QualiPoc Android set a
new industry standard for smartphone-based Mobile Network Testing.

Benchmarking

QualiPoc Freerider THE ULTIMATE PORTABLE BENCHMARKER

The compact, lightweight, and well-designed backpack provides extensive functionalities to test voice,
data, video, and messaging to assess quality of service (QoS) and quality of experience (QoE) from a
real end-user perspective, including the complete information about the physical RF environment.

Service Quality Monitoring

QualiPoc Android Probe NON-STOP SERVICE QUALITY MONITORING

QualiPoc Probe is a versatile, smartphone-based mobile network probe for unattended network-wide
non-stop service quality monitoring and optimization. It is remotely controlled and delivers in real-time a
continuous stream of KPIs and insight into network quality just as the customer perceives it.
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Probe subsystem

User view KPI

Patented ‘Network Performance Test’ measurement methodology
Network Utilization Trend Analysis

Weighted Network Performance Score L ’

Forecasting and Capacity Management (live)
Long-term monitoring with live load (‘user side’)
IP Trace + SIP/RTP Handling
Layer 3 view

PCAP export
Send/Receive/Compare
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QualiPoc Remote Probe with SmartMonitor
Remote Controlled Shell (RCS) with Power Control

P ; 777

Server (Cloud / Customer side)

Web-Client

Tul

Location-Provider:
- AndroidInternal GPS
- Static Location

...50 and more
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QualiPoc Remote Control

Direct
communication
to probes via
HTTP/HTTPS

H=3 - ]
Communlcatlon
Server
CaII Server y

b BlialiPo 9
probes Andr0|d Andr0|d Andr0|d

Remote Rem ote Remote
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SmartAnalytics

I SmartAnalytics provides

. N - u
s i"‘ s ke o
visibility of the principle Semteal L tocsor “

= PROFILES 3 Wirosey
factors influencing network ST
performance and quality of conpe
experience e

Test time line

I The network performance
score allows network

operators to identify strategic Tl
areas for investment e s
Unit configuration

“The Network Performance Score i
independent and objective metho
across the whole network”




Throughput Analysis

® SmartAnalytics v a0
Throughput Analysis
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Problem Spots

@ SmartAnalytics 4 Scenarios > Optimizatien > Problem Spots.
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The Network - What's in there?

Thousands of thousands of different types of physical resources

1 Infrastructure: Cables, fibre, copper, RF Logical Layer

1 Wireless equipment: antennas, satellites, routers e -

1 Switches/equipment: SDH/SONET, DWDM, routers, repeaters % Sy

T E:i.- - o

Logical resources: Functional Layer

1 IP addresses, phone numbers, IP application (VLAN’s) @ @

1 Multiple vendors Physical Locations Physical
Equipment = network

1 Logical routers / VNFs ;“IEH ii;[ I i | 3 I ]
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OSS: provider side samples

Alarms/Alerts

Fault management

Fault correction (auto/manual)
Network display

Configuration management
User accounting

Performance management

ROHDE&SCHWARZ

File Tools Windows Help

[ Metro Vision [_Ta[x]~
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Map View | Table View|

-
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Rechovot_1 ~| |4l
| ﬁ ﬂ' g Location: 1...2/523 |
Alarm ID Severity Alarm Root Cause Affected A Time Ack
[ 284 Major Link Down 172.26.40.1<->172.26.8 34 8/26/02 - 10:48 -
A 4o Mormal Link Over Utiized 172.26.30,1<->172.26 26 8/26/02 - 11:04 =
602 Hormal Port Over Litiized 172.26.30.20# 27 8/26/02 - 11:55
1y as7 Maior Vink Pewin 172 26 7N 1~-179 2 2 S 2126107 - 17:38
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Performance Management sample

1 Performance Monitoring — sample various metrics
= Traffic distribution
Percentage of packet types

Distribution of packet sizes
Delay distribution
Collisions, CRC errors, Dropped packets

= Channel Utilization
1 Performance Management Control
= Alarm Thresholds
= Traffic control
I Performance Analysis
» Record statistics & network trends.
« Effect of traffic load
= Define a stable network

ROHDE&SCHWARZ Enhanced network performance evaluation
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Advanced Alarming interface
R&S Probes to OSS via JSON

Advanced Alarming interface supporting JSON to URL

Advanced alarming interface on SmartMonitor is the JSON to URL
SmartMonitor will forward received alarms from probes in JSON format
JSON (JavaScript Object Notation) is a very convenient and light-weight format for exchanging
data between applications or systems.

All network infrastructure vendors offer their own OSS monitoring system to customers. But
those monitoring systems do not see the real end user perspective.

Therefore QualiPoc Android Probes and SmartMonitor will deliver this missing view and
information to those systems. OSS monitoring systems offer an interface for 3rd party tools to
provide information and the format used is JSON
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Measurements to characterize ,Network Performance®?

Performance target

Capacity Remaining data throughput at given location

Coverage Minimum connectivity

1 Reliable and reproducible measurements 1 Load the network extensively (intrusiveness)

! Retal world: use smartphones’ internal 1 Overheat the test equipment / smartphone
antennas S

1 Real world: Use TCP as data protocol ﬁe?g Sj['t?mﬂcintly atﬁg(;:tstrt]heMUilpl)ell“\lfortmankc °)

1 Simple test case but full configurability J e odenec o RO UIS LGOI N

1 Should work for all RATs without (e.9. 3" party providers, servers, UE etc.

preconditions

ROHDE&SCHWARZ Enhanced network performance evaluation 19



Network Performance Test — definition and typical result

Data 4 Capacity R&S methodic

[
request K : :
. . 1 All times configurable
1 Capacity peaks = one or
more parallel TCP
connections
~ Time
User 4 Example of user

Continuous TCP load floor
TCP throughput ramp-u h
data rate onp PP A ” experienced data rate
verage pea :
throughput depending on

constant data rate

[ 1 -
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Network Performance Test — Result example LTE-A

Result example (LTE/LTE-Advanced network)

Session Overview
. . 13:90: 34.240 - . ' - . i : :
L S ——— : . e I Exp: LTE-Advanced Network:
TETE CHEEA e [TETRE i ; . .
e e M 1 NPT Capacity peaks even triggered
13:0‘O:OO 13:02):15 13:0}):30 13:0;.'):45 13:011:00 13:0r1:15 13:011:30 13:0v1:45 13:0[2:00 13:0’2:15 13:0'2:30 the BS to SWItCh on the 2nd
Sessioninfo | KPL__| Network Pzrformanice | Protocolinfo | LTE | Performance | .
Mwereoe] R component carrier (LTE CA —
Averdge Resuits yellow area) — see t1 and t2
Test duration: 00:02:40 .
A?/serageass:tainable Capacily DL/UL [Mbit/s]: 58.40 / - Full Connectivity DL/UL [%]: 100.00 / - Shortly after the CapaC|ty peak the
Aver age Capadty DL/UL [Mtit/s]: 55.78 [ - Limited Connectivity DL/UL [%6]: 0.00 / - . .
Average 80th Percentile of € apacity DL/UL [Mbit/s]: 55.00 / - No Connectivity DL/UL [%]: 0.00 / - 2nd carrier has been SW|tChed Off
Maxi num Sustainable Capacity DL/UL [Mbit/s]: 64.30 [ - Average round-trip time [ms]: 64.00
Bl == ) again — see t3
R e e e— M===F S it e i f TCP load floor at 1Mbps shows
1[ """""""" = 100% full connectivity
i( - -
j- i I Results also available on map

‘.l ‘ l | . = True view of your network
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Network Performance Test — Evaluation

Evaluation:

+ Acceptable interpolation of the remaining network
data rate hla : SEjEElly . . .

FEEEI @ el o - Approximation of long term Capacity Test
+ Detection of coverage holes and limited

connectivity
+ Defined / configurable intrusiveness independent

of network technology (EDGE, HSPA, LTE, CA)
\ + No temperature or power consumption issues for
testing smartphone
+ Lower costs for SIM/data in testing competitors’

networks (benchmarking)
I

User 4

remaining data throughput

> Time

Measuring true network performance

with minimum impact on the network load and on the test UE (avoid heating etc.)
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Test Device Containment Module (TCM)

I Robust casing to protect the device
= Hinged top, single latch to release top
= Easily replaceable device for future upgrades
= Position of the device is upright as in a normal daily use case
1 Unique self-healing functions
= Automatically reboot the test device (as in the ASM)
1 Active thermal conditioning for a superior temperature control
= Thermal isolating foam
No air-exchange to ambient
Internal active circular airflow for active heating/cooling
Stable and optimal temperature inside the module (23-24C)
External temperature ranges (+45C to -40C)

Air-flow
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Influence of temperature on performance
Testing throughput on Android Smartphone

1 Testing latest Android Smartphone in a controlled (lab) environment
= Different Temperatures applied in a controlled, RF-shielded climate chamber
= Simulated Network (using R&S® CMW500)
= 2 aggregated carriers (Band 7, Band 3) with Max throughput = 127.552 Mbps per carrier

1 Results: 250

200 -

150

100 -
50 -
0_

1 Conclusions

218 m5°C
190 215°C
35°C

121 ——

Net Application Throughput / Mbps

= Stable temperature conditions needed for maximum results comparability
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Enterprise VolP deployment

1 Shared bandwidth usage across the WAN

New York PSTN Gateway

Chicago
Corporate LAN +-OC 48

Corporate WAN.
Infrastructure provided
by Verizon

New York Corporate
LAN

®
(&, %

A

O™ Access Router

IP PBX / SIP Server

g




IP trace and Layer 3 decoder

1 "IP trace" monitor displays header information from HTTP, FTP, TCP, DNS and ICMP packages
I QualiPoc updates the monitor in real time.

Idle (Swisscom / WCDMA) « |dle (Swisscom / WCDMA)
UARFCN PSC AS) RSCP AS1 [/l AV UARFCN psc AS1 RSCP AS1 Ec/lo v
10613 w0 [Boises INES 10613 s [Ieadm

Frame; timestamp = 20015-03-04 09:17:54,96
Frame: wire length = 100 byles
Frame: captured length = 100 bytes

i Q response

ime
; eemeen SLL - “Linux Cooked Capture® - offset=0

Standard query response CNAME X . Standard query response CNAME mobile-gtalk.l.
g S ectert packetType = 4 com; A 193.134.255.99; A193.134,255.119; A PV soogle.com; A64.233.166.188
(1o 192.168.3.143 > 82.220.1.20 haType = 1 193.124.255.114; A193.134.255.113; A 195.186.1.162 > 192.168.3.143
UL - 09:17-36.801 haLength = & 193.134.255.88; A 193.134.255.98; A DL - 09:1221 376
B address = 80-18 Tefa 7639 lss.m.zsn:;' A193.134.255.104; A
s - aL S re A ITY 193.134.255.108; A 193.134.255.94; A
W0 o2 2201 20 > 1921683143 type = 0x800 (2048) - 193,134.255.84; A 193.134.255.118; A Sancurd query aepoee CHAVE clniy Laccole
DL - 05:17.6,835 ) _ 193.134.255.103; A 193.134.255.93; A ons A
: sae Ipd - tipoversion 47 - offset=16 (0x10) lengt 193.134.255.109; A 193.134.255.123 195.186.1.162 > 192.168.3.143
] 195.186.1.162> 192.168.3.143 L
(X2 1921683143 » 2.220.0.20 \'ehrlsion 5 -;5 4= 20 bytes, o p Options) DL - 09:12:23.448 A
UL - 09:17:37 897 : en=5[5%4= 5, No Ip Options| Standard query response CNAME clients.Lgoogle.
: diffserv = 0x0 (0) 49854 > 80 [SYN] Seq=1064259604 Ack=0 com; A193.134.255.99; A193.134.255.119; A
echo reply ; 0000 00., = [0] code point: not set Wins] 4600 193.134.255.114; A193,134,255.113; A
(0101 52.220.1.20 > 192.168.3.143 : ... 0. = [0] ECH bit: not set 92:168.3,143 /19313425379 193.134.255.88; A 193.134.255.98; A
Ip:

. - o UL - 09:12:23.450 193.134.255.89; A 193.134.255.104; A
DL - 09:17:37.944 P ey ECEDIL natset lss.luzss.m; A193.134.255.94; A
Fre—— P ength = 84 80 > 49854 [SYN; ACK] Seqe1178958715 193.134.255.84; A193.134.255.118; A
neque: Ip: id = 0l (0) ! Ack=1064259605 Win=28960 193.134.255.103; A 193.134.255.93; A
192.168.3.143 > B2.220.1.20 I flags = 02 (2) 193.134.255.99 > 192.168.3.143 193.134.255.109; A 193.134.255.123
UL - 09:17:38.707 Ip: 0., = [0] reserved DL - 09:12-23 489 195.186,1.162 > 192.168.3.143
T ip: !‘} DFF'. do not{lraqmenl: sel DL - 09:12:23.448
- I 20 = [0] MF: mare fragments: not set GET /generate_204 HTTP/1.1
kg 62220.1.20 > 152.168.3.143 Ip: offset = 0 192.168.3.143 > 193.134.255.99
DL = 09:17:38.755 -5 1l = 64 [time 1o live] UL - 09:12:23.490
echo request I3 type = 1 [next: Internet Control Message]
e Ip:  checksum = 0x2282 (8834} [correct] HTTP/1.1204 No Content
N e ip: source = 192,168.3.142 19313425599 > 192,168 3.143
destination = 82.220.1.20 DL - 09:1223534
echo neply. 80 > 59346 [FIN; ACK] Seq»2651309990

B2.220.1.20 » 192.168.3.143
DL - 09:17:39.855

g snees lemp offset=36 (0x24) length=8 Ack=1614611349 Win=65

77.9570.166>192.168.3.143
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Real-time TCP statistics

(=) N A e0%U 1417
Rocordlng (1 TIM / WCOMA) NCM
o e WS
Custom monitor: s 2
1 TCP frames o RRR om0
n Test KPI last :::: 12: m'::‘ Ao #‘m
I TCP byteS D YmTCP::mos 11964
I TCP frames lost [ Msmnediate KEX
I TCP frame “out of order” 0 IPThptoL
1 TCP window full 0 1P ThptuL
= ’
Test TCP frames
Test TCP bytes
Test TCP frames lost
Test TCP frames 000
Test TCP window full
w
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Advanced Analysis Settings

1 "Log captured IP packet": advanced packet details in the IP Monitor

I Saving signaling messages

heasterinformationBlock :

MIB Value tag : [6d] &

PLMN Type : gsm_MAP

GSM-MAP ;

MCC MNC :

mee :

MCC:2

MCC:2

MCC:8

mng |

MNG:0

MNC:1

SIB and SB Reference List: 6

SIB and SB ltem ;

$IB and SB type : Scheduling Block 1
CelivalueTag : 3

SEG_COUNT 1

SIB_REP:128

SIB_POS ; [63d) 126 frames

SIB and SB ltem

518 and SB type : System Information Type 1
PLMH-ValueTag: 220
SEG_COUNT:1

SIB_REP : 32

SIB_POS : [2d] 4 frames

S8 and SB llem :

$1B and SB type : System Information Type 3

PP S

Save message as file

nationBlock 20141028_094451357.txt

Message details saved to /storage/
sdcardd/Qualipoc/Layer3 messages/RRC
BCCH BCH - MasterinformationBlock
20141028_094451357. txt

S8 ana SE Type T System Intermation 1ype s
CellValueTag - 4

SEG_COUNT: 3

REP 32

ROHDE&SCHWARZ

timestamp = 2018-02-07 14:02:52.814
wire length = 72 bytes

packetType = 4
haType =1
halength = 6
address = ec:9b:f3:21:ea:cc
type = 0x86DD (34525)

 weiaees 6 offset=16 (0x10) length=40

version = 6
trafficClass = 0
flowLabel = 0
length = 16
next = 58
hopLimit = 255
destination = FF02:0000:0000:0000:0000:0004
source = FE80:0000:0000:0000:EE9B:F3FF:

type = 133 [type]
code = 0 [code)
checksum = 58904

wreneen Payload offset=60 (0x3C) length=12

Enhanced network performance evaluation
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QualiPoc Android - Supported Test Cases

Test cases

* Video Streaming on YouTube, Netflix, DirecTVnow and Facebook Watch incl. Video-MOS

*  App service tests:
+ Dropbox (File up and download)
+ Facebook (Send post and picture, like post, delete post)
* Ookla Speed Test (Latency, UL and DL throughput)
* Line (Instant messaging)
* Line (VoIP incl. audio MOS using POLQA)
*  WhatsApp (Instant messaging)
*  WhatsApp (VolIP incl. audio MOS using POLQA)
« FCC Speed app (UDP Latency and Packet Loss / Speed test (GET and POST HTTP)
* Instagram (Send pictures and videos, post text and comments)

* Generic Video Test allows to test any video streaming or live TV service incl. video quality

* Video Telephony including audio and video quality

ROHDE&SCHWARZ Enhanced network performance evaluation 29



QualiPoc Android
Real-time TCP analysis

1 QualiPoc Android offers R
R,,f;f::;',? . (SUPI'(I:I;ISE ! LTES)RP RSRQ ~ H

= areal time analysis of the TCP stream during measurements o m osdsm M
= provides a TCP statistics for each executed test. d

] 52.357 Mbps
0.403 Mbps

= |Test TCP frames 4988

I TCP statistics and analysis are done always on data tests even without the 6210844
need for recording a PCARP file.

Test TCP window

1 The statistics include all data traffic from the smartphone during the test
time and might include some traffic not originated on QualiPoc

ROHDE&SCHWARZ Enhanced network performance evaluation 30



SIP: Message views comparison
Layer 3 SIP/IP messages

I ROMES4 software / Wireshark / QualiPoc

704 A

Signaling

100, 96. 0. 47
10.80.110.196
100, 96.0.47
10.50.112.198
10.80.112.198
10.80.110,196
100.96.0.47
10.80.112.198
10.80.112.108
bl

100.96.0.47

10, 80,110,196

100.96.0,47

10, 50,110,196
T

100.96.0,47
10, 80,310,196
100.96.0,47

100.96.0,47
10.80.112.198

eques! P

360 Status: 100 Trying |

72 8007 » terabase [ACK] Seqe13586 Ac
72 source port: 10844 Oestination p
72 Source port: 10844 Destiration p
068 status: 15} Session Progress |

72 8067 > tecabase [ACK) 5eq-1586 Ac
T2 PTAMR, SSRCeOXIM0226, SeGe60797,
72 PTaAMR,

72 PTeAME,

72 PTaAMR,

72 pTaR,

72 PTanMR,

72 PTenMR,




IP tracer results

-



IP Tracer TCP Checksum layer 3 view

TCP Statistics
Type Source Destnaton Down

TCP Statistics |

Tt Id: 3 (17179869 187)
Frame count: 1361

TCP bytes: 1169536
Frames lost: 5

Frames out of order: 13
Window full events:

Packet loss [%]:

Packets out of crder [3]: 1




NQDI - Network Quality Data Investigator

More than 200 KPIs available for service
and network performance reporting and trending

151229.014 4
131229.916 299,08 en i
o 000 Jen e
: — — -
ke~ e - : :
Troughpet
_— = Sy
161216076
4ceo
3200
2,000
Source =
%:12:16.063 10.158.237. 78
82.220.1.20 .
15:12:16.113 ».m.:s;n -
82.220. 1. =
00
ol
1512108




NQDI — Features

1 Skype VoIP and Messaging
Same as for WhatsApp or Line we support Skype measurements. NQDI analyzes the results
congruent to the other tests. With this the Network but also the different Apps providing the
service can be compared against each other in different networks and/or network conditions,
phones, configurations etc.
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Backup slides



Pcap: packet capture and analysis

Wireshark IO Graphs: 2017-03-02-11-25-19-0000-8872-8047-0004-S0101
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QualiPoc Android
Generic Video Streaming test

1 Define start- and stop- scripts, so no manual interaction is needed!

+ :
« Generic Video Test - ] Start SCFIpt

Generic Video Test echo Zcript started

P ¢ lear  cow. google.android. youtubeilg

Test duration (s)

120 S = am start -n com.google.android, youtubef . Urlictivity —-a andraid.intlent.action.VIEU RV L F]
(10-1500) —d "https://uww. youtube. com/ watch?v=1La40=5eaa0" N
Start script file source k echo Zcript was executediii@
Stop script file source .
G Stop script:
Duration (s) Cycles Pause (s) echo Script started E . .
. : 3 _ Test more efficient 4
am force-stop com.google.android. v
(0-14400) (0-999) (0-1800)
echo Script was executed
Test more sensitive A
Increase flexibility M
= B8 o
= A b 4




QualiPoc Android
Application Service Tests

App service tests supported on QualiPoc:

I FCC speed test: This speed test app includes UDP Latency and Packet Loss
as well as speed test (GET and POST HTTP)

1 Instagram: Supported actions Send pictures and videos, post text and comments. rj
Measured KPIs: Time taken to deliver a picture (post), Time taken to deliver a video @
(post), Time taken to deliver a post comment/text, Time taken to measure successful q
delivery of the post comment. J
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