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Recent years ...

Real World
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Types of Endpoints ... to apply ML
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Types of OS ... to apply ML

=. Microsoft l/_ MacOS Linux




Locations of endpoints ... to apply ML

Physical VDI Cloud
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Preventing the attacks from ...

MALicious Files
MALicious Activities

- wWith File-based Attack
File-less Attack




Found ...
Already Lots of multi-layered technologies

* Signature T

* Heuristics Usually preventing for Known MALxx
« URL Blacklists l

* Behavior Analysis

* Reputation Monitoring I

* Anti-Exploit Usually preventing for Un-known MALxx

* (loud-5Sandbox
T_-IVTa_c-h?l;e-I?;arning




Let’s have a look at ML ...
Gap and Not easy to apply ML for endpoints

Most No many Customers
Security Vendors to apply

gap

were saying ... ;
Machine Learning Machine Learning

Vendor User
perspective perspective



Why ...

gap




Asked... what would you like to expect ?

Machine Learnging

Ransomware Virus Downloader Dropper
regardless of
Backdoor Exploit Rootkit Trojan
known & unknwon,
Worm Bot Redirector Crack
Make
Key Scr Gam

o prevention rate
= I = = Higher
than before.
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Asked ... what is the obstacles ?
(A-1) Don’t know where ML will be applied

Network Send data Math Model

Traffic & Is
Analysis get 10C at endpoints




Asked ... what is the obstacles ?

(A-2) Don’t know difference of each ML
Don’t know the mature level of ML

# of Data # of Vectors Math-model
For Learning ] Foridentifying By whom?

VEWYETLS




Asked ... what is the obstacles ?
(A-3) Don’t know on how ML exactly works

Learning > Vectors - Math Model - “Scoring// Prediction”

DOS Header

NT Header

File Header

Section Headers
Export Directory
Import Directory
Resource Directory
Relocation Directory
Debug Directory
Packer Used
Compiler Type
Compiler Language
File size

PE size

Image section headers
Image imports
Functions called
Kernel hooks

Image Paths

Image Resource Directory

Bitmaps
lcons
Strings
RCData
lcon Groups
Version Info

33596333338
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rdx,[rsp+258h]
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(9910192839]
(2201920391)
(8819102999]
=[5778492200]
=[0001928311]

=[7564778203)

13

SCORE is




Then ... What “Score” should be prevented

Score Score
e
1 100
107? 307 507? 907
Too Difficult.

Vendor says “It’s the end-user’s role”



End user should ...

Prevent Nobody knows  Attacker
from what score? applied

Sc;:re » _




Then... What the result is.

“Scoring // Prediction” means ...

“It looks like malware”
« Real malware ?
User  Exactinformation of malware ?

perspective “It can be ...”

* False Positive ?
 False Negative ?
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ML Technology is focusing on ...

- 11 )
Increasing Accurac_:y Rate We know,
» for lower false positive

» for lower false negative -

Really
Important

But, with the user perspective,
o still "It looks like malware”
* because of “Scoring / Prediction” technologies
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To apply ML ... to real world,
SHOULD apply NEW PROCESS

Prevention Fist

Review &
mrom » Investigation

Final

» Decision
\_ Prodeuct, _’ \— By J

"End User” or “Managedservice”

“Score 1”

Technology
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Requirement - Prevention First

Accuracy

Prevention Fist * Lower false p03|tlye

« Lower false negative

From
“Score 1” More evidence for scoring
. « Static analysis
\_ pmd"uct, _’ * Dynamic analysis
Technology « |1OC

* Threat intelligence
 Classification / Category
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Requirement — Review, Final Decision

Review & |
Investigation Need Experts or Services

Final « Dedicated IR (Incident Response)
Review |  Review all “scored files”

\. EndBL‘llser, _’

Managed Service
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Summary — user’s perspective

* |Ina cyber security, ML is NOT ”AlphaGo/ Alpha Zero”

ML needs a new process to apply

Endpoint * ML assits Experts, need Experts & co-work with Experts
ol © Doesntthink ML is the normal policy-based product

I laiva °  Scoring” by ML should be treated as “Incident”

so, Incident should be reviewed & investigated

LU - Need more I0C integration
ML * Need more threat intelligence integration

« More accurate math-model for responding new threat

« Next step for endpoint security is “Unsupervised” ML & DL




Thank You



