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Computer Malware 



Mobile Internet Malware 



Connected Intelligent Devices Malware 



Emergency Response Plan for Internet Security Incidents 

• Scope: 

− pernicious procedural incidents 

− cyber attacks 

− information destruction 

− equipment failure 

− disastrous events 

− … 

  

• Extremely serious internet 
security events 

  

• Serious internet security 
events 

• Relatively serious internet 
security events 

• General computer security 
events  

• Four Scales: 



Emergency Response Process 

Emergency  Response 

Four scales:  extremely serious, serious, relatively serious and general 
computer security events. 

Early Warning 

Four Scales: red, orange, yellow and blue 

Detection 

apply a variety of ways to detect the latest vulnerabilities, viruses, network 
attacks and other network security risks 



2017 5/12 20:20, WannaCry was found 
to be on a large scale, and the 
emergency response level was upgraded 
to “extremely serious” response scale. 

2017 5/13 CNCERT coordinates 
domestic main network security 
enterprises (An Tian, 360) to 
analyze the samples 

2017 5/14 15:00，CNCERT 
releases emergency response 
manuals and ransomware 
spread is under control. 

2017 5/13 jointly work on defense 
tools against WannaCry 

2017/5/13 Publish the official 
announcement about Wannacry. 

2017/5/14 CNCERT Continue to monitor 
“Wannacry”, especially new attack 
methods and malicious samples 

Emergency Response Process of “Wannacry” 

Phase I Phase II Phase III Phase IV Phase V 
 

Phase VI 



APCERT Data Exchanger (ADE) 

APCERT DataExchanger (ADE) - an information sharing platform . 
(https://dataexchanger.apcert.org). 
28 teams has registered. 23 teams are using it. 
Share 8K+ cyber threat information in past year. 
hosts infected by Conficker 
hosts infected by Nitol 
malicious URLs 

 
 



Mail list 
APCERT liaison  partner (US-CERT) shared by mailing 

list (apcert-liaison@apcert.org) 

– 100+ emails, including reports about Trojans, Botnets, 
Vulnerability, Phishing, Ransomware, Spam, and etc. 

 

Mail List 

mailto:apcert-liaison@apcert.org
mailto:apcert-liaison@apcert.org
mailto:apcert-liaison@apcert.org


MyCERT operates the APCERT wiki (https://wiki.apcert.org). 

TWNCERT shared the video and documents of APCERT  

online training. 

Wiki 

https://wiki.apcert.org/


28 teams registered and login the platform 

23 teams uploaded their PGP Key and used the platform 
 

AusCERT BDCERT BruCERT CCERT CERT Australia CERT-In 

CNCERT EC-CERT GovCERT.HK HKCERT ID-CERT ID-SIRTII/CC 

JPCERT/CC 
 

KrCERT/CC LaoCERT mmCERT MNCERT/CC MOCERT 

MonCERT MyCERT NCSC SingCERT Sri Lanka CERT|CC TechCERT 

ThaiCERT TWCERT TWNCERT VNCERT 

ADE Users 



22K+ information shared from Nov 2012 to Sep 2016, including 

botnets, malicious URLs and vulnerabilities. 
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Information Exchange(cont.) 



Organizations Received information Organizations Received  
information 

BDCERT 373 MNCERT/CC 337 

BruCERT 292 MOCERT 372 

CERT Australia 409 MyCERT 409 

HKCERT 418 SingCERT 395 

JPCERT/CC 
419 

Sri Lanka CERT|CC 
380 

KrCERT/CC 414 ThaiCERT 409 

LaoCERT 341 TWNCERT 409 

mmCERT 318 VNCERT 409 

• In Jan-Sep 2016 , the amount of  received information for each users. 

 

Information Exchange 



Monthly login times from Nov 2012 to Sep 2016. 
 
 
 
 
 
 
 
 
 
If the team use API to download the information directly, it 
cannot be count  into the login times 
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User Activity 



Example of Information Shared by CNCERT/CC - Nitol  

 
 
 
 
 
http://blogs.technet.com/b/microsoft_blog/archive/2012/09/13/microsoft-disrupts-the-emerging-nitol-botnet-
being-spread-through-an-unsecure-supply-chain.aspx 
 

Found by Microsoft from some counterfeit versions of Windows OS 
and announced on Sep. 2012 

More than 560 different types of malware hosted on more than 
70,000 domains with the potential for targeting millions of hosts 



Nitol – Malicious domains handling 

The 3322.org domain is used as the C&C 
infrastructure for controlling Nitol. 

Microsoft had taken over the control of  
3322.org domain.  

CNCERT  helped BitComm and Microsoft to 
reach a settlement. 

The malicious domains were  redirected to 
sinkhole  managed by CNCERT. 
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Thank you for your attention ! 


