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Two questions: Why?

* Money
* Harm the company
* Hide evidence




Two questions: How?

* Exploit kits

* Spam campaigns

* Social engineering
* Targeted attacks

* Human factor




Human factor




Targeting companies
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A common scenario

Exploits to compromise infrastructure

RDP brute-force attacks for unprotected
servers

Mimikatz to obtain necessary privileges

PsExec for spreading through the
network




Four ransomware families

* SynAck

* Purgen

* LockCrypt
* \Velso




vnAck ransomware

e Known attack vector: RDP brute-force
* Targets: USA, Germany, Kuwait, Iran

E ==READ==THIS==PLEASE==ED2BEEBY.txt - Motepad

File Edit Format WView Help

SynhAck FES
(Files Encryption Software)

Dear client, we apoligize for inconvinience with your files.

So we make a business offer to order file recovery service from us.

We do not extort money, files restore is an optional service.

Also we will do auditing of your network FOR FREE if you order file recovery service.

Some details about SynAck FES:

This software uses ecies-secpl92rl algorithm to create unique pair of private and public keys for the session.

Each file is encrypted with random key using aes-ecb-256 algorithm.

We strongly recommend you not to use third-party decryptors because they can damage your files.

But if you want to try to restore your files by yourself, make sure you have made backup copies of encrypted files.

And please do not remove files with text notes, because they contain important information required for file restoring.
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SynAck ransomware: obfuscation

BaBpdaeoBeALYe3ADA
faBoBRaveaLA3AD
BEaBBaR0eAALYB3AD2
fe0BOoBoBoaYBIADY
fe0BOBoBoBLBIADG
fafaaaoRna4BIADE
AaBda00BBALYB3NENR
BAB0A00BBALYB3NET
BEB0E0000ALYB3AED
BEBBA000AALYB3NEE
08000000004 BIAFS
0800000004 BIAFE
fefBoBoBoBYBIAFE
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push FCX
push rdx
push r8

ush ()

[ push BFFFFFFFFB??BBEH1h]

push 2F3992A4h
lea Fax, loc_415149+3
add rax, BBCF4h
push Fax
lea rax, unk_428833
add rax, 610h

push rax

lea rax, cs:BFFFFFFFFAG215552h
add rFax, SATEE12Eh
(call Fax ; SUD_HBEﬁBﬂ}
pop r9

pop ri

pop rdx

1] FCx

push rax

retn




SynAck ransomware:
Doppelganging technique

LODWORD(uvZ1) a;
LODWORD(uw17) a;
u29 = CreateTransaction{@i6h, Oi6h, 8i64, Bi6n, vi7, vZ1, Bi64);
if { vz )
{
LODWORD(uvZ2) a;
LODWORD{vi8}) 3;
v26 = ({off_L4B1BDA + 2644214))(String, OxCOOOOOOGi6L, 1i6h, 8i64, vi®, v2Z, @i64, v20, Bio64, Bi6L);// 0x401b90 - CreateFileTransactedW
if ( vZ26 t= -1 )
{
if ({off_4018DR - 308589321))(v26, hHeap, vid, &uih, Bidh4) )//F Ox481890 - WriteFile
{

if { nHeap )
Free_@8{hHeap);
hHeap = Bidk;

u33 = Bi6k;
LODWORD(v23) = Bx1808080;
LODWORD(v19) = 2;
if ( ((off_4BL303 + 2246834)){&v36, 983071i64, Aiek, Bick, viD, v23, u26) >= B )/F/ Bx4B42ch - HtCreateSection
{
vl = {({off_4B23DA - 430949376))();// Bx482390 - GetCurrentProcess

ul6 off_L4BL42B3 - 1483169668 ;

u2h = ulh;

LOBYTE{uZ0) = A;

if ( ((off_4B42B3 - 1483169668))(&v27, Bx1P080BAAL6N, Bi64, v10) >= B8 )// HiCreateProcessEx
{

ush = B8;
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SynAck ransomware

* Language check
* Directory validation
* Clearing event logs




Purgen ransomware

* Known since 2016
* About five ‘major’ modifications
e Several hundred ‘minor’ modifications

e Known attack vector: RDP brute-force,
spam campaign




Purgen ransomware

Q22017 -Q2 2018
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1 200 400 600 800 1.000 1.200 1.400 1.600 22.000




The structure of a cybercriminal group




LockCrypt

e About four modifications
e Known attack vector: RDP brute-force

* Targets: Germany, China, lran, France,
India, Russia, Brazil, USA.




LockCrypt
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int stdeall ProcessBuf (int *buf, unsigned int bufLen)

{

unsigned int v2; /] ecx
int dwKey; J/ edx

int v6; /) =ax

int result; [/ eax

w2 = bufLen >> 2;

dwﬁez =g dHKEE;

do

i
wh = *huf;
++buf;
result = _RDRd_ (dwKey * _b]rteswap_ulnng (va), 3):
W
++buf ;
dwKey = ROL4 (dwkey, 3);

——1}';—
1
while { 2 )
return result;




LockCrypt

Tlunsigned _ int32 _ stdecall ProcessBuf (DRORD *IpBuf, unsigned int bufsize)
21{

3 _(',/ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
: s R

6| dwEkeyPtr = LP KEX;

7 keyEndPtr = (Int *) ( (char *)LP KEY + RECVD KEY LEN) ;
5 - _ __

9 {
10 *1pBuf *= *dwKeyPtr;
11 lpBuf = (DWORD *) ( (char *)1pBuf + 2);
12 1pBuf = (DWORD *) ((char *)lpBuf + 2);
13 +rdwKeyPtr;
14 if ( dwKeyPtr =— keyEndPtr )
15 dwKeyPtr = LP KEX;
16 — T -
17 }
18| while ( +2 ) ;
19| w7 = bufsize >> 2;
20| dwKeyPtr = LP KEX;
21 keyEndPtr = (Int *) ( (char *]LP_KE‘.[ + REGVD_KE‘.E_I.EN];
22| w10 = lpBuf;
23| wll = lpBuf;
24
2
2 wl2 = *v10;
2 +vl10;
2 result = _b]rteswap_ulong (*dwEKeyPtr * _RDL4_ (v1z2, 5));
2 *yll = result;
3 +Hvll
3 ++dwReyPtr;
3 if ( dwKeyPtr — keyEndPtr )
3 dwReyPtr = LP REX;
3 ——vT; -
35
36
37 return re=sult;
38}




LockCrypt

lunsigned int RandFunction()
21

2| DWORD =eed; [/ =ax

4

:

6 rUEETTACT

7

8 zeed = GetTickCount () ;

9 g userldCrc = =seed;
10 ¥
11 g userldCre = 0x41A7 * (z==d % 0x1F31D) - 0xBl4 * (=s==d J 0x1F31D) :
12| return g userldCre % O0x64u;
1320}

E Restore Files. TxT - Notepad

File Edit Format Yiew Help

Your ID 12TzYPL3PYF4UHGT
A11 vour tiles have been encrypted due to

If you want to restore them, write us to
Write this ID in the title of your messag

- - - % A [ -




LockCrypt

CryptiAcquireContexth (&phProv, 0, 0, PROV RSA FULL, CRYPT DELETEKEYSET) ;
if ( !'CrypthcquireContexth (&-hProv, 0, 0, PROV RSA FULL, CRYPT VERIFYCONTEXT) )
CryptlAcoquireContexth ( o o N
&phProwv,
O.r
"Microsocft Enhanced Cryptographic Provider wl.0",
PROV RSA FULL,
CRYPT VERIFYCONTEYXT) :

4Ciypt1mpnrtﬁeytphPrnv, &g rsaKeyPub, 0x114u, 0, 0, &hRsakey);
CryptAcquireContexthA (&hFProv, 0, 0, PROV RSA AES, CRYPI_HERIFYCDNTEKT];
CryptGenKey (hProv, CALG AES_?EE, CRYPT EXPORTABLE, &Ehhe=sKey) ;

exportedfAsesReyBlobLen = 44;

exportedfiesReyBlobLen = 44;

B

CryptExportRey (hfiesKey, 0, PLAINTEXTEEYBLOB, 0, sexportedfiesKeyBlobk, &exportedissKeyBlobLen)

J

‘SryptEnurypt{hRsaKey, 0, 1, 0, exportedfesKeyBloh, &kexportedfesKeyBlobLen, 256u) ;
ryptlestroyhey =3




Velso ransomware

* Only possible attack vector: RDP
brute-force

* Targets: Brazil, France, Australia,
Italy, Canada, Germany, Russian
Federation, United States




Velso ransomware

assRey = malloc (32u)
uzerld = malloc (40u)
vl3d = -1;
CryptGenRandom (ae=Fey, 32u) ;
Chl S O fala (= N-AREf= L = E.'I'Id,- 40];
vl3d = 1;
w3 = PrintToConsole (&off ACCHB0D, userldCoded, userldCodedLen) ;
sub 486680 (v, *D ¢
BasgﬁdEnuDdﬂ{Eaesﬁeyﬂuded, aesRey, 32);
w13 = 2;
v5 = PrintToConsocle (&off 4CCBB0, asesKeyCoded, aesKeyCodedLen) ;
sub fB66ROCC, O .. A R - - 8@-VPF
if'f aesReyCoded '= &v24 )

j free (assKeyCoded) ;
szﬁzém{“Eause“ H
w13 = 1;
w7 = GetConsocleWindow () ;
ShowWindow (+7, 0);
Aﬂssetﬁﬂf_pfaesﬁey; 256, &Eas=Ctx) ;
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1ihndqzU+NFLf1YLWoodkmdzWO/LPghay /44eB02QqzUcrx18IHW2nA==
FOAuA]ZrLKs JbTlAVIIBPhealb I bL el smngliNppHod=
Press any key to continue . . .

get_my_files - Notepad e =™
File Edit Format Wiew Help

Hello. If you ' ' —m3
yYour userkey:fihndgzu+NFLTIYLWoodkmdzwo,/LPgaay,/44elo02Qqzucr X BIHWZnA==

onmail.com




A ransomware attack

e Attack vector: unknown

* Target: German company

[ Cerber Ransomware

€& - C QA HOW_TO_RESTORE_YOUR_DATA.html %

3

CERBER RANSOMWARE DECRYPTOR

Your document, photos, databases and other important files have been
encrypted!

To decrypt your files you need to buy the special software - Cerber Decryptor

All transactions should be performed via Bitcoin network only.

@
\( =3



A ransomware attack

Mame Type Mame Type

D IMG 000.jpg|cerber CEREER File D hWTOZ3fEycerber CERBER File
D IMG 001.jpg|cerber CEREER File D 3PEn36GTxCcerber CERBER File
D IMG 002.jpglcerber CERBER. File D o00Dg5yo].cerbe CEREER File
Mame Type Mame Type

D Zfq7z4YTkB kerber? CERBERZ File awvBEYMagzf.cerber CERBERS File
D zGFf 3Imwo%Y.cerber? CERBERZ File ACIAUCUT R cerber CERBERS3 File
[ CERBERZ File 61L2bUZIEyjcerber3d CEREER3 File




A ransomware attack

PE: protector: Enigma Virtual Box(-)[-] PE: library: .NET(v4.8.30319)[-]
PE: linker: Microsoft Linker(11.@)[EXE32] PE: linker: Microsoft Linker(11.0)[EXE32]
Entropy: 6.10413 Entropy: 5.25715

_CorExeMain

HJ JtHn-4r~u
Ldkhidden—tear&mbj




CerberTear

ProcessDir( location, password)

folderPath = : ({ .SpecialFolder.
path = "HOW TO RESTORE_YOUR_DATA.html";

sourceFileName = : (folderPath, path);

[] source = []

" max'

L 11 L | ] - ] 1] e 1] 1] - . 1E
, .gif", ".png", ".bmp", ".3dm",
".java",
".eps”,

".jpg”, ".JIPEG", ".IPG", ".jpeg”,

P | el " " Y " " | 1L — " " L c » " " " — — " 1L = 1L mw o | "
.slot™, ".dwg", ".dxf", ".c", ". i .h", ".php", “.asp", ".rb",
".indl™, “.dindt", ".indb™, ".inx", ".idml" "Loxgx", ".xgx", ".ai",

[] files = : {location);
[]1 directories = . {location);
i=8; i< files. 3 i++)

extension = : (files[i]);
{source. (extension))

password2 = .GeneratePassword(15);
ocessFile(files[i], password2);




CerberTear

length)

= StringBuilder();

Builder stringBuilder =
random = Random();

(@ < length--)
' 1234 3* 1 =R?&/" [ random. Next




CerberTear

password)

[] plaintext bytes : (file);
| | pass_array = .bethytes (password ) ;

pass_array =

SHA256. () .ComputeHash({pass array);

[] ciphertext_bytes .AES _Encrypt(plaintext bytes, pass array);
(t1le, ciphertext bytes);
(file, file + '




CerberTear




Kaspersky RannohDecryptor

Trojan-Ransom.Win32.Rannoh decryptor tool

Ready to scan

This utility is designed to decrypt files encrypted
Trojan-Ransom.Win32.Rannoh, Trojan-Ransom.
Trojan-Ransom.Win32.Cryakl (early variants).

Utility tries to calculate the decryption key auto

You need to find the original copy of at least ong

encrypted files will be found and decrypted auto

Please, save all opened documents before scan.

% change parameters

b Start scan

About Full protection against malware

CerberTear

P& Scan results

Scan results

Event | Object

Decrypted e - 211 dec 2017.doc.cerber
Decrypted trooant-o- o oz AIMG 000.jpag.cerber
Decrypted trooant oo ozAAIMG 002.jpa.cerber
Decrypted teoant oo- o ozAAIMG 023.pg.cerber

Decrypted trmeant oo ozA\Sw Of ds.doce.cerber

[[] Show information messages




Advice

e Backups
* Have strong passwords for RDP access
* Keep software up to date

e Security solution with a behavioral
detection component

* Do not pay the ransom







