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Two questions: Why?

•Money

•Harm the company

•Hide evidence



Two questions: How?

• Exploit kits

• Spam campaigns

• Social engineering

• Targeted attacks

• Human factor



Human factor



Targeting companies



A common scenario

• Exploits to compromise infrastructure

• RDP brute-force attacks for unprotected 
servers

• Mimikatz to obtain necessary privileges

• PsExec for spreading through the 
network



Four ransomware families

• SynAck

• Purgen

• LockCrypt

• Velso



SynAck ransomware

• Known attack vector: RDP brute-force

• Targets: USA, Germany, Kuwait, Iran



SynAck ransomware: obfuscation



SynAck ransomware: 
Doppelgänging technique



SynAck ransomware

• Language check

• Directory validation

• Clearing event logs



Purgen ransomware

• Known since 2016

• About five ‘major’ modifications

• Several hundred ‘minor’ modifications

• Known attack vector: RDP brute-force, 
spam campaign



Purgen ransomware



The structure of a cybercriminal group



LockCrypt

• About four modifications

• Known attack vector: RDP brute-force

• Targets: Germany, China, Iran, France, 
India, Russia, Brazil, USA.



LockCrypt



LockCrypt



LockCrypt



LockCrypt



Velso ransomware

• Only possible attack vector: RDP 
brute-force

• Targets: Brazil, France, Australia, 
Italy, Canada, Germany, Russian 
Federation, United States



Velso ransomware



Velso ransomware



A ransomware attack
• Attack vector: unknown

• Target: German company



A ransomware attack



A ransomware attack



CerberTear



CerberTear



CerberTear



CerberTear



CerberTear



Advice

• Backups

• Have strong passwords for RDP access

• Keep software up to date

• Security solution with a behavioral 
detection component

• Do not pay the ransom




