
Responding to the Counterfeit Challenge: 
Lessons Learnt To Date



Introduction

• International non-profit association of telecommunications 
equipment manufacturers with an interest in mobile or 
wireless communications.







Colombia Case Study

• Government strategy to combat the use of stolen, counterfeit 
and substandard mobile phones.

• The implementation phases:

• The MWF requested access to some of the IMEI’s that had 
been blocked for analysis.

• Resulting in 6.7m IMEI’s covering 20 month period.
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Colombia Case Study

• Data Collection: Nationwide
• Data Period: January 2016 to August 2017
• Fields included: 

– IMEI
– Reasons for Blocking
– Date Blocked

• Total number of blocked IMEI’s analyzed: 6.7m
• Definitions:

– Allocated: The IMEI is formed from a GSMA allocated TAC.
– Invalid: Includes not matched in GSMA database, malformed, 

designated as a test TAC.
– TAC Aged: An IMEI with a TAC older than the average lifespan of a 

device (6yrs). These IMEI’s may represent the original device or 
may include devices designed to deceive. 



Breakdown of Blocked IMEI’s

Jan	2016	– Aug	2017	

5,103,014
76%

Allocated

1,604,856
24%
Invalid



82% 

18%
Invalid

With	the	3	month	blocking	period	for	
invalid	IMEI’s	reduced	to	48	hours		-
this	percentage	should	further	
decrease.

Invalid IMEI’s Are Decreasing

More	recent	data	has	shown	that	
invalid	IMEI’s	have	fallen	to	around	18%
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Invalid vs Allocated IMEI’s by Month
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Looking at Blocked IMEI’s (Allocated)



Distribution of Allocated TACs
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Age Distribution of TACs
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Age Distribution of TACs
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Age Distribution of TACs – May 2017
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Age Distribution of TACs – May 2017

0

20000

40000

60000

80000

100000

120000

1 3 5 7 9 11 13 15 17 19 21 23

149,000	TACs	>	6	years	old



Age Distribution of TACs – May 2017
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Age Distribution of TACs – May ‘16 vs ‘17
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Colombia Case Study

• Some observations based on the data:
– The prevalence of ‘Invalid’ IMEI’s suggests reprograming 

• Significant percentage and number of all devices blocked
• Reducing grace period (48Hrs) – likely to defeat reprogramming

– ‘Aged TAC’s’ also appeared to be on the rise throughout 
the period.
• When a device becomes TAC ‘Aged’ is subjective
• But also questionable whether such numbers of old devices still 

in operation. 
– One question remains as to whether some of the devices 

were programmed with ‘Invalid’ or ‘Aged TAC’s’ as a way 
to try to get around the system.
• However they ultimately failed - which is very positive for the 

blocking scheme.



Conclusions

• The Colombian experience shows that a national blocking 
system can be very effective.
– 6.7m IMEI’s in 20 months  (17m from May 2013).
– 24% IMEI’s outright ‘invalid’
– 76% IMEI’s evaded homologation or registration

• Shows the extent to which there is a very organized effort to:
– defraud governments and manufacturers, 
– circumvent controls
– deceive consumers and 
– negatively impact operators.

• As a result - we encourage Governments to adopt similar 
schemes
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