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SAP Blockchain Co-Innovation Program 
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Blockchain in the Enterprise 

Global IMEI Storage and Services Use Case 
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SAP’s point of view: Blockchain Is….

Technology Business 

processes 

New networked-based 

business models 
+ +
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How to identify Blockchain Use Cases?

The need to 

share data
Multiple writers Absence of trust Disintermediation

Transaction based

interaction



7PUBLIC© 2018 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

Global IMEI Storage and Services High Level Architecture 
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Deutsche Telekom Global IMEI Storage 

and Services Use Case
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IDG Research:

 68% of phone theft victims are willing to 

put themselves in some amount of danger 

to retrieve a stolen device

 10% report loss of confidential company 

data

 9% had their identity stolen

Studies estimate that by now, 1 in 10 

smartphone owners in the US have 

been victims of phone theft in one form 

or another

Mobile devices and the personal 

information stored on them are 

consistently among the highest priority 

targets for thieves throughout the world

Mobile Device Theft On A Global Scale
Each year, global mobile device thefts number in the millions

Source: Lookout, Inc. (2014) – Phone Theft in America
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Current Solution for Combating Device Theft

Update of IMEI Status

IMEI check during the session 

(high signalling load) or at location 

update etc.

IMEI‘

s
Black, 

white or 

grey list

IMEI = International Mobile Equipment 

Identity

EIR = Equipment Identity Register

PLMN = public land mobile network

Common EIR
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Benefits of IMEI Blacklisting

Reducing Phone 

Theft

Drying Out The 

Black Market

Securing Personal 

Information

Combating Identity 

And Insurance Fraud
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Blockchain Technology for Global IMEI Storage and 

Services

Synchronized data sharing 

between participants

Administrative functionality 

for all members

Transparency and mutually 

assured trust

Efficiency gains through 

break down data silos

Consistent and reliable 

transactional infrastructure

Blockchain-Based 

IMEI Blacklist
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Blockchain-based IMEI Blacklist 

available to all participants

 Shared reality through the use of a 

distributed database

 Transparent and reliable transactions 

between participants

 Stream-lined and scalable blacklisting 

process

Deutsche Telekom High Level Use Case

Distributed Blockchain

Storage

Hardware Vendors TelCo Service Providers Public Viewers (e.g. End-
Customers, Public Services)

Enterprise Customers

SAP CRM
Telecommunication 

Infrastructure
SAP Asset Management

SAP Blockchain as a 

Service Node

On-Premise Node 

(e.g. with Proprietary 

Middlware)
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(e.g. Camelot Hypertrust 
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SAP Blockchain

as a Service Node

Internet Browser

RCheck validity of

IMEI

R
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Registered IMEI Devices

Logic for 
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Running in TEE

Blocking feature as part

of mobile device core



Camelot ITLab Demo



Questions & Answers
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Using the Global IMEI Storage Blockchain to 

verify the prior supply chains during the sales 

process

Ensuring the integrity of any purchase 

conducted within the Telekom Stores

Customer
Telco Service 

Provider
Blockchain Storage 

and Chaincode

Enter Shop

Buy Phone 

with Contract

Check 

Customer

Check and/or

Register Device

Check IMEI

on Storage
Not yet

registered

Check validityRegister
Stolen or 
otherwise 
invalid IMEIValid IMEI

Return OK Return ERRReturn OK

Problem

Device 

Provided and 

Registered

Don t Provide

Device

Provide 

Device

Already
registered

No problem

Deutsche Telekom Use Case Example Sales Process
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IMEI Device Telco Service 
Provider

Blockchain Storage 
and Chaincode

Boot

IMEI Check

during BOOT

Check validity Stolen or 
otherwise 
invalid IMEI

Valid IMEI

Return OK Return ERR

OK ERR

Stop BOOTFinish BOOT

Initialize 

GSM Call

Handle IMEI

Check

Check validity
Stolen or 
otherwise 
invalid IMEI

Valid IMEI

Return OK Return ERR

OK
ERR

Stop CallManage Call

Talk

Using the Global IMEI Storage Blockchain to 

block compromised devices from accessing 

network functionalities of participating MNO’s

Effectively allowing the targeted deactivation of 

primary device functionalities

Deutsche Telekom Use Case Example Network Services


