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Trust Standardization in SG13

* ITU-T CG-Trust under Q16/13

e Three Recommendations on Trust

— Y.3051 (Y.trusted-env): The basic principles of trusted
environment in ICT infrastructure

— Y.3052 (Y.trust-provision): Overview of trust
provisioning in ICT infrastructures and services

— Y.3053 (Y.trustnet-fw): Framework of trustworthy
networking with trust-centric network domains

e Other on going draft recommendations
— Y.trustworthy-media, Y.trust-index, etc.




What is Trust?

|
Trust of a party A to a party B for a given task S is the

measurable belief of A in that B accomplishes S dependably—
for a specified period P within a particular trust context T (in
relation to the task‘S)

Trust is relative to a specific task (a service). Different trust relationships appear in different business contexts }—
I

— The measurement may be absolute (e.g. probability) or relative (e.g. Level of Trust) |
|

This period may be in the past (history), the duration of the service (from now and until
end of service), future (a scheduled or forecasted critical time slot), or always

Dependability is deliberately understood broadly to include
availability, reliability, safety, confidentiality, integrity and serviceability
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Roadmap for Trust Standardization
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Trustworthy networking

* ITU-TY.3053 (Y.trustnet-fw)

— “Framework of trustworthy networking with trust-
centric network domains”

* Scope
— A conceptual model of trustworthy networking and
trust-centric network domains;
— High-level and functional requirements;
— A functional architecture;

— Scalability of trust-centric network domains.




A conceptual model of trustworthy
networking

Network element

Trustor

Trust Propensity

Network element

Trustee

Trustworthiness

Risk Taking in
Relationships

.
.
o*

Outcomes

Trust Index for network
element

N Network

scoumaiey |

- Identification -
- ~

Trustor

o ¥ )

= == == == == Trust evaluation = == == = p

D A

Trustworthy communication

L |

Trustee

- Network element in trustworthy networking




Trust-centric network domains
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Networking scenario between the
trust-centric network domains
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Expanding the trust-centric network
domains

VA : Network element
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A functional architecture of
trustworthy networking

‘ Applications and Services ‘
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APCS: Accessing/Peering Control Support, DMM: Domain Membership Management, DPM: Domain Policy Management,
DTP: Data Transport and Processing, ILMS: ID-locator Mapping Support, IRS: ID-based Routing Support
TILM: Trust Information Lifecycle Management, TLV: Trust Level Validation, TVS: Trust Verification Support




Technical considerations for 5G

* Network virtualization/slicing

— A network operator might opt to run parts of its
network functions and applications

— A slicing approach to provide each different
service with a unique logical network slice

e Different business models

— Minimizing latency and increasing reliability
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5G slicing architecture
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5G Use cases requiring low latency
and/or high reliability
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Conclusion

Trust considerations as an important item for standardization

ITU Publications - Flipbook
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https://www.itu.int/en/publications/Documents/t
sb/2017-Trust-in-ICT-2017/mobile/index.html#p=1

/



https://www.itu.int/en/publications/Documents/tsb/2017-Trust-in-ICT-2017/mobile/index.html#p=1




