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Three Domains: Automotive, Aeronautics, Railw

INFSESUT DE RECHERCHE
TOLOGIQUE
F=
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;R z| i _%ﬂ
New functions Privacy protection
- Driving: assistance, automation, cooperative decisions - Privacy regulation compliance
- Concierge service, diagnosis, remote update / repair, e-call - Privacy-by-design and citizen empowerment

- Internet connectivity and on-board services

New security threats

- Drastic increase in attack surfaces o
- Direct impact on safety Newresponsibilities and

- Complexity of preparation of the attacks but simplicity of their regulatory constraints

execution, knowledge accessibility
- Cybercrime in organized crime and terrorism
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Cvybersecurity of Intelligent Transports (C
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INSTITUT DE RECHERCHE HSR Gateway Train
TECHNOLOGIQUE Bus

Vehicle Bus

High-speed backbone \

Network gateways

Vehicle HSR Nodes

HSE Red
hox
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box

All devices are based
on HSR/FRF

Dedicated networks Vehicle Bus e

)
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Courtesy soc-e.com
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INSTITUT DE RECHERCHE
TECHNOLOGIQUE

Network gateways

High-speed backbone

Dedicated networks
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Current transport architecture

I INSTITUT DE RECHERCHE
TECHNOLOGIQUE
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S ok X% Current transport architecture
qSte m Distinct businesses but similar system elements

INSTITUT DE RECHERCHE
C_ 1
%, B

TECHNOLOGIQUE

Avionic& Flight systems Core Vehicle Services [ . ¢/ aAdIyl{tAy3IZ
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Similar attacks for all domains

Lessons learned
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S X d Security need analysi
LISte m Main perception means

INSTITUT DE RECHERCHE
TECHNOLOGIQUE

= 2011¢/ L 'draree hijackedby Iran
¢ Lockheed Martin RQ70Sentinel
¢ GPSpoofingto force drone to land

¢ 2012c¢ Fatal UAV crash in South Koree
¢ Schiebels5100Camcopter
¢ GPS jamming (from North Korea ?)

Sensors can be fooled or jammed
Enforce sensor fusion against fault injection

https://www.suasnews.com/2012/05/schiebel-s-100-crash-kills-engineer-in-south-korea/
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S SN X Security need analysi
LISte m Main perception means

INSTITUT DE RECHERCHE
TECHNOLOGIQUE

¢ 2015¢ LIDAR can be fooled by fake echoes

e 2016¢ Fatal Tesla accidents in China and Floric
¢ Obstacle misdetection (China)

E \
E B I I n d Cam e ra (F I O rl d a.) https://electrek.co/2016/07/01/understanding-fatal-tesla-accident-autopilot-nhtsa-probe/
Electrek
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) () LA 3 = .
)( . Security need analysi
SqStem Main communication channels

e 2016¢ Remote attack on Tesla
¢ 0-day in the communication unit
¢ Direct access to vehicle internals

¢ 2016¢¢ Safk Qa NBY2(G S QRaLitNRf
. Roguewifi hotspot at restaurant | T —
¢ Free burger if you install this app
calf AOA2dza | LILJ RNRA @BSa

_y

|solate vehicle internals from exposed devices
Enforce network control & authentication

https://promon.co/blog/tesla-cars-can-be-stolen-by-hacking-the-app/
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Security need analysi

SqStemx Main embedded services

INSTITUT DE RECHERCHE

¢ 2015¢ Remote attack on Jeep
¢ Anonymous access to infotainment
. Malicious update of a critical controller

E 2016C 1 _4M Of Car We re reca”ed by G M http://www.ioactive.com/pdfs/IOActive_Remote_Car_Hacking.pdf

¢ 0-day in IVI systems of Chrysler, Dodge, Jeep and Ra R e
. Estimated time: 5 years g e
. Connected cars by 2022: 203M

Speeding up security fix delivery to reduce exposure B
Isolation btw privileged and less privileged ECUs -

http://www.allpar.com/corporate/tech/firmware-updates.html
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qu emx

INSTITUT DE RECHERCHE
TECHNOLOGIQUE

Achieved Work

Common useases
Taxonomyof topics
Principleson on architecture
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SR R Approach

EEEEEEEEEEEEEEEEEEE

= Use case viewpoints [2] Common description of use
¢ Main IOT perception means cases and threats
e Main communicatiorchannels

¢ Main embedded devices
¢ Onboard storage and shared services

¢ ldentification of threats for each viewpoints
¢ ldentification of principles for mitigation

-, <
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Main perception means
Robustness of the system against sensors

—Environment analysis
W 2 E)'Z \ :
Protect system from rogue sensors
NE& LIS SR a2yl NZ
9

Odometer
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S . X » Main communication channels
qSte m Robustness of the system against Byzantines

|||||||||||||||||||

Mid to long range

N

Isolate networks by their purpose

/

Short to mid rang

Vehicle to infrastructure (V2!
Vehicle to vehicle (V2V:

UAV to commandaenter
UAV fleet cooperation

Train to Supervision or Maintenance—— Non-safety related
Train to InfrastructureSignallingControllers~—— Safety relate
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A S Main embedded service

S Ll Ste m x Robustness of the system against malicious freight/passenger

EEEEEEEEEEEEEEEEEEE

Core vehicle services-
Infotainment

E

Core subsystems

y;

Isolate systems by
their privilege level

/

Freight/passengers/information
sub-systems

£ Avionic/Flight controll
¢ Mission/Payload controllers

¢ CBTGignalling
@E t 1 aaSY3IASNI LYTF2NNIFOGA2YS +£2AC
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: X J Onboard data storage & Shared servic
S q Ste m Mitigates with system failures & @lays

|||||||||||||||||||

Event data recorder (EDR) & system |
Update over the air (OTA:

Forensic & diagnosis

Flight data recorder (FD
UAV recall for updates (?

Update management polic

¢ Event data recorderEDR)

@E System logs remote download

¢ Update over the air (OTA)
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SR R Various isolation strategies

S q St em X Main embedded services
. g . g . . . ioni ligh
= Certified/non-certified isolation Certified [ —

¢ No access to certified controllers
:i!i: . Legal constraint for aeronautic systems

Non-certified Mission

Payload

¢ Safety/nonsafety isolation

¢ Controller segregation by their safety level L |
@ ¢ Legal constraint for railway systems < -§:,—er§" ‘T“—:,
e Critical/non-critical isolation Non-critical | | Critical

- ECU distribution by their criticality level (natural)
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INSTITUT DE RECHERCHE

TECHNOLOG

IQUE

)
é )

Radio

vzxé

UAV fleet

Communications Firewall Shared services

Common Functional Organizatio

Isolation

Embedded storage

Sensors

August 28 2

017

Perception

Non-trusted

Dedicated controllers

Dedicated services
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qutemx

£ Internal work
» Architecture
»  Demonstration

e Communitywork
e Contribution 1 fow):
. Towardscommonuse caseemplate
. Towardscommonarchitectureframework
e Contribution 2 (in the future):
. Towardscommoncybersecurityprocess
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qu emx

INSTITUT DE RECHERCHE
TECHNOLOGIQUE

Community Work

Towards common use case template
Towards common architecture framework
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qutemx Principle Use Architecturéviodels

E Home and building architecture model (HBAM) E Smart City Infrastructure architecture model (SCIAM)
¢ http://www.corenetix.com/downloads/germarstandardizatioaAroadmapsmarthome---building - . https://iwww.dke.de/resource/blob/778248/d2afdaf62551586a54b3270ef78d2632/the
version2-0-data.pdf germanstandardizatiorroadmapsmartcity-version1-0-data.pdf

E Reference Architecture Moddhdustry4.0 (RAMI)

E Electricmobility architecture model (EMAM) ¢ https://www.zvei.org/en/subjects/industryd-0/the-referencearchitecturatmodetrami-

40-andthe-industrie40-component

Ly

&
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Exampleof SmartGrid Architecture Model
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INSTITUT DE RECHERCHE
TECHNOLOGIQUE

CENCENELEETSI

Smart Grid Coordination Group (SGG)
Smart Grid Reference Architecture

s
Business Objocn’vcs§
Polit. | Regulat.. Framework

Business Layer

Function Layer

Imeroporablllty Information Layer
Layers

Generation \

Transmession
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