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Summary (1) 

• The term blockchain is not well defined today. 
• We have to be careful what to put into publicly readable 

blockchains.   
– Cryptographic algorithms get weaker over time, but the data remains 

in the blockchain.   
– Originally we thought that hashed passwords are secure, we shouldn’t 

repeat that mistake. 
– Analyzing “big data” sometimes can de-anonymize records. 
– People and systems fail, we need to make sure the impact of a failure 

remains acceptable (even from a privacy perspective). 

• Democracy is based on “one vote per head”.  One vote per 
“computing power unit” is not the same as you can buy computing 
power with money. 
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Summary (2) 

• Several enhancements of Bitcoin blockchains have 
been proposed. 

• Standardizing replacement of deprecated crypto 
algorithms should be investigated. 

• Standardizing authentication (for non-public 
blockchains) supports interoperability 

• Typically blockchain elements are signed.  Sometimes it 
is helpful to require some “Level of Assurance” for 
related keys.  Standardizing key attestation supports 
interoperability. 
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Weaknesses 

• No transactions can be deleted-ever  Node 
data volume and required processing time for 
verifications always increases.  This is already 
causing intense debates. 
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https://www.cryptocoinsnews.com/newsflash-resurgent-bitcoin-price-tops-1050-amid-hard-fork-talk/


Weaknesses 

• Cost per transaction is relatively high – too 
high fir micropayments 
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https://blockchain.info/en/stats
https://api.blockchain.info/charts/previews/cost-per-transaction.png?start=1458503874&lang=de&h=810&w=1440


Weaknesses 

• Equal Rights 
– Assume “Miners Club A“ owns 50% computing power 

of the Blockchain system. 

– Assume “Miners Club B” owns 30% computing power 
of the Blockchain systems. 

– Assume “Miners Club C” owns 10% computing 
power of the Blockchain system 

– Assume all those Miners Clubs decided following a 
“My Miners Club First” strategy, i.e. whenever some 
other miner has successfully added a new block N 
they start adding new blocks ignoring block N. 
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Opportunities 

• Several initiatives (Otonomos, Mirror, Symbiont, 
Eris/monax.io, …) look into smart contracts. 

• Today the rules in Bitcoin and smart contracts 
cannot easily reflect the strength of a signature 
(of the block to be written to the blockchain).  
But we know that in today’s world the “Level of 
Assurance” plays an important role. 

• There is a potential of adding attestation (for 
signing keys) to blockchain. 

Rolf Lindemann,  
Nok Nok Labs 



Opportunities 
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