
Adoption rate of countermeasures 
SS7 Brainstorming session

October, 2019



The commonality of Telecom attacks
(reported) Frequency of attacks Awareness to telecom attacks



Implementation of countermeasures

EU



The regulatory gap

Telecom 
regulator

Financial 
regulator

Telecom 
DSF fraud

N
o 

m
an

’s
 la

nd

Cost inhibits 
mitigation

Unawareness to 
the existence of

An issue 

No means of 
detecting fraud

Responsibility ?



Recommendations

1. Educate
2. Close the regulatory gap by regulatory coordination 

(financial <-> telecom)
3. Industry cooperation and incentivisation



Implementation of the recommendations

1. Educate - Do a roadshow in the FIGI countries and any other 
country willing to listen.

2. Regulate - Start a MOU between the financial and telecom 
regulator to start closing the regulatory gap. Find a trailblazer to be 
a reference for the rest.

3. Industry incentivisation - we’re still brainstorming on this 
one….any help is welcome


