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Online reputation economy

200 new Yelp features more than
contributions are ‘] 02 m || | ion
posted o:vg:;pr?\?r\\ﬁz: customer reviews?
4 5 O OOO Trustpilot attracts
reviews on Op’enTabIe 500,000
every month? reviews a month*

TripAdvisor, Yelp, Trustpilot and OpenTable are trademarks owned by their respective owners,
and use of such trademarks does not imply association or endorsement.

* By 2026, thanks to online ratings

— “a more successful hospitality and leisure sector has the
potentialto add an extra £2bn to the UK economy with the
@@ impact on the sector’s large supply chain contributinga .
further £1.2bn.” [Barclays, 2016] @
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Main online e-reputation ratings
services for the general public

e Especially in the tourism industry

— Around 60% of the hotel ratings by 2 providersonly [TCI
Research French, 2015]

* Booking, whose ratings are verified because based after payment
has been made, takingaround 25% of the night cost

* TripAdvisor, whose ratings are not verified

 Somehow: eBay, Yelp, Klout, TrustPilot, TrustYou,
Facebook Reviews, Google Reviews...
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Ratings for Google SEO

avis hotel altapura

Al images Maps Shopping Nows More « Search tools

About 183,000 results (0.50 seconds)

Val Thorens, France - Book and Save on Your Hotel Today
L) www,booking.comy ~
4.5 Y de k3 rating for booking.com
Best Price Promise, No Booking Fee
Free Cancsllation - Read Real Guest Reviews - We speak your langusge
Deals Spacial Offers No Booking Fees
Best Price Guaramee Book Now Pay Later

Altapura Hotel (Val Thorens) - 279 avis - TripAdvisor
www.ripadvisortr » ... » Holels Val Thorens v Translate this page

*hkk kI Rating: 4.5 - 279 reviews - Price range: 371 € - 938 € (Selon les tarifs
moyens dune chambre standard)

Fob 28, 2016 - Réserver Altapura, Val Thorens sur TripAdvisor © consullez les 279 avis
de voyageurs, 202 photos, e les medleures offres pour Altapura, classé ...

Altapura (Val Thorens) : prix, photos et avis - France Hotel ...
www.france-hotel-guide conv.. /25648-altapura-vak-th... v Translate this page
Sitwé & Val Thorens, la station de ski ka plus dlevée des Alpes, Mdtel Altapura permet
d'accéder aux 600 km de pistes de ski des 3 Valldes. Il posséde une .

Accueil - Altapura : hotel 5 étoiles Alpes Val Thorens 3 Vallées
www.altapura.fr/ * Translate this page

Hétel 5 é1oles & Val Thorens, plus haule station C"Europe au coeur du plus grand
domaine skiable su monde, Altapura vous invile & kaisser IRve cours & vos ..

Altapura - Saint-Martin-de-Belleville | Réservation ... - Hotels

=

Altapura Webste  Direcsons
46 khkkkd

5-star hoted

Address: Val Thorens, Sant-Mann-ce-Belevile
Phone: 04 80 36 80 36

) Book a room o
Checkin  [F] Sun, Mar 20 Checkout  [F] Mon, Mar 21

Booking com €4 >

Read Real Guast Revews - Get Instant Confirmation

@ Expodiatr (75T



A major pitfall:
trust in online ratings decreases

* Representative surveys of French people

— [Testntrust, 2013]
* 89% trust online ratingsin 2010
e 76% trust online ratingsin 2013
— [Nielsen Institute, 2013]
e 71% trustonline ratingsin 2007
* 51% trust online ratingsin 2013
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Issues of online reputation metrics

* eBay
— first to propose an online reputation solution in 1995
— easier because
* centralized

* focused on one context only: online auctions
* with real money transactions traces

— lIssues
* same points for successfully selling a Ferrari or a USB key
* change in 2008: sellers cannot rate buyers in order to increase negative ratings of sellers
e aggressive marketing (Naymz/Visible.me spam, Reputation.com over
alarming emails)

* reselling of private data without user consent (Rapleaf 1.0/Trustfuse)
e difficultandincomplete collection, verification and managementof ratings
* TripAdvisor

— Guilty of false ratings or successfully attacked

* UK, 2009:sued by 2000 hotels association, change of slogan “reviews you can trust” to
“reviews from our community”

* France, 2011 : non-partner hotels listed as fully booked even if still available in real
* |taly, 2014 and 2015:

— fee of 500k Euros by the Italian anti-trust body due to unclear explanation regarding the validity

=N of their ratings
@@ — ghost restaurant ranked as best restaurant of a touristic city q

b Tunisia, 2016:traveler's choice award given to the hotel in Tunisia where an
el Islamist terrorist attack left 30 British holidaymakers dead last summer



e-Reputation ratings main aspects

e Ratings verified or not

* Closed or open algorithms in order to evaluate their attack-
resistance by the research community

— security by obscurity is believed to be less secure by the
research community

* Open, restricted or no API to access/manage them

* Their visualization or digital representation

— Quantitative only
e Scale of stars between 1to5...

— Qualitative as well
* Need of automated language sentiment analysis
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How to visualize trust effectively?

Medaille de confiance de 5 soks
Andland > Mesnsies > idadies b Jetons francais | NEdalles avart 1800
Lok mumdee ERRL R L

Verdeu petatart
ARSI \?

L@ vor 2005 505 005 an veree
Localawon

Member Profile: ebikesworld (6559 * ) ‘!’mﬂ" - pe— Yelow Star { ¥ ) = 10 10 49 points
— Bluz Star (Y ) =50 10 99 points

Feedback Score: 6559 Recent Ritings: :::': :‘n:":"" ¢ Turquoise Star { ) = 100 to 499 points
Positive Feedback %0.9% — Purple Star ( Hr ) = 500 10 999 ports
Mzmbers who led 3 positive 6565 o . z::::::‘ Red Star { Y )= 1,000 to 4 999 paints
Members who led 3 negative 6 o e - = S E— Geeen Stae ( 'k )=500010 9,999 ports

l 3 Quanths : & Yelow Shooting Star ( /)?) = 10,000 10 24 999 ponts
All positre $edback recened 8085 ° segabve 0 3 Chauez o powr sgrande b sadle de emage e T Turquosse Shooting Star ( ,*) = 26,000 10 49,999 points
La2N 2deust wh it hise PuTDEE MaIn Bid Retractions (Past € mantha | 0 | CostactMember | Purple Sheoting Star { /,*)= 50 000 to 93 999 poirts

Red Shosting Star (W) = 100,000 or higher

e Trust visualization has a real business impact:
+8% price premium [Johnston, 1996]
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TrustPlus

e 2006 to 2012, decentralized, closed algorithm,
not verified ratings, interesting trust

visualization

TRUS'I'PLUS people

To create a TrustPius rating, choose the appropriate rating for the person, choose those with whom you

would lse 10 share this rating, enter the other requesied information Clckon "SUBMIT

confirm your rating. Mouse over each area for acddsonal explanation and help

Whom are you rating?

Rate this person:

Cack on the approprias rating symbol
- =]
I
X AP P
T T ety Ry
O o} ) . o] o}

What type of interaction is the basis of your mting?

e e

l |'was the @ Seller (O Buyer
Was the transacson completed? Q Yes @ No

This transaction was for @ Goods (O Services

Values of goods/services 000 (eptonal

CCITT/ITE-T

Download the FREE TrustPlus View

"0 review and

I would like to share this rating with:

MY TRUSTCIRCLE™. EVERYONE...

Circle
® Friends, Fam#y, Colleagues
(O] Acquaintances

® pusac

Comments (optional): [0 | characters left

Enter any 2xtenl inormation you wosld lke about this experience andior
cviowal Emer as mech o as ke as you e Please respect er privacy. and
o pot Inclucke @y ety ing of personal informaton

Categorize this rating with tags (optional):




I KLOUT

Score between 0 and 100
Started in 2008

— focusing on e-reputation influence
— bought for around 100 millionsS in 2014
— closed algorithm

— based on detected evidence such as number of
followers/fans and their own score engagement of posts

— known to be easily attacked due to the easy set up of fake
accounts

D



Fake Accounts, Clicks, Ratings and Reviews

Pars, Tox
1ave

“j'ai trouvé fantastique”
@O@E)) Avis écrit le 6 jullet 2011 NOUVEAY

9
X
'}’ i‘ fakefollowé-rg

11 est vral qu'on ne discute pas les golts et les couleurs. Le
cadre qu'offre rhicel [ peut ne pas plaire, Peut &re
certains ont-ils confondus I'hdtel des trois ets avec un
autre hote! [N 'o!. Mals bon, pour mol, ce qui me
concerne, J'al effectué un séjour de cing jours dans cet

hécel, Et je n'ai pas été dégu. chambres propres avec une . .
3600 Sympa. Cet hitel profnas 11 sadea aeass annbahia ! Use our free tool as a guide to see if your followers are real,

POUr Se reposer surtout qu suspicious, or inactive. Simply type in any account name int

break pour se décompress: . below.
- fp=i - Proposition 2: Création st éditions de contenus pour vos

)
D

YA

j'emméneral mes amis. Le pertensires
W mt h ww‘ ° D‘llo&lllm Quantit Prix Unitaire B R e B
J'aurais bien aimé aussi ph M Y @
chambres, Mais c'est vrai,
apparels éectriques lol *  Rédactions de 5 Conterus par hitels . 250 1500 €
En conclusion, je recommy +  Publications sur imernet des 250 contenus. 0% 0% 0% o Folo
résumais en un mot, ce se «  Usiisstion des waios acresses IP physiques Gffiérentos SUSPOS Oy e e i
Séjour du Juin 2011 - voy & chaque bouguet e (5 sites ou pluspubids
®@®®®O Rapport qualeé / *  Avoure vacabiitd possbie
prx o
SEOS0 Uterie AuCun MSQUe eNcowry par avcun malion de la chane
+  Espacement Ces pubICABONS Sur Une PANode Ccompnse
Cat avis vous a-0-8 té utle ertre 1 6t 3 oS seion votre volonts.
Posez une question & globtr

m Total prestation MT (euros) ITHN0E | @

Cot avis ost lopinion subective d'un membre de TripAdvisor of non de

TrpAdvsor LLC. Sgraler un avis
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Computational Trust

* Oneofits main goal is to achieve attack-resistant trust metrics

* A trust metric consists of the different computations and communications
which are carried out by the trustor (and his/her network) to compute a
trustvaluein the trustee

 Atrustvalueisthe digital representation of the trustworthiness or level of
trustin the entity under considerationand isa non-enforceable estimate of
the entity’s future behaviorin a given context based on past evidence,
mainly:
— direct observations,
— recommendations from an identified recommender,
— reputation as an aggregated value from not clearly identified recommender(s).
* 3 maintypes of trustare considered in social research:
— interpersonal trust,
— dispositional trust,
— system trust.

Interpersonaltrustis crucial when system trust cannot be enforced, for
example,inthe ubiquitous computing world of the Internet of Things (loT).

- [Sei ) ] s
@@ Seigneur, 2005
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McKnight & Cheverny
Trust Social Model

Dispositional Trust

Psychological /
Economics
(Trustin
General Others)

Institutional Trust

|
Sociology
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Situation or I
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|
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Trust Engine and Trust Metrics Attacks

Evidence
Manager

<y
Evidence
Store

Computation

-

[ Trust Value

Decision-
making

ER

<
Virtual
Identities

J Trust Engine’s Security Perimeter

Request |

<

Decision >

* The trust metrics are attacked by means of:
— Identity usurpation attacks

— Identity multiplicity attacks
e Douceur’s Sybil Attack is the most well-known

— Coalitions of motivated users compared to other lazy
users who do not rate



Research Representations of
Trust Values

Value range Label

+1 Blind Trust

> 0.9 Very high trust
0.75 to 0.9 High trust )
0.5 to 0.75 High medium trust o gl
0.25 to 0.5 Low medium trust T
0to 0.25 Low trust

—0.25t0 0 Low distrust

—0.5 to —0.25 | Low medium distrust
—0.75 to —0.5 | High medium distrust

—0.9 to —0.75 High distrust FQ
< =0.9 Very high distrust

-1 Complete distrust [ IVI a rS h’ 20 1 6] Download speed File Quality File Type

Figurel. A Bayesian Network Model

[Wang and Vassileva, 2003]

{c,f,a}:(1,2,1)

el —
{f,a}:(l,Z,l‘)\\ //ic,a}:(l.l,l)
{r}:(1,0,3) # {a}:(3.0.1)
~ PIPTS [SECURE, 2005]

0:(4,0,0)

a

P |
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Random Attack

4 randomly attacked
9 directly compromised
20 not compromised
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Network Topology Engineered Attack

4 most connected attacked
20 compromised
9 not compromised

S
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Trust Transfer: Sybil-attack Resistant
Trust Metric

©

656 e 206)

ttl"/ I!l T

[Seigneur, 2005]



Trust Transfer Example

10 positive
outcomes needed Recommender Search Policy (RSP)
S % T Start: End:
N / R(22,2) R(12,2)
?
\T(lO). S(10)?/ 5(10,0)
Yes \/ y
es
Y %
Recommendation Policy (RP) Stc;r(t; 22) En;l(:z 22)

The search for recommenders may be extended to contacts of recommenders.

The total amount of trust transferred may be shared between several recommenders.

1996())2016 [Seigneur, 2005] @
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Conclusion

* Care must be taken when standardizing trust in order to not
deceive the users and keep their trustin the trust standard

e Attack-resistant trust metrics should be open and easy to
be reviewed by the research community

* |deally, the most attack-resistant trust metrics should be
standardized
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Q&A

* Thanks for your attention!

* Join the the 290+ Trustcomp community members

— http://www.trustcomp.org/group-mailing-list

— ACM SAC trust/reputation TRECK track CFP
* Deadline: 15t September 2016

Jean-Marc.Seigheur@reputaction.com

G®

CCITT/ITN-T






TTTTTTTTTTT



