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•  International association of radio equipment manufacturers  
–  Representing around 80% of global handset sales; and 
–  The providers of the majority of global network infrastructure 

•  Association's focus: 
•  Consumer health and safety 
•  Accessibility of wireless telecommunications equipment 
•  Anti-counterfeit measures  

•  Key areas of activity: 
•  Research and standards support  
•  Regulatory harmonisation 
•  Public communications 

•  Members include: Apple, Cisco, Ericsson, Intel, LG, Microsoft, 
Motorola Solutions, Motorola Mobility, Nokia, Samsung, Sony and 
TCT Mobile 

Overview of the MMF
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Health and Safety 
Implications 

 
 
 
 
 



Source: http://www.edn.com/electronics-blogs/rowe-s-and-columns/4426482/2/Powerless--Fake-iPhone-
charger-and-cable & http://www.righto.com/2012/03/inside-cheap-phone-charger-and-why-you.html 

•  What was found in a fake charger: 
 
Ø  Key safety standards not met 
Ø  Poor soldering and component choices;  
Ø  Broken connections;  
Ø  Poor-quality electrical output 
Ø  Potential electrical hazard 

Product Safety



Hazardous Substances

Source: Centre for Materials for Electronics Technology (C-MET), India; benchmark: RoHS, 
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:174:0088:0110:EN:PDF)  



•  Personal and private information

•  Banking
•  Health information
•  Contacts 
•  Business and personal info/emails  

•  Smartphone malware increases dramatically

•  In 2011: 472% up

•  55% of this spyware 
•  44% of this SMS trojans


Source: Juniper Networks Global Threat Center



Personal Safety



•  70% wrongly believed that counterfeit devices were of the 
same quality as the original

Need to Increase Awareness



 
 
 
 

Our Response 
 
 
 
 
 



•  Develop communications campaigns & build awareness

•  Work with stakeholders for reforms in key markets

•  Build partnerships and engage in institutional collaboration

•  Identify and define regulatory best practices

•  Propose standards to improve product security

•  Research impact and compliance

Scope of Activity



•  Global & regional communications strategies

•  Consumer website:  www.spotafakephone.com

•  Social media campaigns

•  Fact sheets

•  Media briefings 

Communications



www.spotafakephone.com 



•  Network performance testing on standard 3GPP testing 
protocols found significant impact:

•  Fakes drop 1 in 4 calls
•  Fakes delay handover on average by 41%  
•  Fakes even fail in every 3rd handover
•  Fakes operate poorly, on average at only half the distance away 

from a base station than an original device
•  Fakes have limited data speeds (despite packaging claims)

•  Accredited labs tested EU RoHS compliance and found

•  Too high levels of Lead, Cadmium, Bromine, and Chromium



Research



•  Investigate prevalence of C&SS devices on national 
networks (duplicate and fake IMEI’s) 

•  Adopt ‘National Action Plan’: 
•  Increase consumer awareness 
•  Increase enforcement 
•  Legislative/regulatory reforms 

  
•  Implementation of blocking technologies: 

•  ‘Fingerprinting’ device against capabilities (more 
complex); or 

•  Based on IMEI (less complex but less discerning) 

Recommendations for Government 



Further Information

Michael Milligan, Secretary General, michael.milligan@mmfai.org
Thomas Barmueller, Director EMEA, thomas.barmueller@mmfai.org 

www.mmfai.org
@spotafake

Resource Guide for Governments: 
http://spotafakephone.com//docs/eng/MMF%5FCounterfeitPhones%5FEN%2Epdf 


