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Shortage of Doctors & Diagnostic Centers especia
Rural and Remote Areas in India
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India faces
acute shortage
of doctors

PEOPLE PER DOCTOR

» Bihar
Uttar Pradesh
Jharkhand
Madhya Pradesh
Maharashtra
Chhattisgarh
Karnataka
Odisha
Chandigarh
Gujarat
Rajasthan
West Bengal
Andhra Pradesh
Haryana
Punjab
Tamil Nadu
Telangana
Uttarakhand
A & N Islands
Kerala
Daman & Diu
Assam
Nagaland
Meghalaya
Himachal Pradesh
D & N Haveli
Goa
Jammu & Kashmir
Tripura
Lakshadweep
Mizoram
Sikkim
Arunachal Pradesh
Puducherry
Manipur
Delhi

28,391
19,962
18,518
17192
16,996
15,916
13,556
12,744
12,624
1,475
10,976
10,411
10,189
10,189
9,817
9,544
9,343
7.9M
7.653
6,810
5,593
5,395
5,386
4,791
4,639
4,459
3,883
3,060
3,038
2,699
2,458
2,437
2,417
2,384
2,358
2,203
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Recent Al Advances Worldwide in Diagnosis of Diseases

Al algorithms have seen recent advancements in Diagnostic of Diseases such as:

Diabetic Retinopathy
Tuberculosis

Breast cancer

Brain Tumors

s Stanford

MEDICINE | Mews Center

o FROMNT PAGE ALL NEWS TOPICS MULTIMEDIA

In a matter of seconds, a new algorithm read chest X-rays for 14 pathologies,
performing as well as radiologists in most cases, a Stanford-led study says.

Rl . new artificial intelligence algorithm can reliably screen chest X-rays for more than a
2018 dozen types of diseass, and it does so in less time than it takes to read this sentence,
according to a new study led by Stanford University researchers.

The algorithm, dubbed CheXMNeXt, is the first to simultaneously evaluate X-rays for a
multitude of possible maladies and return results that are consistent with the readings of
radiclogists, the study says.

Scientists trained the algorithm to detect 14 different pathologies: For 10 diseases, the algorithm
performed just as well as radiclogists; for three, it underperformed compared with radiclogists; and for
ong, the algorithm outdid the experts.

CORONAVIRUS COVERAGE MAKERS INDIA Ymv
AU Education HerStory SocialStory SMBStory  YourStoryTV.  More ¥

STARTUP

Several patents and multiple trials
later, healthtech startup Niramai
still has one focus: using Al to

detect early signs of cancer

Healthtech startup Niramai uses artificial intelligence to detect cancer in the early stages with non-invasive,

radiation-free and painless methods. With over 30 installations at hospitals and diagnostic cenéres across 10

Indian cities, the team wants to eradicate breast cancer deaths.



Lack of medical data records for Al modeling

> Al in medicine is hindered by limited dataset availability for algorithm training and validation

» Further, the available datasets do not have diversity. They are usually from a few institutions,
geographic regions or patient demographics, and might therefore contain unquantifiable bias

» Individual healthcare institutes may have archives containing hundreds of thousands of records
and images, but these data sources are typically kept siloed

» There are frequent security breaches of medical data records which leads to penalty as well as
loss of reputation

» Security breaches discourage others to keep medlcal data records over the network
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Here are the healthcare providers that experienced malware, ransomware and phishing incidents Becker's
Hospital Review reported during the first half of 2020.

Vulnerabilities

LibreHealth medical records app exposes
sensitive patient data

July 08, 2020 - The healthecare sector saw a whopping 41.4 million patient records breached in
2019, fueled by a 49 percent increase in hacking, according to the Protenus Breach Barometer.
And despite the COVID-19 crigis, the pace of healthcare data breaches in 2020 continue to
highlizht some of the sector’s biggest vulnerabilities.

1. University of Florida, UF Health Shands in Gainesville and UF Health Jacksonville all reported email
hacking incidents associated with an attack on a business associate that affected thousands of
individuals.

2. Florida Orthopaedic Institute found that some personal information had been exposed during a

ransomware attack on encrypted data stored on its servers The end of 2019 saw a host of ransomware attacks and vendor-related breaches that outpaced
previous years in the healthcare sector. For comparizon, the industry saw just 15 million records

3. University of California San Francisco paid $1.14 million to hackers after a ransomware attack on its -
breached in 2018.

medical school's computer servers.
But while phishing campaigns tied to the Coronavirus peaked in 111id-Ap1'il,7he rate of
ransomware attacks and reported data breaches slowed amid the crisis. However, security
researchers noted that though ransomware attacks remained flat from the rate seen at the end

4 Miami-based Cano Health reported a data breach that affected 28 268 individuals

5. Adata security incident involving Care New England's computer system caused the Providence, R.1.-



Regulatory Compliance for Privacy of Medical Data Records

» HIPAA regulations in USA and GDPR compliance in Europe, make it mandatory to protect

privacy of medical data.

» In India, Supreme Court declared right to privacy as a fundamental right in 2017
» Personal Data Protection (PDP) Bill introduced in Indian parliament in Sec 2019 sets rules
for how personal data should be processed and stored, and lists people’s rights with
respect to their personal information
» Health Data is listed under Sensitive Personal Data under this PDP Bill which is expected

to become a law in 2020

India: Supreme Court Declares Right To Privacy A Fundamental
Right

31 August 2017

by Trilegal .

Trilegal

M 5 Liked this Article

On 24 August 2017, the Supreme Court of India in a historic judgement declared the right to privacy as a
fundamental right protected under the Indian Constitution. In declaring that this right stems from the fundamental
right to life and liberty, the Court's decision has far-reaching consequences.

A nine-judge bench of the Supreme Court in the case of Puttusiwamy v. Union of India has declared that the right
to privacy is a fundamental right protected under Part Il of the Constitution of India. While primarily focused
on the individual's right against the State for violations of their privacy, this landmark judgement will have
repercussions across both State and non-State actors and will likely result in the enactment of a
comprehensive law on privacy.
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Data nation's asset; must be
secured: Ravi Shankar Prasad

Data is a nation's asset and it should be utilised properly for achieving
prosperity, especially in sectors like healthcare, agriculture and education,
Union Minister Ravi Shankar Prasad said on Saturday.
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Bill No. 373 of 2019

THE PERSONAL DATA PROTECTION BILL., 2019
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Increasing Penetration and Bandwidth of Data Networks in
India

» Over past few years, India has seen increased penetration and bandwidth of data networks
primarily due to proliferation of Mobile 4G Networks

» This trend is expected to further increase in future due to deployment of 4G networks in
rural and remote areas as well as due to upcoming 5G Networks

» Since urban areas are already saturated, Rural and remote areas (which are grossly
underserviced) are expected to see high growth

India’s digital revolution continues i Fecoxowmie Tives - industry

to be propelled by the rural masses
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Rural India registered a 45% growth

in the monthly active internet users
in 2019. It is now estimated that
there are 264 million internet users
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4G dominates overall data traffic in India
sharply: Study
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Advances in Medical Diagnostic loT devices (Internet of
Medical Things or loMT)

3w Market News Reports Market Reports Industry Analytics Industry Reports Market Research
3rd Market Reports and Analytics Business Opportunity Emerging Trends Growth Prospects Contact Us
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loT Medical Devices
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Pacemakers and

as FitBit, Nike FuelBand, other medical
or Withings — generally devices are
communicate using — implanted
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nearby personal

in the patient but communicate
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wireless protocols or Biuetooth.
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hospital-based chemotherapy

Wearable, external

medical devices:
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includes portable 7=

The Internet of things (1oT) is poised to transform the healthcare industry to the same degree it has

changed the way businesses operate and impacted the lives of countless individuals around the world

Data collected from Internet of medical things (loMT) devices makes it possible to deliver healthcare in

Insulin pumps which dispensing stations or homecara

more effective and creative ways. Additional information obtained through IoT monitoring devices often use proprietary cardio-monitoring for bed-ridden
: ) vAreless protocols patients, often use more ‘Mlmﬂ

analyzed with the help of Al applications in healthcare will allow medical professionals to develop more 10 communicate wireless networks, such as WiFi

R networks in hospitals or patients

focused and personalized treatment programs for their patients and increase the well-being of the
alobal nopulation



Policy push to telemedicine in India post-COVID-19

» Ministry of Health in India in partnership with NITI Aayog (the premier policy ‘Think Tank’ of
the Government of India) has released Telemedicine Guidelines in March 2020

» Guidelines mention that technologies such as Artificial Intelligence, Internet of Things,
advanced data science-based decision support systems etc. can be used to assist and support
a RMP (Registered Medical Practitioner) for patient evaluation, diagnosis or management

BOARD OF GOVERNORS
In supersession of the Medical Council of India Q engish|tind € @ @ O

NITI Aayog

Heralism ~ & Competitive Federalism ~ /@ Think Tank v SDGs v + Monitoring & Evaluation v Atal Innovation Mission % Verticals

# Publications v # Work With NITI v~ RTI »

Telemedicine Practice Guidelines

Enabling Registered Medical Practitioners to Provide Healthcare Using
Telemedicine Telemedicine: A Blessing In Disguise In Time Of COVID-19

Sh. R Ramanan{Additional Secretary and Mission Director, Himanshu Agrawal(Young Professional, AIM, NITI Aayog)alM, NITI Aayog), Naman
Agrawal{lnnovation Lead, AIM, NITI Aayog)

At this hour of Coronavirus Disease 2019 (COVID-19) chaos and unease, social distancing is one of the primary measures taken by nations to

[This constitutes Appendix 5 of the Indian Medical Council {Professional Conduct, Etiguette and combat the COVID-19 pandemic.

Ethics Regulotion, 2002]
World Health Organization (WHO) has also recognised telemedicine[1] as an essential step in strengthening Health System Response to

COVID-19. WHO also recommended, telemedicine as one of the alternative models to boost clinical performance and support decisions in the
context of optimising service delivery.

In India, there are a lot of imbalances and bottlenecks in terms of healthcare infrastructure, which include uneven quality anHlaccess to health

25 March 2020 services.




Privacy Preservation Techniques (PPT) for Al

»Privacy Preserving Techniques (PPT) refers to the set of technigues that are
used to ensure that the data records can be used for Al algorithmic training
without disclosing the personal identifiable information (PIl) of data records.

» The objective of PPT is to respect the privacy and the security of the underlying
data while still being able to train and use Al systems.

Need for Privacy Preservation Techniques for Al in Healthcare

»PPT assures the medical data providers (individuals or diagnostic centers or
hospitals) to provide medical data records for training of Al-based algorithms for
medical diagnosis.

» There are multiple hospitals that have patient data. If all that data could be used
Bor AI\I trgmlng using PPT, then much better diagnosis algorithms can be
eveloped.
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Current Common Privacy Preservation Techniques

»Homomorphic Encryption

» Federated Learning

» Differential Privacy

»Secure Multi Party Computation
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Homomorphic Encryption

> It is a type of encryption technique which allows functions to be computed
on encrypted data.

»Data owner can encrypt the data with a unique private key. Thus, personal

data remains secure and private even when it is being used to train the Al
algorithms for medical diagnosis.

- Evaluator
Client send (Public Cloud)
- ™y encrypted F_i________-.-*'”-_"'-?"-d_—h}-“'--_-_h.‘-
iNnputs = ;."’ Perform secure ™a
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Federated Learning

> Federated learning is a technique of training machine learning algorithms on
private, fragmented data, stored on distributed servers and devices.

Key Feature:

»This technique decentralizes deep learning b?/ removing the need to pool data
into a centralized location. Instead, the model is trained in multiple iterations at
different distributed sites

» Data at each distributed site/client remains private
Steps:

»Training on the same algorithm is done at multiple distributed locations using the
minimal data available at each distributed location.

»The trained algorithm parameters (and not the data) is pooled on a central
server, which aggregates all their contributions into a new, composite algorithm.

» These steps are repeated leading to models across distributed locations to

converge.
IEEE
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Federated Learning lllustrated

Scenario 1: A very large number of distributed | Scenario 2: A few number of distributed
devices (such as mobile phones or IoT Sensors) | devices (such as data servers) each having a

each having some quantity of private data|large quantity of private date required for
required for distributed training distributed training

Federated Learning Architecture

Federated Learning (bl
combined
model
data client

Updated

mti N | oo

— - = Data Owner C =
[/ (another) \ : =

Aggregation
Server

initial model

Model
update C
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Differential Privacy

»This technique involves injecting a small amount of noise into the raw data
before feeding it into a local machine learning model, thus making it difficult for
malicious actors to extract the original files from the trained model.

»An algorithm can be considered differentially private if an observer seeing its

output cannot tell if it used a particular individual’s information in the
computation.

» Differential Privacy provides a mathematically provable guarantee of privacy

protection against a wide range of privacy attacks including differencing
attack, linkage attacks, and reconstruction attacks

URL: https://sites.google.com/view/iitd5g/
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Types of Differential Privacy

» Centralized Differential Privacy

In this approach, the noise that protects the data set is added after the fact by
the party that collected the information

» Local Differential Privacy

In this approach, the noise is directly built into the act of collecting data. In this
way, there’s not even an original “true” database to safekeep — the holder of the
information never got it in the first place.

URL: https://sites.google.com/view/iitd5g/
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Secure Multi-Party Computation (MPC)

»Secure Multi-Party Computation (SMPC) is a generic cryptographic primitive that
enables distributed parties to jointly compute an arbitrary functionality without

revealing their own private inputs and outputs.
» MPC is based on Shamir’s Secret Sharing Scheme

»Private data is split into several, smaller
parts. Each part of this data is sent to a
separate independent server, so that each
server processes only a small part of
the private data.

»Result is constructed by combining processed
outputs of all the distributed servers

Input shares o

Data a
fiéi:tret Shaﬁﬁ:ﬁ A= XBYDZ

& y ala S

Administrator 1 Administrator 2 Administrator 3
Communication Communication
L] W W
— "l-..______ - = ——

Output sha res

|

. —

] .
C,_Recc:nstru::tlg_} F(a)= ueavaew

|

|C0mputati0n result F(a) |
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~ Note to Participants

»Each of the Privacy Preservation Techniques when applied to training Al algorithms has
some advantages. Participants need to study both advantages and limitations of all PPTs
and then decide which PPT technique is more suitable.

»It may also be more suitable, to combine some or all of the Privacy Preservation
Techniques to evolve a new combo PPT scheme that maximizes advantages and
minimizes limitations of individual PPT schemes, to arrive at the best solution

»Problem Statement, Evaluation Criteria, Data Sources, Resources, References etc. are
already mentioned under problem# ITU-ML5G-PS-022 at ITU web-site against URL:
https:)}www.itu.int/en/ITU-T/AI/chaIIenEe/ZOZO/Documents/MLSG-I-237-R5 v8.docx
as well as on regional host website at https://sites.google.com/view/iitd5g/challenge-
problems/privacy-preserving-aiml-in-5g-networks-for-healthcare-applications

»Some additional references for further study and libraries/ tools for implementation are
also being provided on the next two slides
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Challenge Statement

* Design & Implement a suitable Privacy-Preserving Al Technique to
share Patient Data Records available in multiple Distributed Patient
Data Repositories and use the shared data to train a data model for
medical diagnosis.

* This must be done without compromising the privacy of patient data records.

* Host the trained data model on a web-server ensuring patient privacy
is not compromised and implement REST APIs on the server for the
purpose of inference from the trained data model.

* Implement an easy-to-use Ul-based tool on a smartphone to do
medical diagnostic inference for a patient by calling the REST APIs on
the web-server.




References for Further Study (1 of 2) (Most of these are in

addition to references provided with problem statement at the challenge web-sites)

Papers, Articles and Blogs:

1. “How To Backdoor Federated Learning” https://arxiv.org/pdf/1807.00459.pdf
2. Intel, Penn Medicine Launch Federated Learning Model For Brain Tumors - Al Trends https://www.aitrends.com/ai-in-medicine/intel-penn-

medicine-launch-federated-learning-model-for-brain-tumors/

3. “Differential Privacy” MIT Technology Review https://www.technologyreview.com/technology/differential-privacy/

4. “CRYPTFLOW: Secure TensorFlow Inference” https://www.microsoft.com/en-us/research/uploads/prod/2019/09/CrypTFlow.pdf

5. https://www.unite.ai/what-is-federated-learning/

Books:

1. “The Algorithmic Foundations of Differential Privacy” https://www.cis.upenn.edu/~aaroth/privacybook.html

2. “A Pragmatic Introduction to Secure Multi-Party Computation” http://securecomputation.org/docs/pragmaticmpc.pdf
Youtube Videos:

1. Differential Privacy: https://youtu.be/glOwk1CXIsQ https://youtu.be/-JRURYTfBXQ

2. Secure MPC: https://www.youtube.com/watch?v=-1H1Sp- 5YU

URL: https://sites.google.com/view/iitd5g/
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References for Further Study (2 of 2)Most of these are in

addition to references provided with problem statement at the challenge web-sites)

Code Libraries and Tools:
https://github.com/IBM/fhe-toolkit-android/blob/master/GettingStarted.md
https://github.com/Microsoft/SEAL

https://palisade-crypto.org/

https://github.com/tf-encrypted/tf-encrypted

https://www.tensorflow.org/federated/get started
https://github.com/IBM/federated-learning-lib
https://github.com/google/differential-privacy/
https://github.com/IBM/differential-privacy-library
https://github.com/tensorflow/privacy
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https://github.com/opendifferentialprivacy/
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https://github.com/Google/private-join-and-compute
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https://github.com/IBM/differential-privacy-library
https://github.com/tensorflow/privacy
https://github.com/opendifferentialprivacy/
https://github.com/Google/private-join-and-compute
https://sites.google.com/view/iitd5g/

Challenge I TU-ML5G-PS-021:
Dynamic Resource (Spectrum)

ACCEeSS

amit.oberoi@alumni.iitd.ac.in



Challenge on Website

https://sites.gooqgle.com/view/iitd5g/challenge-problems/5g-mlai-dynamic-spectrum-access

Frequency, MHz

40.0

30.0

D Challenges

Home Challenge Problems v

5G+ML/AI (Dynamic Spectrum Access)

Background

Today, the motivation for dynamic spectrum access allocation is for spectrum sharing between LTE and 5G to make 5G roll out
faster and less costly. Use of Generalised Frequency division Multiplexing (GFDM) for opportunistic cognitive waveform as
brought out in [1] for such a scenario has been discussed often. It has been proposed in [2] that network slicing and QoS
techniques can be used for mission critical radio access in 5G.

However, it is expected that 5G systems would be capable of employing explosively scalable bandwidths for varying applications.
Even though spectrum efficient schemes have been proposed to be deployed for 5G, the only way forward is to share the
spectrum dynamically amongst users using cognitive approach. It has been shown in [3] that various strategies for spectrum and
network resource sharing can be employed to get significant reduction in per user requirement. In [4] has been proposed to
incorporate some degree of intelligence into the spectrum management process using a ‘Smart Spectrum Model’ The concept is
to use historical as well as real time inputs to take decisions for utilizing spectrum spaces by utilizing a three layered viz “data”,
“information” and “knowledge” model. The paper has carried out limited demonstrations to show improved performance at the
physical layer for sensing spectrum utilization and taking a decision to either utilize an available free slot or to back off. It has
been discussed in [5] that Machine Learning can be theoretically applied to most functions for 5G or Beyond 5G

communications, however real world implementation of this would be costly, time consuming and complex and therefore it

Important Dates
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LTE C-plane / U-plane split

Satellite components in the 5G architecture
MNon-Public Networks enh.

Network Autemation for 5G - phase 2

Edge Computing in 5§GC

Proximity based Services in 5GS

Network Slicing Phase 2
Enh. V2x Services
Advanced Interactive Services

Access Traffic Steering, Switch and Splitting
support In the 5G system architecture

Unmanned Aerial Systems

5GC LoCation Services

Multimedia Priority Service (MPS)

5G Wireless and Wireline Convergence
5G LAN-type services

User Plane Function (UPF) enh. for control
and 5G Service Based Architecture (SBA)

These are some of the Eel-17 headline
features, pricrtized during the
December A% Flenanes

[TaG#84)

start of work: January 2020

(£) 3GPP - February 2020




Cognitive Radio Concept

Radio

1 Transmitted Signal Environment -
+ Primary users -
P RF Stimuli
Spectrum

» Secondary B ‘!v!obilitv,."'\ JI Sy

users S::ct'rum Prli)mtary;.User S;)::::::;ﬂ )

anng etection Spectrum
— - I Char:cterization

N Opportu n|St|C Decision Request Spectrum Hole

Spectrum

Access Channel Capacity ""___SPECII‘UH{_“\“' .

~ Decision



Resource Allocation

Time and frequency Resource block
domain allocation structure in LTE/S5G
100 ms R 1 ms sub-frame

“

A
s
v

20 MHz 180 kHz

M = 4G data W = 4G data, or 5G data &
B = 5G data 5G reference

B = 4G reference
W = 4G/5G control

Source - J
blog.3g4g.co.uk



Three-layer SOP information model

Support to SOP Utilization = ¥
s

e e e S
7
7
7

Spectrum Knowledge

Spectrum Access
Knowledge

Spectrum Management

SOP Usability

SK B SSM 4— Intelligent spectrum access
& Real-time info (Intending) (learning for decision)
7} ; 7y 5 7}
Real-time/sub Real- l SOP! DSM XASOP Dynamic spectrum access
time sensing or inquire [ Info | . Acbcfa (coordinately or
: i | (Transforming) tY .
to database ) : ' opportunistically)
7 i 7y ) i 7y
i L v
Middle/long time w SA ! { | Static and exclusive access
requirement prediction / (Current) (Fixed)

Comparison of different spectrum management model

Knowledge

Knowledge

The working framework of SSM
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Ref: Y. C. L. W. Jianzhao Zhang, "Spectrum Knowledge and Real-Time Observing Enabled smart spectrum Management," |IEEE Access, vol. 8, 2020.



5G

* Huge Data Rates
*x Multiple Bands
*x Multiple Uses

A i e e

Mission Critical Applns
M2M

V2X

loT

Immersive Technologies



Smart Spectrum Model

*x User Patterns
*x Data . x Decisions for
* Information Opportunistic Access
* Knowledge * Homogeneous Approach
-> UE + Network

Spectrum is critical for 5G success
Using all spectrum types and bands

High bands
above 24 GHz
(mmWave)

@ Licensed spectrum
Exclusive use
Over 40 bands globally for LTE,

remains the industry’s top priority

@® Shared spectrum Mid bands
New shared spectrum paradigms . 1GHz to 6 GHz
e.g.: 2.3 GHz Europe/3.5 GHz USA o 2

@® Unlicensed spectrum

Shared use
e.g.: 2.4 GHz/5.9-71 GHz/57-71 GHz global Low bands

below 1 GHz




Intelligent Inputs

e Expected Resource demand
o Location
o Time
o Type of User
Available Slack for immediate Allocation
Spaces for Free Access advertised to UEs
Low latency Mission Critical Bands
Previous Performance in Bands
Quality of Spectrum spaces based upon climatic conditions /
locations
e Special Conditions during disaster management for mission
critical requirements



Challenge

0 Identification of Key Variables for DSA

O Propose a Framework using Key Variables

* SYNTHESISE DATA

*x LOGICAL APCH
0 Preferably comply with O-RAN

3 InLine with ITU-T Y.3174



Synthetic Data : Open Source Nw Simulators

Cloud Computing
Application Layer Environments
Web-Based
5G K-SimNet Platform

5G K-SimSys -

5G K-SimLink

5G K-Simulator Platform



Optimise KPIs

Enhanced mobile broadband
Gigabytes in a second @

@Mmemdﬁeawy

@ 9"«

Smart Ci Future IMT Mission Critical Application

@ . Self Driving Car

Ultra-reliable and low

Massive machine
type communications

latency communications

User experienced
Peak data rate data rate
(Gbit/s) (Mbit/s)
> 4

Area traffic capacity

(Mbit/s) w._
10/

Spectrum efficiency

R 4
~\3x

) ~J 500
& & Mobility
Network energy (km/h)
efficiency
Connection density Latency

(devices/km?) (ms)



Resources

Usage of Network Simulators in Machine-Learning-Assisted 5G/6G Networks
Francesc Wilhelmi, Marc Carrascosa, Cristina Cano, Anders Jonsson, Vishnu Ram,
and Boris Bellalta , March 2020

M. W. L.Shang, "A survey of advanced techniques for spectrum sharing in 5G
networks," |IEE wireless communications, vol. 24, pp. 44-51, Oct 2017.

Y. C. L. W. Jianzhao Zhang, "Spectrum Knowledge and Real-Time Observing
Enabled smart spectrum Management," IEEE Access, vol. 8, 2020.

W. L. ME Morocho-Cayamcela, "Machine Learning for 5G/B5G Mobile and
wireless Communications : Potential , Limitations, and Future Directions," IEEE
Access, vol. 7, Sep 2019.
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Machine Learning for Wireless LANs +
Japan Challenge Introduction
ITU-ML5G-PS-031, ITU-ML5G-PS-032
29 July 2020

ITU
Al/ML in 5G

Challenge
Applying machine learning in
communication networks

ai5gchallenge@itu.int

Sponsors Organizer

Register "I"'I" ZTE
Join us on CISCO



https://www.itu.int/net4/CRM/xreg/web/Registration.aspx?Event=C-00007607
https://join.slack.com/t/itu-challenge/shared_invite/zt-ee1tlayc-c~~vd7m5dge2HEpanLzwlg

Federated Learning vs Secure Multiparty
computation

* MPC is a cryptographic definition which reveals no intermediate
information during the whole computation, all it reveals is the final

result.

* In contrast, FL is a machine learning definition that iteratively collects
and updates the model, which is revealed in each iteration.

* MPC enjoys a much higher security level, at the price of

* expensive cryptographic operations, which often results in higher
computation and communication cost.

* FL loosen the security requirements, enabling
* more clear and efficient implementation.



LTECRS RB levelrate RE levelrate

eeee Resource
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Option-1: MBSFN-based Option-2: Mini-slot-based Option-3: Rate-matching-based
Figure 1. DSS Deployment Options
MBSFN-based DSS CRS Rate Matching DSS DSS Optimization
‘CNR DL Data \ '@R DL Data \ ‘ (DSS for NR Carrier \

Transmission in LTE Transmission in LTE Aggregation
MBSFN subframes Normal Subframes e Optimized Rate

e Reduce impact to LTE e To avoid NR complexity, matching with a mixed
by using TDM sub- e am—— ] posible to use LTE | ] tyPe of NR slots allows
frame MBSFN subframes for for FDM scheduling to
patterns for sharing NR Trafficis SSB, CSI-RS, TRS NR Traffic gets be possible
between LTE and NR low and eUsing LTE TDM higher and FDD | ¢ TDM+FDM resource
within a frame. FDD cell subframes with cell needed for split in DL between LTE

e Both the gNB and the mainly patterns of sharing NR coverage and NR
eNB can trigger cell needed for eBoth the gNB and the and ¢ FR1TDD can be
resource coordination NR coverage eNB can triggger Cell throughput extended for DSS
procedure over X2 Resource Coordination operation

procedure over X2 or Xn e Faster DL and UL
\ / K ) Qesources allocation /
DSS for NSA in FR1 FDD with DSS for NSA, SA, SA+NSA in DSS for NSA, SA, SA+NSA S ource -
NR FR1 in FR1FDD and/or TOD

SCS of 15kHz FDD with NR SCS of 15kHz

blog.3g4g.co.uk



Emulated

gNB (eNB)
Simulation = = ~ ~

gNB (eNB)
Simulation

Local Service
Hosting Node

Internet GW




