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Casos de uso nuevos y existentes en 5G
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Porcentaje de conexiones totales proyectada 2030
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Para 2030, la tecnologia 5G representard mas del 50%
del total de conexiones en siete paises de América Latina

Fuente: GSMA Intelligence 2023
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El rol clave de las decisiones politicas
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Progreso de las guias de seguridad para 5G segun 3GPP

m 2017 | 2018 | 2019 | 2020 | 2021 | 2022 - _
C Rels Reic Ret7 Rel-1
5G Basic Security Architecture and Vertical industry security enhancement Continuous evolution of security Future-oriented security
eMBB Security Functions »  URLLC security: dual-path transmission functions evolution
security «  Security Capability Exposure: AKMA «  256-bit key algorithm
!ﬂtﬂgﬂt}f protection for air « mMTC (¢loT) Security: Lightweight Small Authentication and Key Management {anti-guantum attack
'“‘“'f“_“ user plane ) ) Packet Transmission Security Based on 3GPP Credentials and higher security)
Subscriber-level security policies Slice security: Defines NSSAAF slice = Enhanced slice security: ID broadcast «  Fake base station (FBS)
(finer granularity) authentication NEs and supports slice privacy protection detection
*  Enhanced air interface encryption secondary authentication, « MEC security (Support for Edge + Automatic 5GC virtual
protection for user IDs + Non-public network (NPN) security- EAP- Computing in 5GC): interface security, MNE cerificate
SEPP Protection Inter-PLMN based non-public network authenfication client authentication and authorization management
Roaming Messages
- SBA Security Security authentication Security authentication Security authentication
+  Unified authentication + SCAS10 + SCAS 20130 *  SCAS Evolution
aMEB URLLC, mMTC URLLC, mMTC {enhanced) evolution

Fuente: https://www.3gpp.org/specifications-technologies/releases



Retos de seguridad en 5G

loT & MI2M Virtualizacion

Seguridad incorporada débil en dispositivos loT, Mayor complejidad para mitigar los ataques de

ataques en canales cifrados, casos de uso de: M2M canales laterales y proteger arquitecturas cloud-
V2X. native
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ecnologias nuevas y
legadas

Arquitecturas
distribuidas

Aumento de los vectores de amenazas en edge .
computing, network slicing, Convergencia de multiples tecnologias, migracion de

URLLC (Ultra Reliable Low Latency Cofmmunication) . I amenazas entre tecnologias, incluida la convergencia 5G
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Panorama de amenazas 5G

Malicious code or software

Exploitation of flaws in the architecture,
esign and configuration of the network

Eavesdropping/
Denial of service merceptwﬂhddrg_
Disasters
Abuse of remote access to the network
Exploitation of software, and/or hardware vulnerabilities Unintentional damages

(accidental)

Abuse of authentication

Lawful interception function abuse

Nefarious activity/
abuse of assets

Data breach, leak, theft and manipulation of information Threat

Unauthorised activities/network intrusions

Failures/malfunctions

ty fraud/account or service
|
Compromised supply chain, vendor and service provid
Abuse of virtualization mechanisms \
Physical attacks

Signalling threats
Manipulation of network configuration/data forging

Fuente: ENISA Threat Landscape For 5G Networks - Noviembre 2019




This document

Document title:
GSMA PRD FS.13

Network Equipment Security Assurance Scheme — Overview

Description: High level explanation of NESAS

Document title:

GSMA PRD FS.14

Network Equipment Security
Assurance Scheme —

Document title:

GSMA PRD FS5.15

Network Equipment Security
Assurance Scheme —

Document title:

GSMA PRD FS.186

Network Equipment Security
Assurance Scheme —

Security Test Laboratory Development and Lifecycle Development and Lifecycle
Accreditation Assessment Methodology Security Requirements
Description: Description: Description:

Test laboratory TroTe Methodology of vendor 2 Requirements for vendor ;.-
accreditation process and development and lifecycle development and lifecycle
requirements H processes assessment processes assessment
Document title: Document title:

GSMA PRD F5.46

Network Equipment Security
Assurance Scheme -

Audit Guidelines

Description:

Guidelines to Auditors
and Equipment Vendors
on how to conduct the
vendor assessment

Crmer:

GSMA PRD F5.47

Network Equipment Security
Assurance Scheme —
Product and Evidence
Evaluation Methodology
Description:

Methodology of product . .-
and evidence evaluation M

Document tite:

3GPP TR 33.916
Assurance Methodology for
3GPP network products

Description:
Network Equipment Evaluation
Process and Creation of SCAS

Owner:

Document title:

3GPP TS 33.117

Catalogue of General
Security Assurance
Requirements

Description:

Generic SCAS for all Network

Functions s
E vy

SCAS specific to 3GPP-
defined Metwork Functions are
published by 3GPP

Reference:

https://www_3gpp.org/DynaRe
port/33-series.htm

Owmer:

Fuente: https://www.gsma.com/security/network-equipment-security-assurance-scheme/

NESAS 2.2.0




Especificaciones de aseguramiento de la seguridad (SCAS)

Operator

Vendor

Network Product Lifecycle Process
NESAS scope is the equipment vendor

2 InNESAS scope 2 Out of NESAS scope

Fuente: https://www.gsma.com/security/network-equipment-security-assurance-scheme/
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Mitigacion de amenazas

_ Air Interface  RAN Threats Backhaul / Remote DC 5G Packet Core & OAM Threats SGi / Né & External Roaming
Device Threats
Threats Threats Threats

| | EnhancedVisibility & Threat detectionlayer | |

|| ONshowedwontayer

Application Protection & Policy enforfement | ]

 NGFW&DDoSprotectiontayer | T
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Advanced Malware Protection Layer _

Fuente: Cisco - SP Security Forum 2019
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