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I. Introduction

I.I  Background and Context

Ukraine stands at a crucial moment in its digital transformation journey, a process that has gained critical
importance amidst the profound challenges of recent years, particularly following the outbreak of the war
in February 2022. As the country strives for a resilient, sustainable, and inclusive recovery, the role of
digital development has become increasingly important. The COVID-19 pandemic had already
underscored the necessity of digital solutions and services for maintaining societal functions, and the
ongoing war has further amplified this need, making digital transformation not just a strategic priority but
a fundamental component of Ukraine’s rehabilitation and future growth. The country’s ability to leverage
information and communication technologies has become essential for its advancement, and progress
toward achieving the Sustainable Development Goals by 2030.

The Ukraine Digital Development Profile 2024 offers a comprehensive overview of the country’s digital
transformation landscape, examining the multifaceted enablers that contribute to its digital evolvement.
Developed by the International Telecommunication Union Office for Europe, within the framework of the
ITU Regional Initiative for Europe on ICT Centric Innovation Ecosystems, this profile is part of a broader
effort to support digital development across the region. It reflects the experiences and insights of the ITU,
UN specialized agencies, and other stakeholders, providing a thorough analysis of Ukraine's current digital
status, opportunities, and challenges.

The report aims to serve as a foundational reference for discussions on digital development on both the
national and international levels, guiding future dialogue with country stakeholders, and facilitating the
strategic engagements of the UN system in Ukraine. By employing a building-blocks framework, the profile
presents a multidimensional view of digital transformation, providing an in-depth overview of the current
digital initiatives and projects implemented at various levels and emphasizing the critical
interdependencies among multiple components of digital development, ranging from broadband
availability and policy frameworks to sectoral e-strategies and digital inclusion programs. The report
illustrates how diverse elements of digital advancement interact and impact the country.

In the context of Ukraine, where the digital divide, infrastructure challenges, and the need for inclusive
digital policies are particularly pressing, this profile identifies critical gaps and opportunities. It provides a
roadmap for future ICT-related initiatives that can be undertaken by the UN Country Team and other
partners, with the ultimate goal of enhancing Ukraine's digital capabilities and supporting its sustainable
development.

As Ukraine continues to navigate its path towards a digitally empowered future, this profile will be
instrumental in both responding to immediate challenges and shaping the collaborative efforts required
to address the specific areas in need of improvement. It will also encourage potential partners to support
Ukraine's digital transformation, ensuring that the country can fully harness the benefits of ICTs for its
development and resilience in the years to come.
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Il Objective of the Report

The objective of the Digital Development Country Profiles series is to provide a comprehensive and
comparative analysis of the digital transformation landscape in priority countries of the European region,
including Albania, Bosnia and Herzegovina, Georgia, Moldova, Montenegro, North Macedonia, Serbia, and
Ukrainel.

This report seeks to serve as a foundational reference for discussions on digital development at the country
level in Ukraine, guiding future dialogue with national stakeholders and facilitating increased, fit-for-
purpose engagements by the UN system in this country. By offering an in-depth overview of the digital
development status, including the identification of key gaps and opportunities, the Ukraine Digital
Development Country Profile aims to support the UN Country Team and both national and international
stakeholders in their sustainable recovery efforts through digital development by pursuing the following
specific objectives:

i) Facilitate coordination of the one-UN response to the impact of the war in Ukraine
concerning ICT and Digital Development.

ii) Provide an overview of potential support available to the UNCT upon request.

iii) Assist in collecting analytical work on the war's impact in Ukraine and highlight key
ICT/Digital-related challenges to address during the implementation of the UN Sustainable
Development Cooperation Framework and beyond.

iv) Contribute to mapping ongoing and planned activities to avoid duplication of efforts and
ensure a comprehensive approach for effective recovery through ICT and digital means.
V) Support the UNCT and other stakeholders by facilitating fundraising activities to scale

digital development initiatives.

The report provides actionable insights and recommendations for digital and ICT-related initiatives that
align with the UN Sustainable Development Cooperation Framework and UN Common Country Analysis.
It also aims to foster collaboration among UN agencies and national counterparts, encouraging the
development of targeted strategies to enhance digital transformation and sustainable development across
the region.

1 https://www.itu.int/en/ITU-D/Regional-Presence/Europe/Pages/Projects/UNAffairs/2022/Digital-Development-Country-Profiles.aspx
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.1l Methodology

The methodology for compiling the Ukraine Digital Development Country Profile 2024 reflects a systematic
and multidisciplinary approach designed to capture the comprehensive state of digital transformation in
Ukraine. It integrates quantitative data, qualitative analyses, and stakeholder consultations to ensure
reliability, inclusivity, and relevance.

Quantitative data was sourced from authoritative national and international entities, including:

e National Commission for the State Regulation of Electronic Communications, Radio Frequency
Spectrum, and Postal Services.
e Reports from the International Telecommunication Union, such as the ICT Development Index and
ICT Regulatory Tracker.
e Additional insights were drawn from surveys conducted by the
o Ministry of Digital Transformation of Ukraine, particularly the Digital Transformation Index
of Ukrainian Regions (2023)
o Economic and demographic statistics from the State Statistics Service of Ukraine and the
National Bank of Ukraine.
o United Nations datasets on connectivity, digital inclusion, and the Sustainable
Development Goals also contributed to the analysis.

Indicators such as broadband subscriptions, mobile-cellular usage, affordability of ICT services, and
regional disparities in digital infrastructure were key components of the dataset.

Qualitative data was gathered through policy and strategy reviews, including legislative documents such
as the Law on Electronic Communications and the Law on Post. Sectoral reports on cybersecurity,
emergency telecommunications, and digital education provided additional context. Insights/observations
from stakeholders involved in Ukraine’s digital transformation, including ITU, UN agencies, and private
sector entities, enriched the understanding of the subject matter.

A provisional, predefined building-blocks framework was employed to analyze digital transformation,
focusing on critical domains such as:

e Connectivity and Infrastructure: Evaluating physical infrastructure, broadband penetration, and
coverage of mobile networks, with a focus on the impact of war-related damage and efforts
toward restoration.

e Digital Inclusion and Affordability: Assessing affordability of ICT services using indicators like the
cost of mobile and fixed broadband baskets as a percentage of gross national income per capita.

e Policy and Governance: Examining the regulatory environment, alignment with EU standards, and
implementation of digital transformation policies.

e Innovation and Skills Development: Measuring progress in digital literacy, entrepreneurship, and
the adoption of advanced technologies in various sectors.

e Resilience and Sustainability: Addressing challenges related to infrastructure damage,
cybersecurity threats, and economic constraints, and evaluating strategies for ensuring continuity
and recovery.
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Recognizing significant regional variations in digital development, the methodology emphasized regional
analyses. Comparative benchmarking of regional Digital Transformation Index scores was conducted, along
with mapping of broadband penetration and fixed internet access by settlement. This approach aimed to
identify underserved areas and evaluate the effectiveness of targeted interventions.

War-specific considerations were integral to the methodology. The study assessed the impact of the war
on infrastructure destruction, migration patterns, and economic disruptions while documenting
emergency measures such as public Wi-Fi zones and national roaming services. It also highlighted
partnerships between government, private sector, and international organizations in addressing wartime
challenges.

To ensure accuracy, all data underwent further validation, and triangulation methods were used to cross-
check information from multiple sources. Despite this, limitations arose due to data gaps in war-affected
and occupied regions, challenges in obtaining real-time information because of security constraints, and
potential biases in subjective indicators like survey responses.

Stakeholder engagement played a central role in the study, involving government entities, sectoral
regulatory bodies, and international partners, including ITU and UN agencies. The questionnaire
exchanged with the Ministry of Digital Transformation provided valuable insights into ongoing projects,
challenges, and future priorities.

This transitional methodology ensures a nuanced understanding of Ukraine’s digital transformation
journey, combining robust data collection, rigorous analysis, and inclusive stakeholder engagement.
Despite inherent limitations, it provides actionable insights to guide national and international efforts in
advancing Ukraine’s digital development amidst complex challenges.

10
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ll.  Country Profile — Ukraine

Population: 41 130 400 (February 2022)?
41000 000 (2023)3
Households: 14 549 200 (2022 estimate)*
GDP Nominal: UAH 6 537 825 million / USD 178 760 million (2023)
Area: 603 628 km?
Capital city: Kyiv
Official EU language:  Ukrainian
Currency: Hryvnia (UAH)
Country Code: 380
Internet TLD: .ua/ .ykp

Digital Indicators®:

Fixed-telephone subscriptions: 1.43 million (2023)
Fixed-telephone subscriptions per 100 inhabitants: 3.5(2023)
Mobile-cellular telephone subscriptions: 50.3 million (2023)
Mobile-cellular subscriptions per 100 inhabitants: 123 (2023)
Fixed-broadband subscriptions: 8.07 million (2023)

Fixed-broadband subscriptions per 100 inhabitants: 19.7 (2023)
Mobile-broadband subscriptions: 33.4 million (2023)
Mobile-broadband subscriptions per 100 inhabitants:  81.6 (2023)

Development of the ICT sector of Ukraine as of 2023

The ICT sector in Ukraine demonstrated remarkable resilience and growth in 2023 despite the challenges
posed by the war. The sector has been central to maintaining societal and economic functions, ensuring
connectivity, and driving modernization efforts under extreme circumstances.

Key trends include®:

e Revenue Growth: Total revenues from communication services reached UAH 130.5 billion, with
electronic communication services contributing UAH 97.3 billion, a 17 percent increase from 2022,
and telecommunication ducts and infrastructure generating 11.1 billion UAH. Postal and courier
services generated UAH 33.2 billion.

2 https://index.minfin.com.ua/ua/reference/people/

3 Source: ITU

4 https://www.ukrstat.gov.ua/operativ/operativ2020/gdvdg/sdhd/sdhd_2022.xIs
5 https://datahub.itu.int/data/

6 NCEC Annual report 2023

11



Ukraine — Digital Development Country Profile

e Capital Investments: Investments in electronic communications surged to UAH 19 billion, a 50 percent
increase from 2022, focusing on building new and restoring damaged networks.

e Internet Access: Fixed Internet access saw significant growth, with revenues increasing by 33 percent
to UAH 21.2 billion. The number of fixed Internet lines rose by 25 percent in rural areas, with fiber-
optic cable usage reaching 40 percent, aligning with the pan-European gigabit strategy.

e Mobile Communication: Revenues from mobile communication services, accounting for 63.4 percent
of total electronic communication revenue, grew by 9.8 percent to UAH 61.7 billion. The number of
active mobile cellular subscriptions was 50.3 million, with 29.8 million using 4G.

e International Roaming: Revenues from international roaming services increased 1.3 times to UAH 3.96
billion, driven by the migration of Ukrainians to EU countries.

e Regulatory Developments: NCEC focused on harmonizing Ukrainian legislation with EU laws,
particularly for joining the EU's single roaming area "Roaming like at home". They developed 29
normative legal acts and ensured the implementation of the Law on Electronic Communications and
the Law on Post.

The ICT industry experienced notable financial growth during the year, with total revenues reaching 130.5
billion UAH, up from 90.1 billion UAH in 2022. Revenues from electronic communication services alone
amounted to 97.3 billion UAH, representing a 17 percent increase compared to the previous year, while
fixed internet services experienced the highest growth, with a 33 percent increase, generating 21 billion
UAH. Capital investments surged by 50 percent to 19 billion UAH, reflecting a commitment to
infrastructure development and service enhancement.

Broadband internet continued to be a key driver of digital and economic development in Ukraine. Fixed
internet services saw substantial growth in rural areas, where connections increased by 25.4 percent. The
expansion of fiber-optic networks, particularly xPON technology, with its share rising to 41.3 percent,
underscored the sector’s focus on delivering high-speed, gigabit-capable internet access, aligning with
European connectivity standards. These advancements were achieved despite the widespread destruction
of communication infrastructure caused by military actions.

The war significantly shaped the digital landscape, driving the sector to prioritize resilience and
adaptability. Restoring damaged networks and ensuring service continuity under martial law became
critical objectives. Investments in infrastructure, such as generators and batteries, enhanced the sector’s
ability to maintain operations during prolonged power outages. Public Wi-Fi zones were established across
cities, ensuring internet access for citizens during crises. These efforts underscored the role of digital
infrastructure as a lifeline for communication, information, and essential services during the war.

European integration was a major driver of Ukraine’s digital development in 2023. The alignment of
national communication standards with European Union norms marked a significant step toward the
country’s integration into the EU digital market. Initiatives like the development of mechanisms to join the
“Roam-like-at-home” zone aimed to provide Ukrainians with affordable cross-border connectivity. The
launch of the “112” emergency service system further strengthened Ukraine’s digital capacity to respond
to emergencies showcasing the integration of modern technology into public services.

Technology adoption and innovation were central to the sector’s development. Fiber-optic networks
expanded rapidly, particularly in underserved rural areas, addressing a growing demand for reliable
broadband access. The implementation of modern cost models for service providers and the focus on

12
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gigabit-speed connectivity positioned the sector as a key enabler of digital transformation. Fixed internet
access revenues rose significantly, and the number of internet connections in rural areas surpassed
expectations, demonstrating the sector’s ability to drive equitable access to technology.

Mobile communication services remained a cornerstone of the ICT sector and a key component of
Ukraine’s digital transformation. With over fifty million active SIM cards in use by the end of 2023, mobile
services played a vital role in connecting citizens and facilitating access to information. Revenue from
mobile data services accounted for over two-thirds of mobile revenue, reflecting the growing demand for
high-speed, mobile connectivity. The adoption of 4G technology expanded significantly, with nearly thirty
million users leveraging the service for internet access. International roaming services also saw a sharp
increase, driven by the forced migration of Ukrainians to other countries due to the war.

The postal and courier services market also became a significant element of Ukraine’s digital profile,
generating 33.2 billion UAH in revenue following legislative reforms. The integration of digital tools into
postal services modernized the sector, improving efficiency and accessibility for citizens and businesses
alike. These advancements highlighted the importance of a comprehensive digital ecosystem that extends
beyond traditional ICT services.

Despite its successes, the ICT sector faced significant challenges. The ongoing war led to the significant
destruction of critical infrastructure, particularly in frontline and occupied regions, necessitating extensive
restoration efforts. Cybersecurity threats were also a growing concern, as demonstrated by a major
cyberattack on Kyivstar, one of Ukraine’s largest mobile operators, which temporarily disrupted operations.
Rural and remote areas continued to face gaps in service provision, underscoring the need for sustained
investment in these regions.

Ukraine’s digital development also reflected shifting consumer behaviours. Fixed voice communication
services saw a decline as users increasingly favoured mobile and internet-based solutions. Revenues from
fixed voice services dropped by 5.7 percent to 3.3 billion UAH, and subscriber numbers decreased by 17.6
percent in 2023. This trend drove providers to modernize their offerings and explore innovative
approaches to meet evolving demands. The sector’s focus on fiber-optic connectivity and next-generation
network technologies further emphasized its role in fostering a future-ready digital economy.

The ICT sector’s adaptability during a time of crisis was evident in its expanding ecosystem. By the end of
2023, the number of registered service providers nearly doubled, compared to the previous year, reaching
4 113. This growth demonstrated the sector’s competitiveness and capacity for innovation, even under
adverse conditions. Efforts to enhance consumer rights, ensure transparency, and address service quality
issues were also central to the sector’s approach, reinforcing its commitment to inclusivity and trust.

Looking ahead to 2025, Ukraine’s digital transformation remains firmly oriented toward integration,
modernization, and resilience. The ICT sector is poised to play a central role in Ukraine’s recovery and
development. Priorities for 2025 include deeper alignment with the EU digital market, expanding universal
access to communication services, and investing in infrastructure capable of withstanding ongoing
challenges. As a critical enabler of economic recovery, innovation, and societal resilience, the ICT sector
continues to underpin Ukraine’s ambitions for a modern, connected, and globally integrated digital future.

13
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The Digital Transformation Index of Ukraine 2023

The Digital Transformation Index of Ukrainian Regions (2023)’, prepared by the Ministry of Digital
Transformation of Ukraine, provides a comprehensive analysis of the digitalization progress across
Ukraine’s regions. This index serves as a benchmark for evaluating advancements in digital governance,
infrastructure, and public services. With an average score of 0.632 out of 1, the findings reflect moderate
overall progress. However, significant disparities exist, as regions such as Dnipropetrovsk, Lviv, and Poltava
lead with high scores of 0.908, 0.891, and 0.833 respectively, while war-affected areas like Donetsk and
Kherson lag behind at 0.359 and 0.316.

The assessment highlights notable achievements in key areas. Paperless operations show substantial
progress, with a score of 0.697, reflecting increased digitization of administrative processes and reduced
reliance on traditional paperwork. Institutional capacity also ranks highly, at 0.678, indicating the presence
of strong leadership structures and readiness for implementing digital governance. Similarly, the
penetration of basic electronic services scores 0.666, underscoring the steady expansion of essential e-
services across the country. However, the sectoral digital transformation sub-index, with a score of 0.560,
underscores challenges in areas such as cybersecurity, healthcare digitization, and civil protection, where
significant improvements are necessary.

The institutional capacity of regions, one of the critical dimensions of the index, evaluates the effectiveness
of local leadership and the presence of regional informatization programs. Top performers include
Dnipropetrovsk, Odesa, and Ternopil, all scoring a perfect 1.000. These regions have established strong
digital leadership, exemplified by Chief Digital Transformation Officers, and have implemented
comprehensive digital strategies. Conversely, Mykolaiv scored the lowest at 0.167 for the second
consecutive year, signalling a lack of robust institutional frameworks and underinvestment in human
capital.

Internet development emerges as a vital area, particularly during wartime, when neighbouring or remote
reliable connectivity is crucial for accessing shelters, schools, and healthcare facilities. Leading regions like
Kharkiv, Poltava, and Ternopil scored above 0.900, ensuring that significant portions of their populations
are connected. Despite these efforts, the national average shows only 71 percent of schools, 67 percent
of preschools, and 57 percent of healthcare facilities have access to high-speed internet, leaving room for
improvement. At the other end of the spectrum, regions such as Kherson and Donetsk scored below 0.200,
largely due to the impacts of ongoing war.

The development of administrative service centres (TsNAPs) plays a crucial role in enhancing access to
government services. Regions such as Dnipropetrovsk, Lviv, and Volyn have excelled, with Dnipropetrovsk
achieving a score of 0.908, reflecting the efficiency and accessibility of their services. However, automation
and service quality require further attention, particularly in regions like Sumy, Mykolaiv, and Vinnytsia. The
national average for this sub-index stands at 0.624, highlighting the need for broader improvements in
digital infrastructure and process optimization.

7 https://thedigital.gov.ua/storage/uploads/files/page/community/reports/IHaeKkc-umndposoi-TpaHchopmali-perioHis-YkpaiHn-2023. pdf
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Region Index Region Index
The goal of Ukraine - Cherkassy —
Dnipropetrovsk - Khmelnytska —
Poltava - Chernihivska -
Volynsk - Chernivtsi —
Ternopilsk - Kirovohratsk -
Kharkiv** - Mykolayivska** —
Odeska - Luhansk*® -
Vinnytsia - Donetsk**® -
Zakarpattia - Kherson** -
Rivne - Zaporizhzhia** -
Ivano-Frankivsk - Sumy -
Kyivska - Autonomous Republic Crimea 0.000

Figure 1. Key figures on regional digitization of Ukraine as of 2023

8 * Value index for Luhansk region specified as of 24 February 2022 year
9 ** |n areas with active military actions the values are calculated for the communities controlled by the Ukrainian government
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The paperless operations sub-index assesses the digitization of government registries and the
implementation of e-document management systems. Regions like Lviv, Dnipropetrovsk, and Poltava lead
with scores above 0.900, showcasing advanced integration of digital tools in administrative workflows.
However, low-performing regions such as Zaporizhzhia and Sumy scored below 0.200, emphasizing the
need for targeted interventions to enhance their digital readiness. Challenges include inadequate adoption
of e-document workflows and insufficient digitization of regional registries.

Digital education remains a priority for fostering a digitally literate population. The sub-index highlights
progress, with an average score of 0.656, marking a substantial improvement from previous years. Regions
like Dnipropetrovsk and Kharkiv lead with scores of 0.968, supported by high participation in digital skills
training programs and widespread adoption of electronic tools in education. The national platform
Diia.Education has played a key role, attracting significant registrations from these regions. However, areas
like Ivano-Frankivsk and Sumy show limited progress, with scores of 0.240 and 0.398, pointing to persistent
disparities in access to digital education resources.

Regional branding, captured in the "Business Card" sub-index, assesses the digital presence and marketing
efforts of local governments. The national average of 0.633 reflects steady progress, with leading regions
such as Dnipropetrovsk, Poltava, and Kyiv showcasing well-designed websites and functional business
hubs. In contrast, Sumy, with a score of 0.000, demonstrates the absence of basic digital infrastructure,
including modernized websites and regional business centres.

The penetration of basic electronic services, with a score of 0.666, illustrates the growing availability of
services such as eMalyatko (birth registration) and property rights digitization. Leading regions like Volyn
and Odesa have excelled in this area, while Kherson, Sumy, and Zaporizhzhia lag far behind. The need for
broader implementation of these services, particularly in underserved regions, remains a critical priority.

Sectoral digital transformation, scoring 0.560, evaluates the integration of digital tools in specific sectors
such as cybersecurity, healthcare, and civil protection. Top-performing regions like Lviv, Vinnytsia, and
Poltava have demonstrated leadership in modernizing their infrastructures. However, most regions scored
below 50 percent on key indicators, highlighting the urgent need to strengthen cybersecurity frameworks
and enhance digital resilience in critical sectors.

The methodology for calculating the index combines statistical reports, survey data, and open datasets. A
multi-layered approach aggregates indicators into sub-index and then into the overall score, normalized
to a scale of 0 to 1. While the methodology ensures comprehensive and consistent evaluation, limitations
include data collection challenges in war-affected regions and the subjective weighting of some indicators.

In conclusion, the Digital Transformation Index of Ukrainian Regions highlights substantial progress in
digital governance and services, despite the challenges posed by ongoing war. While top-performing
regions set benchmarks for innovation and efficiency, significant disparities remain, underscoring the need
for targeted investments and policy interventions. The findings provide a roadmap for advancing digital
transformation and bridging regional divides in Ukraine.
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[I.I  Affordable Connectivity

Il.I.I  Connectivity / Digital Infrastructure / Emergency telecommunications

Connectivity and Digital Infrastructure: The Backbone of Digital Access

Connectivity to digital infrastructure is the cornerstone of realizing the full potential of digital
transformation, acting as the gateway through which societies access critical digital services. Reliable and
affordable internet access is essential for ensuring that the benefits of digital technologies are universally
available, supporting everything from economic growth to social inclusion. Connectivity encompasses not
only the physical elements, such as broadband networks, data centers, and mobile towers, but also the
policies and regulations that govern their deployment and accessibility.

Market access and digital infrastructure are closely linked. Competitive markets for digital services can
drive down costs and improve service quality, making digital access more affordable. However, achieving
this requires effective market regulation to prevent monopolies and ensure fair competition.

Availability refers to the accessibility of digital infrastructure, such as high-speed internet, mobile
networks, and digital services. In regions where such infrastructure is lacking, digital transformation efforts
are often stymied. For instance, rural areas or underserved communities may face significant challenges
in accessing reliable internet connections, which are the backbone of many digital services.

Ensuring widespread availability of digital infrastructure is a prerequisite for broad-based digital adoption.
This requires investment in infrastructure development, particularly in remote and underserved areas, and
the promotion of public-private partnerships to expand digital reach.

Mobile-cellular communications networks

The technological infrastructure of Ukraine's mobile communication networks has demonstrated
remarkable adaptation and development despite the ongoing military challenges. Mobile operators,
including Kyivstar, Vodafone Ukraine, and Lifecell, have enhanced network resilience by significantly
expanding power autonomy through the deployment of over 6 000 generators and 385 000 rechargeable
batteries. These measures ensure that networks can operate autonomously for at least three days without
external power, addressing frequent disruptions caused by the war.

Emergency services have also been strengthened through the introduction of the nationwide "112"
number, which enhances public safety during crises. National roaming services have provided seamless
connectivity during network outages or power losses, benefiting over one million users daily throughout
2023.

- Percentage of the population covered by at least a 4G/LTE/WiMAX mobile network is a critical indicator
of a country's digital infrastructure and connectivity. This metric measures the extent to which the
population has access to advanced mobile broadband networks capable of delivering high-speed internet
services. High coverage rates suggest that a significant portion of the population can benefit from modern
digital services, enhancing communication, access to information, and economic opportunities.

According to the ITU data, in Ukraine, 91.0 percent of the population was covered by at least a 3G mobile
cellular network in 2022, and the same percentage had access to LTE/WiMAX networks.
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However, Ukraine remains the only non-EU country in Europe with less than 95 percent coverage, despite
remarkable progress. In 2015, Ukraine had no 4G coverage. By 2019, coverage expanded to 78.1 percent,
growing to 87.15 percent in 2020 and 91.6 percent in 2021. By December 2023, the number of active 4G
users rose to 29.8 million,
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Figure 2. Population coverage by mobile network technology in Ukraine in 2022.

Globally, the expansion of 4G/LTE/WiMAX networks has been rapid, with many countries achieving near-
universal coverage, reflecting the growing importance of mobile internet in everyday life. However,
disparities remain, particularly in rural and remote areas, where coverage can be limited, underscoring the
ongoing challenge of bridging the digital divide.

During the period of martial law in Ukraine, the official 4G coverage maps are temporarily unavailable for
security reasons. The data is retrieved from independent sources of mapping services®, outlining
population coverage with 3G / 4G / 5G mobile communication technology by a single carrier as of
September 2024.

Mobile Operator 1 Mobile Operator 2 Mobile Operator 3

i N ! 3 7?%“" < i { { 1 T oy

S A b S R ALY Eonge = S R

AT ALTn
ODDD@D@
Figure 3. Population coverage with 3G / 4G / 5G mobile communication technology by a single carrier.

Overall, the condition of mobile network coverage in Ukraine has deteriorated significantly due to the
ongoing war, with many regions experiencing partial or complete loss of service. The situation remains
fluid, with conditions varying greatly depending on the proximity to active combat zones and the level of
damage sustained by local infrastructure. The following key factors contribute to the worsening mobile
network coverage:

10 https://www.nperf.com/en/map/CH/-/152755.Swisscom-Mobile/signal?l1=46.81911309679875&Ig=8.23&zoom=8
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Infrastructure Damage:

Direct Attacks: Telecommunications infrastructure, including mobile towers, base stations, and
fiber-optic cables, have been targeted or damaged during the war. This has led to significant
disruptions in mobile services, especially in areas close to the front lines or regions under heavy
shelling.

Occupied Territories: In areas occupied by military forces, Ukrainian mobile operators often lose
control over their networks. The infrastructure in these areas either gets repurposed by occupying
forces or suffers from neglect and lack of maintenance.

Power Outages:

Electricity Supply: Mobile networks rely heavily on a stable power supply. Frequent power outages
caused by attacks on Ukraine's energy infrastructure severely impact mobile network operations,
as base stations and other critical components lose power.

Backup Systems: While mobile operators have backup power systems like batteries or generators,
these are not always sufficient to sustain long-term operations during extended outages, leading
to further network degradation.

Operational Challenges:

Personnel Safety: The safety of telecommunications workers is a significant concern, particularly
in the field of military operations. This limits the ability of operators to carry out necessary repairs
or maintenance, further exacerbating the decline in service quality.

Supply Chain Issues: The war has disrupted supply chains, making it difficult to obtain the
necessary equipment and materials needed to repair and maintain the mobile network
infrastructure.

Cyberattacks and Security Issues:

Cyber Threats: The war has also seen an increase in cyberattacks targeting Ukrainian
telecommunications networks. These attacks aim to disrupt communications, complicating efforts
to maintain reliable mobile network coverage.

Surveillance and Interference: In areas controlled by the adversary’s forces, there have been
reports of surveillance and interference with Ukrainian mobile networks, adding another layer of
difficulty in maintaining service.

Humanitarian Impact:

Population Displacement: The movement of large populations due to the war has strained the
remaining operational network infrastructure, leading to congestion and service degradation in
relatively safer regions where displaced people have relocated.

Emergency Communications: The decline in mobile network coverage has also impacted
emergency communications, making it more difficult for people in battle zones to call for help or
receive critical information.

However, the sector is undergoing a significant technological transformation, with operators transitioning
to advanced technologies like fiber-optic and gigabit-capable networks to provide faster and more reliable
services. Traffic routing innovations have also been implemented to improve service availability across
regions. Despite widespread infrastructure damage caused by cyberattacks and missile strikes, operators
have prioritized recovery and service optimization to ensure continuity. Population migration and ongoing
military operations in certain areas have led to decreased user numbers in occupied and war-affected
areas, but efforts to rebuild and modernize continue unabated.
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International cooperation has been instrumental in supporting technological upgrades and aligning
Ukraine's services with global and European standards. The focus on modernization and collaboration
ensures competitive service provision and paves the way for integration into international roaming zones.
These advancements underline Ukraine's commitment to maintaining and improving its mobile
communication networks in the face of extraordinary challenges.

- Mobile-cellular subscriptions per 100 inhabitants and in absolute numbers. The correlation between the
coverage of the population by various mobile network technologies and mobile-cellular subscriptions is
significant, as the extent and quality of coverage have a direct impact on the number of subscriptions. In
regions with extensive and reliable mobile network coverage, people are more likely to subscribe to mobile
services because they can expect consistent connectivity for voice calls, text messaging, and data usage.
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Source: NCEC 2023, Ukraine
Figure 4. Mobile-cellular subscriptions per 100 inhabitants', by region as of December 2023.

As of 2023, Ukraine had an average of 123 mobile-cellular subscriptions!? per 100 inhabitants across the
country, with regions like Kyiv exhibiting higher saturation with 204 subscriptions per 100 people.

11 The Figure excludes the data of the Autonomous Republic of Crimea and the city of Sevastopol, as well as parts of territories located in the area
of military operations (combat) actions or which are in a temporary occupation, encirclement or blockade, in the Donetskyi, Luhanskyi,
Zaporizhzhskyi and Khersonskyi regions. The deterioration of the mobile network in these territories of Ukraine, particularly since February 2022,
has been severe.

12 According to the NCEC Annual Report 2023, the average number of mobile-cellular subscriptions per 100 inhabitants is equal to 145,
suggesting that the population of Ukraine as of December 2023 might be 34.69 million inhabitants.
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The historical data on mobile-cellular subscriptions in Ukraine over the last decade reveals a significant
downward trend, with numbers decreasing from 62.5 million in 2013 to 50.3 million in 2023. This decline
aligns with key events in the country’s recent history, particularly the onset of geopolitical strain in 2014
and the escalation of war in 2022. The steepest drop occurred between 2013 and 2018, after which the
decline slowed, with slight fluctuations and a modest recovery in subscriptions in 2021 and 2023.

Still, the number of mobile-cellular subscribers is higher than the population, suggesting a penetration
rate of approximately 122.7 percent (50.3 million subscribers / 41 million inhabitants * 100). This indicates
that on average, each individual might own more than one mobile device or SIM card. Such a high mobile
penetration rate may reflect a combination of competitive (and possibly saturated) market dynamics and
specific user behaviors influenced by pricing structures and regulatory factors. Considering the mobile
termination rate (MTR) of 7.5 kopiykas per minute in 2024, with a slight increase to 7.6 kopiykas planned
for 2025 and the comparison of those rates with the EU's maximum mobile termination rate of 0.2
eurocents per minute?, it could be assumed that the MTRs are potentially influencing call pricing
structures and user behaviors. Typically, the increased MTRs can lead to higher off-net call charges,
prompting users to maintain multiple SIM cards across different networks to minimize costs. Ukraine's high
mobile penetration rate is indicative of both a competitive market and adaptive consumer behaviors in
response to pricing and network considerations. While the presence of multiple operators fosters
competition, factors such as elevated MTRs and infrastructure challenges influence user decisions,
including the adoption of multiple SIM cards. Therefore, the high penetration rate reflects a complex
interplay of market dynamics, regulatory frameworks, and consumer strategies.

The initial decline in mobile subscriptions starting in 2014 corresponds with the annexation of Crimea and
the outbreak of conflict in Eastern Ukraine. The war disrupted telecommunications infrastructure in
affected regions, making it challenging to maintain or expand mobile services, and displaced millions of
people, both
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Figure 5. Mobile-cellular subscriptions in absolute numbers in Ukraine over the decade.

Economic instability caused by the war also played a significant role in this decline. The downturn in
Ukraine’s economy, coupled with inflation and currency devaluation, likely led many individuals to reduce
their mobile spending, consolidating subscriptions and abandoning multiple SIM cards. Furthermore, the

13 https://en.interfax.com.ua/news/economic/939281.html
14 https://digital-strategy.ec.europa.eu/en/news/eu-wide-voice-call-termination-rates-become-applicable-today
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overall population decline due to emigration, military casualties, and lower birth rates naturally impacted
the total number of mobile subscribers.

In recent years, the slight increase in mobile subscriptions, particularly in 2021 and 2023, may signal a
partial recovery or stabilization in regions less affected by military operations. This recovery could reflect
rebuilding efforts, improved economic conditions in certain areas, or an increased reliance on mobile
services during times of crisis for communication, news, and emergency alerts. The war has also reshaped
the geographic and demographic distribution of mobile users. In occupied or annexed territories, such as
Crimea, mobile subscriptions may now be attributed to adversary’s networks, contributing to the decline
in Ukraine’s reported numbers. In contrast, regions outside the immediate war zones might exhibit more
stable or even increasing subscription rates.

Technological shifts and regulatory changes have likely also influenced the subscription trends. A migration
toward internet-based communication methods may have reduced reliance on traditional mobile services.
Additionally, measures to improve SIM card registration and combat fraud could have led to the
deactivation of inactive or duplicate SIM cards, further lowering the numbers.

The diagram illustrates the trajectory of mobile-cellular subscriptions in Ukraine from 2003 to 2023,
comparing it to European and global averages. The growth in Ukraine's mobile subscriptions was
particularly rapid in the early 2000s. Initially trailing behind the European average, Ukraine caught up by

the mid-2000s and
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Figure 6. Mobile-cellular subscriptions in Ukraine vs Europe & World in 2023.

Despite the challenges, Ukraine's mobile penetration remains a significant achievement. Its ability to
maintain subscription rates comparable to or exceeding European averages, while consistently
outperforming the global trend, highlights the resilience of its telecommunications sector. This high level
of connectivity underpins broader efforts in digital transformation, emphasizing the critical role of mobile
access in enabling economic and social development even in challenging circumstances.

- Active mobile-broadband subscriptions: From 2019 to 2023, the mobile-broadband subscription
landscape witnessed fluctuations, driven by several factors, including technological advancements, market
saturation, and geopolitical events like the war in Ukraine. There was a noticeable increase in total active
mobile-broadband subscriptions, from 32.5 million in 2019 to 35.6 million in 2020, of which 32 million
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subscriptions were accounted for the data and voice mobile-broadband services. This period marked the
peak of mobile-broadband adoption, likely driven by the increasing need for connectivity during the
COVID-19 pandemic, which led to a surge in demand for remote work, online education, and digital
entertainment. The shift towards data-centric usage increased the adoption of LTE/WiMAX mobile-
broadband networks, which saw significant growth from 19.4 million in 2020 to 25.6 million in 2021.
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Figure 7. Active mobile-broadband subscriptions in absolute numbers in Ukraine in 2023.

A decline followed in 2021 and 2022, with total subscriptions dropping to 33.2 million in 2021 and further
to 31.7 million in 2022. The dip could be attributed to market saturation in 2021, with fewer new users
subscribing as the majority of the population had already adopted mobile-broadband services.
Additionally, the economic impact of the war in Ukraine, which began in February 2022, might have
contributed to this decline, as economic instability and infrastructure damage could have hindered mobile-
broadband expansion.
The trend reversed
120 90 ~ slightly in 2023, with
subscriptions increasing
to 33.4 million. This
recovery could be linked
to efforts in
rehabilitating and
stabilizing the economy
and infrastructure.
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Figure 8. Active mobile-broadband subscriptions per 100 inhabitants in Ukraine vs Europe & World in 2023

Overall, from 2019 to 2023, Ukraine exhibited significant fluctuations in mobile-broadband subscription
rates, influenced by various internal and external factors. In contrast, Europe maintained steady growth,
consistently leading both Ukraine and the world. The global trend reflects broad, gradual adoption of
mobile-broadband services, with varying rates of growth across different regions. In the 2019 — 2020s,
Ukraine saw an increase from 77.3 to 85.3 subscriptions per 100 inhabitants, indicating a growth of about
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10.3 percent. The number of subscriptions experienced a decline from 80.1 in 2021 to 77.4 in 2022, but a
recovery was observed in 2023, with an increase to 81.6 subscriptions per 100 inhabitants.

Over the course of five years, Ukraine's mobile-broadband subscription rate remained below the European
average, albeit consistently surpassing the global average until 2022, when it dipped slightly below the
world average. Ukraine's recent recovery in 2023 suggests potential stabilization, but it remains to be seen
if this positive trend will continue.

Fixed communication networks.

- The estimated proportion of households with fixed Internet access at home: As of December 31, 2023,
Ukraine’s fixed Internet access exhibited notable regional disparities. On average, 62 households per 100
had fixed Internet access. The highest levels of provision were observed in Kyivska (101 households) and
Kyiv city (92 households), reflecting the advantages of urban infrastructure and higher population
densities, which facilitate better digital connectivity. Other regions, such as Lvivska (77 households) and
Odeska (63 households), also demonstrated relatively high access rates.
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Figure 9. Fixed internet access per 100 households®> in Ukraine as of December 2023.

In contrast, regions like Cherkaska (34 households) and Chernivetska (37 households) had significantly
lower access levels, indicating challenges often associated with rural areas, including less developed

15 The Figure excludes the data of the Autonomous Republic of Crimea and the city of Sevastopol, as well as parts of territories located in the
area of military operations (combat) actions or which are in a temporary occupation, encirclement or blockade, in the Donetskyi, Luhanskyi,
Zaporizhzhskyi and Khersonskyi regions.
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infrastructure and lower demand. Luhanska and Zakarpatska regions, each with 46 households per 100,
faced similar issues, likely exacerbated by war or geographical constraints. Urban areas generally enjoyed
better connectivity compared to rural regions, although rural broadband expansion efforts contributed to
some improvements.

The adoption of advanced technologies, such as fiber-optics (xPON), has played a crucial role in expanding
access and aligning with the EU's gigabit connectivity goals. Despite the challenges posed by war and
economic constraints, Ukraine continues to make progress in digital inclusion, aiming to bridge the urban-
rural divide and strengthen the resilience of its communication infrastructure.

The figure below highlights the expansion of fixed Internet connectivity across Ukrainian settlements in
2023. By the end of the year, 17 385 settlements in Ukraine had fixed Internet access, marking an increase
of 1 022 settlements compared to 2022. This growth reflects ongoing efforts to expand digital
infrastructure, particularly in underserved areas.
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Figure 10. Settlements® in Ukraine with fixed Internet access by region, as of 2022 vs 2023

Regional data indicates significant variations in the number of settlements with fixed Internet access.
Lvivska (1 698 settlements), Zhytomyrska (1 218 settlements), and Vinnytska (1 154 settlements) stand out
as regions with the most settlements connected. This likely reflects both the prioritization of broadband
expansion in these regions and the existing infrastructural readiness to support such projects. In contrast,

16 The Figure excludes the data of the Autonomous Republic of Crimea and the city of Sevastopol, as well as parts of territories located in the
area of military operations (combat) actions or which are in a temporary occupation, encirclement or blockade, in the Donetskyi, Luhanskyi,
Zaporizhzhskyi and Khersonskyi regions.
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regions such as Zakarpatska (719 settlements) and Chernivetska (340 settlements) show fewer connected
settlements, possibly due to geographical challenges or lower population densities.

The expansion of broadband Internet access is critically important for digital development and
connectivity, as it forms the backbone of modern economies and societies. Reliable and widespread
broadband access enables individuals, businesses, and governments to fully participate in the digital
ecosystem. Such access facilitates innovations, enhances competitiveness, and improves the quality of life
by enabling services like e-government, e-commerce, online education, and telemedicine. Recognizing
these benefits, broadband Internet access offering speeds of at least 30 Mbps has been classified as a
universal electronic communication service in Ukraine since June 2023.

In essence, broadband Internet access is not just a tool for connectivity but a catalyst for comprehensive
digital transformation, driving innovation, inclusivity, and resilience in a rapidly evolving digital age. Its
expansion is fundamental for any nation seeking to enhance its global competitiveness and improve
quality of life for its citizens.

- Fixed-broadband subscriptions are closely tied to a country's overall digital infrastructure and
development, as they directly influence coverage, connectivity, and availability. High subscription rates
typically reflect extensive broadband coverage, ensuring that more people can access reliable internet
services. This, in turn, enhances connectivity, enabling individuals and businesses to participate more fully
in the digital economy. The availability of fixed-broadband services is crucial for bridging the digital divide,
as it provides a stable and high-speed connection necessary for accessing digital resources, education, and
economic opportunities. Thus, the proliferation of fixed-broadband subscriptions is a key indicator of a
nation’s progress in digital development, contributing to economic growth, social inclusion, and
technological innovation.

In Ukraine, the progression of fixed-broadband subscriptions over recent years highlights the critical
relationship between
connectivity, availability,
and digital development.
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Figure 11. Fixed-broadband subscriptions in absolute numbers in 2023.

This upward trend reflects a recovery and continued expansion after a slight dip in 2021, when
subscriptions stood at 7.57 million, following 7.77 million in 2020 and 6.78 million in 2019. These figures
underscore the importance of expanding broadband coverage to meet growing demand, enhancing overall
connectivity and availability. The steady increase in subscriptions demonstrates Ukraine's ongoing efforts
to bridge the digital divide, fostering greater access to digital resources and contributing to the nation's
broader digital development.
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Fixed-broadband access refers to high-speed internet connections delivered to homes or businesses
through physical infrastructure, offering stable and reliable connectivity. Various technologies are used to
provide fixed-broadband access, including Digital Subscriber Line, cable broadband, fiber-optic, and
satellite connections. DSL uses existing telephone lines, offering moderate speeds, while cable broadband
leverages coaxial cables, traditionally used for TV, providing faster speeds than DSL.
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Figure 12. Fixed-broadband subscriptions by technology in Ukraine as of December 2023 and the dynamics of digital development
from 2021 to 2023.

The fixed-broadband access in Ukraine is provided using a mixture of technologies, namely fiber-optics,
copper communication lines, coaxial cable (DOSSIS), satellite channels and wireless access, where the
largest share is made up of the connections using FTTx (46.8 percent) and xPON (41.3 percent)
technologies. Compared to the year 2022, in 2023, the proportion of fixed-broadband subscriptions over
FTTx technology decreased by almost 9 percent, whereas the proportion of subscriptions over xPON
technology increased by almost 17.7 percent. The adoption of advanced technologies, such as fiber-optics
(xPON), has played a crucial role in expanding access and aligning with the EU's gigabit connectivity goals.

The figure on the left shows data on broadband connections, highlighting that FTTx and xPON are the most
widely adopted technologies with 7.1 million connections, reflecting its popularity due to high speed and
reliability. DSL, an older technology, follows with 220 thousand connections but shows a significant decline
in usage over time, indicating a shift toward newer technologies.

Cable modem and other fixed broadband have moderate adoption, with 200 thousand and 70 thousand
connections, respectively, but their growth has plateaued. Satellite broadband shows modest growth but
remains less common, while terrestrial fixed wireless has the lowest adoption with 3 thousand
connections.

Fiber-optic technology, the most advanced, transmits data as light through glass fibers, offering extremely
high speeds and low latency. Satellite broadband, though generally slower with higher latency, is essential
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for remote areas where other technologies are impractical. Each technology varies in speed, cost, and
availability, with fiber-optic generally seen as the most “future-proof” technology due to its superior
performance.

The data visualization on the Figure below highlights the global distribution of internet speeds in Ukraine
across various categories as of 2023. The majority of users, approximately 7.99 million, have internet
speeds equal to or above 10 Mbps, making it the most prevalent category by a significant margin. In stark
contrast, only 80.6 thousand users fall into the lower speed category of 256 Kbps to less than 2 Mbps.
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Figure 13. Fixed-broadband subscriptions by speed tier in 2023.

The trend over time from 2021 to 2023 shows a sharp increase in users with speeds equal to or above 100
Mbps, while other speed categories remain either stagnant or insignificant in comparison. In 2023,
compared to 2022,
the fixed-broadband
subscriptions  with
speeds ranging from
100 Mbps to less
than 1 Gbps
experienced an
increase  of 30
percent, whereas
those with speeds
exceeding 1 Gbps
showed an increase
of 75 percent.

B From 30 Mbps to less than 100 Mbps
B From 100 Mbps to less than 1 Gbps
From 2 Mbps to less than 30 Mbps
1 Gbit/s and more
Less than 2 Mbps

Source: NCEC 2023, Ukraine
Figure 14. Dynamics of Fixed-broadband subscriptions by speed tier in Ukraine from 2021 to 2023.

The data analysis of fixed-broadband subscriptions per 100 inhabitants for Ukraine, versus Europe, and the
world from 2019 to 2023 reveals several important trends that highlight both regional and global
developments in broadband connectivity. Europe experienced consistent growth in fixed-broadband
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subscriptions, increasing steadily from 32.3 per 100 inhabitants in 2019 to 36.4 in 2023. This trend reflects
Europe’s ongoing commitment to improving digital infrastructure across the continent, driven by both
public and private sector investments. The growth rate, though steady, has slowed slightly, indicating that
while Europe continues to enhance its broadband infrastructure, it may be approaching saturation in
highly developed regions. Future growth may depend on extending services to more rural or underserved
areas.

On a global scale, fixed-broadband subscriptions have also shown consistent growth, rising from 14.7 per
100 inhabitants in 2019 to 18.6 in 2023. This indicates a worldwide trend of increasing broadband access,
reflecting broader digitalization and the global push towards closing the digital divide. The gap between
global and European averages has been gradually narrowing, suggesting that while Europe remains ahead,
other regions are catching up. This could be due to rapid infrastructure development in emerging
economies and increasing global awareness of the importance of digital connectivity.

In Ukraine, the number of subscriptions per 100 inhabitants increased significantly from 16.2 in 2019 to
18.6 in 2020, suggesting an initial strong push toward expanding broadband access, likely driven by
increased investment in digital infrastructure or growing demand for internet services.

However, in 2021, there was a slight decline to 18.3 subscriptions per 100 inhabitants, indicating possible
disruptions due to economic or logistical challenges, or perhaps the saturation of urban markets. The
downward trend continued in 2022, with subscriptions dropping to 17.5 per 100 inhabitants, which could
be reflective of broader economic or geopolitical issues. Nevertheless, in 2023, Ukraine saw a significant
rebound, with subscriptions rising to 19.7 per 100 inhabitants. This strong recovery might be attributed to
renewed efforts to enhance broadband access, potentially driven by technological improvements or
government initiatives aimed at increasing digital connectivity.

It is evident that Ukraine's subscription rates, while improving, remain significantly below the European
average throughout the period. Compared to the world, Ukraine's fixed-broadband subscription rates have
consistently been above the global average, which is a positive sign of its relative advancement in this area.
Both Ukraine and the world are experiencing overall growth in broadband subscriptions, though at
different rates and with
varying stability. Ukraine’s
recent upturn in 2023
suggests it is aligning more
closely with global growth
trends, which may signal
better prospects for future
digital connectivity.
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Figure 15. Fixed-broadband subscriptions per 100 inhabitants in Ukraine vs Europe & World in 2023.
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Overall, the analysis indicates that while Ukraine is improving its broadband infrastructure, it has faced
some fluctuation in subscription rates, in contrast to the more consistent growth seen in Europe and
globally. For Ukraine to close the gap with Europe and sustain its lead over the global average, it will need
to address the challenges that caused previous declines and continue investing in expanding and stabilizing
its broadband infrastructure.

Digital resilience is also a critical aspect of infrastructure, particularly in the face of increasing cyber threats
and natural disasters. Resilient infrastructure can withstand disruptions and continue to provide essential
digital services, ensuring continuous access even in times of crisis. This requires investments in both
technology and human resources, including training for cybersecurity professionals and the development
of contingency plans for critical infrastructure.

Ground Earth Stations, Microwave Networks, Sound and Television Broadcasting Networks Infrastructure.

As of 2023, Ukraine's satellite, microwave, and broadcasting networks faced profound challenges due to
both pre-existing developmental demands and the significant destruction caused by war. Before the war,
the broadcasting infrastructure was among the most extensive in Eastern Europe, consisting of over 500
communication towers and structures with heights ranging from 70 to 385 meters. This network supported
417 sound and television broadcasting stations across the country, including 76 high-power sites. These
facilities collectively operated 1 173 television transmitters, with 210 exceeding 1 kW in power, and 341
sound broadcasting transmitters, including 194 in the high-power range. Transmission was delivered
through various frequency bands, including medium wave, short wave, and very high frequency, ensuring
95 percent territorial coverage. This infrastructure was complemented by two high-power sound
broadcasting centers and 130 digital terrestrial transmission sites, enabling the operation of multiplex
platforms MUX-1 through MUX-5. These platforms broadcasted 32 SDTV programs in DVB-T/DVB-T2 and
MPEG-4 formats, supported by transmitters with power ratings from 50 W to 2 kW.

The digital broadcasting network was further enhanced by the introduction of the MUX-7 multiplex
platform, officially launched in January 2022. Deployment began at the Kyiv TV tower, equipped with a 4-
kW transmitter at an altitude of 200 meters. The full rollout plan included the installation of 158
transmitters across 74 single-frequency zones, aiming to cover over 90 percent of Ukraine’s territory. This
infrastructure was designed to deliver up to twelve SDTV and three public sound broadcasting programs.

The satellite communication infrastructure was anchored by the Ground Earth Station / Space
Communication Station in Kalynivka, a critical hub for digital and analog broadcasting. The Ku-band station,
operating within the 12.75-14.5 GHz range, supported the satellite transmission of 16 to 20 digital
television channels, while the DBS-band station could transmit two program packages simultaneously to
two transponders. These systems used advanced DVB-S/DVB-S2 standards with MPEG-2 and MPEG-4
compression, enabling efficient content delivery to terrestrial broadcasting networks and direct-to-home
users. Kalynivka was interconnected with Kyiv’s control center through a redundant fiber-optic and
microwave network, ensuring reliable operations. 1 500 satellite receiving stations complemented this
infrastructure, allowing regional redistribution of programs. Despite its sophistication, the satellite
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network was not immune to wartime disruptions. In August 2023, Kalynivka’s technical facilities and
antennas sustained significant damage from targeted airstrikes, rendering the station inoperable?’.

The microwave backbone, essential for linking the broadcasting sites, spanned over 12 000 kilometers,
and integrated 323 stations. These networks facilitated content distribution for both national and regional
broadcasters, including prominent channels such as 1+1, Inter, ICTV, and Novyi Kanal. Digital links within
this network offered capacities ranging from 34 Mbps to 360 Mbps, while analog channels operated at
transmission rates from 2 to 34 Mbps. Approximately 7 000 kilometers of digital communication channels
were incorporated, enhancing the robustness of television and radio distribution. However, the
interconnected nature of microwave networks also made them susceptible to cascading disruptions.
Damage to key links in war-affected regions severely limited the ability to distribute broadcast content,
necessitating extensive restoration efforts. Despite partial recoveries using lower-quality replacement
components, signal degradation and reduced transmission ranges were frequent outcomes.

Broadcasting networks sustained some of the heaviest damages, with communication towers and auxiliary
facilities often targeted in strategic attacks. Key sites like the Kyiv TV tower and others in regions such as
Chernihiv, Sumy, Kharkiv, and Kherson suffered extensive damage. For example, the 385-meter Kyiv tower,
a linchpin in the country’s broadcasting network, experienced structural damage that temporarily
disrupted service. Similarly, towers in Kharkiv and Sumy were repeatedly attacked, resulting in collapsed
structures, destroyed antenna-feeder systems, and severely impaired broadcasting capabilities. In several
regions, towers were restored using remaining operational components, but signal quality and coverage
were noticeably reduced, often by up to 15 percent.

The war has also impeded progress in expanding digital broadcasting. Efforts to deploy the MUX-7
multiplex platform, which began in 2022, encountered delays as new infrastructure was repeatedly
targeted. Sites in northeastern and eastern Ukraine saw partial implementation, but these efforts faced
setbacks from continued shelling, particularly in border areas. Nevertheless, limited digital terrestrial
television coverage has been restored in several liberated territories through improvised installations.

The destruction extended to ancillary infrastructure crucial for network functionality. Diesel generators,
control rooms, power transformers, and feeder cables were systematically targeted. For instance, the STBS
Bilopyllya station in Sumy was struck multiple times, leading to catastrophic damage that necessitated
repeated restoration efforts. In Kharkiv, the STBS Kharkiv facility saw its tower split in two during successive
attacks, further highlighting the challenges in maintaining consistent broadcasting services during the
ongoing war. Beyond structural damage, the theft of valuable components, particularly non-ferrous metals
from antenna systems, has exacerbated the restoration challenges. The removal of copper grounding
devices, busbars, and other essential elements has compounded the technical and financial burdens
associated with rehabilitation efforts.

In occupied or contested regions, broadcasting services have been significantly disrupted. Approximately
26 of 28 sites in the Luhansk region, for example, were de-energized, rendering them incapable of
transmitting signals. In the Donetsk region, limited broadcasting was maintained from a few locations,
primarily through medium-wave and digital transmitters, while most infrastructure lay inoperable. In areas

17 According to the Primary Assessment of Rehabilitation Costs for Five Stations of the Broadcasting Network of Ukraine:
Kalynivka, Vynarivka, Luch, Blystova, Antopil (June 2024)
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such as Kherson, broadcasting resumed using smaller, temporary masts after the destruction of larger
towers, but with severely diminished capabilities.

Despite these challenges, there have been commendable efforts to restore services in liberated areas. The
Broadcasting, Radio-Communications, and Television Concern of Ukraine has played a central role in these
efforts, focusing on rebuilding damaged structures and reactivating essential services. Temporary
solutions, such as repurposing existing equipment and leveraging surviving feeder systems, have allowed
for partial resumption of broadcasts in several affected regions, though with diminished range and quality.
As of 2024, the restoration process remains ongoing, with significant focus on critical regions like Kharkiv,
Sumy, and Chernihiv. The situation underscores the resilience of Ukraine’s communication sector in the
face of unprecedented challenges, as well as the critical need for international support to ensure the
continuity and modernization of its broadcasting networks amidst continuing war.

Adoption of Digital Technologies

Digital transformation has become a crucial driver of progress across various sectors, influencing how
organizations operate, deliver services, and interact with stakeholders. However, the success of digital
transformation hinges not merely on the availability of advanced technologies but also on the adoption
of these technologies by users and organizations. The adoption process is influenced by several factors,
such as affordability, availability, and usage, as well as skills and digital inclusion. This section explores the
interplay of these factors in the context of digital transformation, highlighting the challenges and
opportunities they present.

Affordability and Usage

The adoption of digital technologies is significantly influenced by the foundational elements of
affordability, availability, and usage. These factors serve as the baselines and benchmarks that determine
the extent to which digital transformation can take root in a given context.

Affordability is a critical factor in digital adoption. If the cost of digital tools and services is prohibitively
high, individuals and organizations may be unable or unwilling to adopt new technologies. This is especially
true in developing regions or among economically disadvantaged populations, where the digital divide is
often pronounced. Affordable access to digital infrastructure, devices, and services is essential to ensure
that all segments of society can participate in the digital economy. Governments and private sector
stakeholders must collaborate to subsidize costs, provide affordable payment plans, and reduce financial
barriers to technology adoption.

The trends in the cost of the mobile-cellular low-usage basket in Ukraine from 2020 to 2023 reveal
significant shifts, particularly in the context of the ongoing war. By analyzing the data over these four years,
we can discern how the country's economic situation and the war have impacted its telecommunications
affordability, as measured by the percentage of Gross National Income per capita (GNIpc).

In 2020, the mobile-cellular low-usage basket in Ukraine cost 1.61 percent of GNIpc, placing the country
98th globally. This was notably higher than both the European average of 0.59 percent and the global
average of 1.08 percent. Despite the higher relative cost, Ukraine's position in global rankings was
moderately competitive. By 2021, the cost slightly decreased to 1.54 percent of GNIpc.
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However, Ukraine's global
ranking slipped to 103rd,
indicating that while the
absolute cost decreased,
other countries improved
more significantly. The
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averages also decreased,
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Figure 16. Mobile-cellular low-usage basket in Ukraine vs regional and global averages in 2023.

The onset of the war in Ukraine in 2022 led to more pronounced changes. In 2022, the cost of the mobile-
cellular low-usage basket reduced to 1.32 percent of GNIpc, a notable decrease from previous years.
However, Ukraine's global ranking only slightly improved to 101st place. This marginal improvement in
rank despite the lower cost suggests that while Ukraine was making strides to lower mobile costs, the
overall  global and

regional context was

changing as well, with

other nations either 1.36%
improving faster or the

war already beginning to

impact Ukraine's

economy.

2.75

% GNI per capita, 2023 0.0 2008 2023

Figure 17. Mobile-cellular low-usage basket in 2023

By 2023, the war's effects became more evident. Ukraine's ranking plummeted to 127th place, despite the
GNIpc percentage increasing only slightly to 1.36 percent. This drop in ranking, despite the relatively stable
cost in percentage terms, reflects the severe impact of the war on Ukraine's economic stability and its
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ability to maintain competitiveness in the telecommunications sector. In contrast, both the European and
global averages continued to decline to 0.43 percent and 0.73 percent of GNIpc respectively, highlighting
that while the rest of the world was moving towards greater affordability, Ukraine was moving in the
opposite direction.

The analysis of mobile-cellular low-usage basket costs in Ukraine from 2020 to 2023 indicates a clear trend
of declining affordability relative to global and European standards, exacerbated by the war. Before 2022,
Ukraine was already lagging behind in terms of affordability, but the outbreak of military operations
significantly accelerated this decline. The war not only disrupted the economy but also led to a
deterioration in the country's global standing in telecommunications affordability, as reflected in its
rankings. The rising cost as a percentage of GNIpc, coupled with a sharp fall in global ranking, underscores
the severe economic challenges Ukraine faces in maintaining access to affordable mobile communication
for its citizens amidst the ongoing war.

The data-only mobile broadband basket in Ukraine has seen significant fluctuations over recent years,
reflecting both the country's economic conditions and the broader impact of the ongoing war. By analyzing
the trends from 2020 to 2023, we can better understand the affordability of mobile broadband in Ukraine
and how it has been influenced by the ongoing military operations. Before the outbreak of the war, Ukraine
demonstrated a positive
trajectory in terms of
making data-only mobile
broadband more
affordable.

In 2020, the cost of a data-
only mobile broadband
basket, referring to the
cheapest mobile
broadband plan,
providing at least 1.5 GB
of monthly data, using at
least 3G technology, was
1.54 percent of the GNIpc.
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Figure 18. Data-only mobile broadband basket in Ukraine vs regional and global averages in 2023.
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By 2021, Ukraine improved its affordability, reducing the cost of the broadband basket, defined as 2GB per
month, to 1.47 percent of GNIpc. This reduction in cost corresponded with an improved global ranking,
moving up to 85th place. This period marked a time of relative stability and growth in Ukraine's digital
infrastructure, where the affordability of mobile broadband was gradually improving, likely driven by
competitive pricing and increased investment in telecommunications.

The onset of war in 2022 significantly altered the economic and infrastructural landscape of Ukraine, which
was immediately reflected in the cost and accessibility of mobile broadband. In 2022, despite the turmoil,
Ukraine managed to slightly reduce the GNIpc to 1.26 percent. However, this reduction did not translate
into a better global ranking—in fact, Ukraine slipped to 88th place. This paradox can be attributed to the
broader economic disruption caused by the war, where the decline in GNlpc may have played a role in
distorting the affordability metric, even though nominal prices may have remained stable or decreased.

By 2023, the ongoing military operations had taken a more severe toll. The cost of the data-only mobile
broadband basket increased to 1.36 percent of GNIpc, and Ukraine's global ranking dropped significantly
to 110th place. This marked the lowest point in recent years and highlighted the dual impact of inflation,
infrastructure damage,

and possibly disrupted '

market dynamics, | o

which collectively 1 36 e / N
worsened affordability ) : — 7/

despite the lower
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Figure 19. Data-only mobile broadband basket in 2023.

The trends in Ukraine's data-only mobile broadband basket from 2020 to 2023 underscore the significant
impact of the war on the country's digital economy. While Ukraine had been making steady progress in
improving broadband affordability before 2022, the war has reversed these gains, resulting in decreased
global competitiveness in terms of broadband pricing. The rise in cost relative to GNIpc, coupled with a
sharp decline in global ranking, suggests that Ukraine's telecommunications sector is facing severe
challenges, particularly in maintaining affordability and service accessibility amidst ongoing military
operations.

The fixed broadband basket trends in Ukraine from 2020 to 2023 reveal a significant decline in affordability,
particularly after the onset of the war in 2022:
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e 2020: Ukraine was
ranked 56th globally for the
cost of a fixed broadband
basket. The cost was 1.60
percent of GNIpc for a 5GB
data cap. This relatively low
percentage indicated that
fixed broadband  was
relatively affordable.

e 2021: The country’s
ranking dropped slightly to
57th place, with the cost
increasing to 1.76 percent
of GNlpc. While still
affordable by global
standards, the small
increase in cost as a
percentage of income
might have reflected either
a slight rise in broadband
prices or a reduction in
income growth relative to
the cost.

2022: Ukraine’s ranking fell to 67th, and the fixed broadband basket cost rose to 1.87 percent of GNIpc.
This marked a noticeable decline in affordability. The initial impact of the war, which began in February
2022, likely contributed to this shift. The outbreak of military operations would have strained
economic conditions, disrupted infrastructure, and possibly led to a reduction in consumer income,
all of which could push up the relative cost of broadband.

2023: The trend continued, with Ukraine dropping sharply to 90th place globally. The cost of the fixed
broadband basket increased to 2.25 percent of GNIpc. This further decline can be directly attributed
to the ongoing war's impact on the economy. The destruction of infrastructure, displacement of
populations, and general economic instability likely drove up the relative cost of broadband
significantly.
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The data shows a clear and concerning trend: as the war in Ukraine escalated, the affordability of fixed
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Figure 21. Fixed-broadband basket in 2023.

However, the war brought about economic disruptions that made broadband significantly more expensive
relative to income. This decline in broadband affordability is likely tied to multiple factors:

e Infrastructure Damage: The destruction of telecom infrastructure may have increased operational
costs, which were then passed on to consumers.

e Economic Contraction: The war has caused a significant economic downturn, reducing GNIpc. As
income levels fell, the cost of broadband as a percentage of income naturally rose.

e Supply Chain Disruptions: The war may have disrupted supply chains for necessary broadband
equipment, leading to higher costs for service providers.

Overall, the data reflects a broader trend of economic hardship in Ukraine during the war, with rising costs
and declining affordability in essential services like broadband. The sharp decline in global rankings
between 2021 and 2023 underscores the severe impact of the ongoing military operations on the country's
ability to maintain affordable access to digital infrastructure.

Ukraine's achievement in reducing the cost of data-only mobile-broadband services to 2 percent of
monthly GNIpc is commendable. This meets the Broadband Commission's affordability target, which is a
significant milestone for the country. However, this figure remains considerably higher than the monthly
GNIpc averages of 0.37 percent for the European region and 0.84 percent for the global region. The gap is
particularly stark when compared to the European average, where Ukrainians are paying over five times
more, as a percentage of GNlpc, for data-only mobile broadband than the average European. Even in
comparison to the global average, Ukraine’s costs are more than double, highlighting a significant disparity
in affordability.

Similarly, while Ukraine's fixed-broadband basket costs are within the 2 percent target set by the
Broadband Commission, they are still relatively high when compared to the monthly GNIpc benchmarks
of 1.06 percent for the European region and 2.21 percent for the global region. Here, Ukraine's fixed-
broadband costs are nearly double the European average and marginally below the world average. This
suggests that while Ukraine's fixed-broadband services are more competitively priced in a global context,
they remain less affordable relative to the more developed and connected European region.
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Figure 22. Affordability of ICT services in Ukraine vs Europe and the World in 2023.

While Ukraine's achievement in meeting the Broadband Commission's affordability targets is a positive
development, the country still lags behind both European and global averages in terms of broadband
affordability. For data-only mobile broadband, the cost is significantly higher than both the European and
world averages, indicating room for further price reductions. For fixed broadband, Ukraine is closer to the
global average but still far from the European standard, suggesting that continued efforts are needed to
make broadband services more affordable, particularly in comparison to its European neighbours.
Addressing these disparities will be crucial for Ukraine's ongoing digital development, ensuring that its
citizens can access affordable, high-quality internet services on par with their European and global
counterparts.

Usage is a critical key baseline and benchmark, reflecting the extent to which individuals and organizations
are actively engaging with digital technologies. High levels of usage indicate that digital tools are not only
available and affordable but also integrated into daily activities and workflows. Usage patterns can be
influenced by factors such as digital literacy, relevance of digital tools to users' needs, and the perceived
benefits of adopting new technologies. Encouraging higher usage rates often involves promoting
awareness, demonstrating the value of digital tools, and offering support for users as they integrate these
technologies into their routines.

The data on Internet usage in Ukraine from 2017 to 2021 reveals a consistent upward trend, reflecting
broader global and European patterns. In 2017, 58.9 percent of Ukrainians used the Internet, significantly
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below the European average of 76.7 percent but above the world average of 45.4 percent. By 2018,
Ukraine saw a notable increase to 62.6 percent, narrowing the gap slightly with Europe, which averaged
79.8 percent, while the global average rose to 48.6 percent. The year 2019 marked a significant leap, with
70.1 percent of Ukrainians using the Internet. This nearly 8 percent increase from the previous year
indicates  rapid  digital
adoption, driven likely by
100 100 improvements in
infrastructure, increased
smartphone  penetration,
and growing digital literacy.
The European average rose
to 81.7 percent, while the
world average climbed to
53.2 percent.
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Figure 23. Individuals using the Internet in Ukraine vs Europe & World in 2021.

Internet usage in Ukraine continued to grow, reaching 75.09 percent in 2020. Despite the challenges posed
by the COVID-19 pandemic, this period saw a surge in digital engagement as people relied more on online
services for communication, work, education, and entertainment. The European average was 84.8
percent, and the world average increased to 59.3 percent. In 2021, Ukraine's Internet penetration reached
79.2 percent, showing steady progress, and bringing it closer to the European average of 87.1 percent. The
world average also continued to rise, reaching 62.2 percent. This period before the war indicates Ukraine’s
digital landscape was rapidly aligning with broader European standards, although a gap remained.

Although the ITU data only extends to 2021, it sets a baseline for understanding the potential impacts of
the 2022 war on Internet usage. The pre-war period in Ukraine saw a steady increase in Internet
penetration, bringing it closer to European standards. This trend was likely influenced by economic
development, better infrastructure, and greater digital literacy. However, the onset of war in 2022 likely
disrupted this progress, creating both challenges and opportunities in the digital realm. Moving forward,
the trajectory of Internet usage in Ukraine will depend heavily on the duration of the war, the resilience
of infrastructure, and the adaptability of the population to new digital realities.

In 2021, Internet penetration in urban areas was significantly higher than in rural areas. This difference
reflects better infrastructure, greater access to technology, and higher digital literacy in cities. Urban areas
typically have more robust economic conditions, facilitating the widespread adoption of Internet services.
While rural Internet usage was lower, the 70.9 percent figure indicates substantial adoption. However, the
gap between urban and rural Internet penetration highlights a digital divide that could be exacerbated by
the war. Rural areas, already lagging, might suffer more from disrupted infrastructure and reduced access
to services.
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Figure 24. Individuals using the Internet in Ukraine by location, age, and gender, in 2021.

The Internet usage rate among those 14 years and younger was relatively high at 74.3 percent. This
suggests that even the youngest population had significant access to digital resources, likely through
educational initiatives and the increasing use of digital devices among children. Nearly universal Internet
usage in the 15 to 24-year age group reflects the centrality of the Internet in education, socialization, and
employment for younger individuals. The 83 percent usage rate among those aged 25 to 74 indicates
strong digital engagement in the working-age population. This demographic is vital for the economy, and
their ability to maintain digital connectivity during the war will be crucial for economic resilience and
remote work capabilities. Internet usage drops significantly among those 75 years and older, with only
19.1 percent accessing the Internet. This reflects a generational digital divide, with older individuals less
likely to use digital technologies. Internet usage among males was 82 percent, slightly higher than among
females — 76.8 percent. This gap may be influenced by various socio-economic factors, such as
employment types, digital literacy, and access to technology.

The data on Internet usage by urban vs. rural populations, age groups, and gender in 2021 provides a
deeper understanding of the digital landscape in Ukraine before the war. The war's impact on these trends
is likely to be uneven, with existing divides potentially widening. However, the high levels of Internet
adoption in key demographics, such as urban dwellers and younger people, offer a foundation for
resilience and digital mobilization during the ongoing military operations. Addressing the needs of rural
populations, the elderly, and ensuring gender equality in digital access will be critical in the ongoing and
post-war context.

Universal and Meaningful Connectivity. Universal and meaningful connectivity refers to the concept of
ensuring that every individual, regardless of their geographic location, socioeconomic status, or other
barriers, has access to the internet in a way that is not only available but also impactful. This means
providing high-quality, reliable, and affordable internet access that empowers people to fully participate
in the digital world. Meaningful connectivity goes beyond mere access; it encompasses the ability to use
the internet effectively for education, work, social interaction, and accessing essential services. It is about
creating an inclusive digital environment where everyone can harness the full potential of the internet to
improve their lives and communities. The ITU Dashboard below tracks Ukraine’s progress towards a set of
aspirational connectivity targets.
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Figure 25. Ukraine’s progress towards Universal and Meaningful Connectivity

18 The target is met if the gender parity score - defined as the percentage of women using a mobile phone divided by the percentage of men

using a mobile phone - is at least 0.98. Score
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Emergency telecommunications

In Ukraine, emergency telecommunications play a fundamental role in ensuring resilience and continuity
of communication. The ongoing war has amplified the need for reliable and affordable connectivity, as
telecommunication systems are crucial for disaster response, coordination, and public safety. These
systems are critical for supporting humanitarian efforts, disseminating public information, and enabling
access to essential services for displaced and vulnerable populations.

To address these needs, Ukraine has actively leveraged innovative solutions to maintain and expand its
telecommunication infrastructure. Mobile networks, satellite communications, and Internet-based
platforms have been prioritized for rapid deployment in emergency settings. For example, the integration
of satellite-based Internet services like Starlink has provided high-speed, low-latency connectivity in war-
affected areas where traditional infrastructure has been damaged or destroyed.

Ensuring affordability in connectivity is central to these efforts, particularly as economic hardship affects
millions of Ukrainians. Public-private partnerships have been instrumental in subsidizing Internet access
and mobile services for underserved communities. Telecom providers have introduced affordable plans,
waived fees, or provided free access to emergency hotlines, educational platforms, and social media
channels critical for information sharing.

Ukraine's regulatory framework has also adapted to the emergency context, emphasizing spectrum
allocation flexibility and expedited network restoration. The NCEC has collaborated with international
organizations to enhance the resilience of critical communications infrastructure while reducing the digital
divide.

Moreover, mobile operators and Internet service providers have implemented robust cybersecurity
measures to safeguard emergency telecommunications from potential disruptions, such as cyberattacks
targeting critical infrastructure. This has been crucial in maintaining reliable and secure connectivity during
the conflict.

Despite these strides, challenges remain. The affordability gap persists in remote and rural regions, where
low-income households struggle to access Internet-enabled devices and services. Efforts to address these
barriers include targeted subsidies, digital literacy programs, and the deployment of community networks.

As Ukraine rebuilds and modernizes its telecommunications systems, affordable connectivity will remain
a cornerstone of resilience, stimulating inclusivity and ensuring that emergency communications
effectively support the country’s recovery and development.
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II.Il - Digital transformation

The Digital transformation as a Catalyst for Value Creation

Digital transformation is a cross-cutting priority that has the potential to drive Ukraine’s development
across multiple sectors. As Ukraine aligns with the EU’s Digital Single Market, it must invest in digital
infrastructure, skills, regulatory and governance frameworks and partnerships to foster a competitive
digital economy.

The digital transformation refers to the economic activities that result from billions of daily online
connections among people, businesses, devices, data, and processes. It is characterized by the digitization
of traditional industries, the emergence of new digital-native sectors, and the integration of digital
technologies into every facet of the economy. The digital transformation acts as a catalyst for value
creation in several ways:

e Innovation and Disruption: The digital economy fosters a culture of continuous innovation,
enabling new business models and disrupting established ones.

e Increased Efficiency and Productivity: Digital technologies streamline operations, reduce costs,
and enhance productivity. Automation, artificial intelligence (Al), and data analytics allow
organizations to optimize their processes, leading to significant value creation through cost savings
and improved operational efficiency.

e Enhanced Customer Experience: The digital economy empowers businesses to offer personalized,
seamless experiences to customers. Through data-driven insights, companies can anticipate
customer needs, tailor offerings, and deliver superior value, thereby fostering loyalty and driving
growth.

e Global Reach and Scale: Digital platforms enable businesses to transcend geographical
boundaries, reaching global markets with ease. This scalability allows companies to capture value
from previously untapped markets, driving revenue growth and expanding their value proposition.

The Rise of Ukraine's Digital Economy: Navigating Challenges and Seizing Opportunities

At the heart of Ukraine’s digital state lies the Trembita?® system, a platform for secure electronic interaction
among state electronic information resources. Drawing inspiration from Estonia’s X-Road platform,
Trembita ensures seamless data exchange across 141 state registers, laying a robust foundation for
electronic governance. Since its launch in 2020, Trembita has revolutionized administrative services by
facilitating over 7 billion transactions, saving Ukrainians 25.5 billion hryvnias that would otherwise have
been spent on travel and paperwork. It enables the efficient deployment of services such as "e-Baby"
(YeMalyatko), which has registered more than 500,000 newborns, and streamlined processes for reissuing
lost certificates and submitting marriage applications. The system not only simplifies administrative
interactions but also exemplifies the potential of digital systems to drive inclusivity and efficiency. Its
development, supported by the EU4DigitalUA and DT4UA projects, underscores the role of international
partnerships in fostering digital innovation in Ukraine.

19 https://thedigital.gov.ua/news/shvidkiy-obmin-danimi-mizh-reestrami-trembita-zdiysnila-7-mlrd-tranzaktsiy-z-momentu-zapusku

44



Ukraine — Digital Development Country Profile

Complementing Trembita is the Diia platform, a unified portal for electronic services launched in February
2020. As the face of Ukraine’s e-governance, Diia integrates an online platform, a mobile application, and
a comprehensive service delivery framework under one brand.

On the international stage, Ukraine took significant steps toward integration with the European digital
landscape through its participation in the EU's Digital Europe Program (2021-2027). Ratified in early 2023,
this agreement grants Ukrainian participants access to €6 billion in competitive financing and grants across
areas such as artificial intelligence, digital skills, and supercomputing. This partnership fosters innovation
and brings Ukraine closer to full alignment with the EU Digital Single Market. Additionally, the country
participated in the European Digital Identity Wallet project through the international consortium
POTENTIAL, with piloting activities beginning in 2023 and laying the groundwork for advanced digital
identity solutions by 2025.

More than 52 electronic services and digital tools were developed in Diia and on other government portals
in 2021 — 2025 as part of the DIA Support project, an international technical support initiative that the
United Nations Development Program is implementing with funding from Sweden. These services and
digital tools were used by Ukrainians more than 38 million times. This exemplifies the importance of
support from international partners to foster digital transformation in the country.

Ukraine has emerged as a key artificial intelligence hub in Eastern Europe, boasting a vibrant startup
ecosystem even amidst ongoing challenges. According to recent research, Ukraine ranks second in Eastern
Europe for Al-related scientific publications, trailing only Poland. With a highly skilled and tech-savvy
workforce, Kyiv is home to more Al startups than cities such as Manchester and Frankfurt.

These insights stem from a mapping conducted by the United Nations Industrial Development
Organization in collaboration with the Centre of European Policy Studies, examining Al adoption across 16
key industrial sectors identified by the Government of Ukraine.?’ By analyzing scientific publications,
patents and venture capital investments in Al startups, the study highlights Ukraine’s advancements at the
intersection of Al and industries such as education, aviation and agriculture.

One of the study’s key findings is Ukraine’s strong contribution to Al research. Between 2020 and 2022,
Ukrainian institutions produced nearly 3 000 Al-related publications, positioning the country among the
global top 20 in this field. Moreover, Ukraine ranks third in Al research output for crucial industrial sectors
like aviation. One of the key findings of the study is that regional diversification happens through the
principle of relatedness. The key idea is that that investors, companies, countries and regions develop new
products and technologies by recombing pre-existing available capabilities. Mapping existing capabilities
allows to estimate the distance with any new domain, measured by the concept of relatedness (Figure 26).

The figure shows that Kyiv has a relatedness density of 48.93 percent: Kyiv has revealed comparative
advantage in almost 50 percent of the technologies that are related to Al, making it one of the fittest Al
tech ecosystems in Europe.

20 https://aim.unido.org/mapping-the-use-of-artificial-intelligence-in-ukraine/
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Figure 26. Relatedness density around Al in EU regions

As Ukraine continues its trajectory toward becoming a leading Al hub in Eastern Europe, further progress
in this area will not only strengthen the country’s economic resilience and sustainable development but
also bolster Europe’s global technological competitiveness. By focusing on its areas of expertise and
fostering industrial collaboration, Ukraine’s path to EU integration could be mutually beneficial. While
Europe’s Al landscape remains somewhat fragmented, Kyiv has the potential to become a major Al hub,
deeply connected with leading tech cities like London, Paris, Munich, and Eindhoven.

Throughout 2022 and 2023, Ukraine’s digital economy displayed remarkable growth and adaptability.
Strategic alignment of technological advancements with developmental goals resulted in enhanced public
services, expanded economic opportunities, and strengthened international collaboration. Despite
numerous challenges, the country demonstrated resilience and determination, aligning its digital
transformation efforts with global best practices while fostering inclusivity and sustainability.

Ukraine's digital economy is characterized by several key components?, each contributing to its overall
growth and resilience:

ILIL.LI  Innovation & Entrepreneurship

Startups and Innovation: Ukraine's startup ecosystem?? is flourishing, with cities like Kyiv, Lviv, and Kharkiv
emerging as hubs for innovation and creativity. The country is home to a growing number of tech startups,
many of which have gained international recognition. The Ukrainian government, along with private
investors, has been actively supporting this ecosystem through initiatives such as the Ukrainian Startup

21 Questionnaire ITU-UKR 2024
22 Questionnaire ITU-UKR 2024
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Fund and various accelerator programs. Ukraine is ranked 46th in the Global Startup Ecosystem Index
202422 and 60th in the Global Innovation Index 2024%, reflecting its rising prominence.

Despite challenges, the startup workforce has shown remarkable stability, with 43.2 percent of companies
reporting no changes in team size and 20 percent even expanding their teams during the ongoing war.
Over the last five years, the Ukrainian Startup Fund, alongside key partners like USAID CEP and UMAEF,
has supported more than 450 startups. It has also showcased Ukraine’s tech ecosystem at 46 major
international tech events, including the Consumer Electronics Show, SelectUSA Investment Summit, Bett
UK, London Tech Week, Viva Technology, and Web Summit. These efforts have led to significant
investments, expanded export opportunities, and strengthened international partnerships, with over $7
million USD in investments and $11 million USD in sales recently recorded.

The OECD’s 2024 study highlighted USF’s achievements, recognizing Ukraine as the leading reformer
among Eastern Partnership countries between 2020 and 2024. This reputation was further strengthened
in October 2024 when the USF partnered with the UK-Ukraine TechBridge to foster collaboration between
innovative entrepreneurs in both countries. Early results from this partnership include three education
and cybersecurity companies scaling their products through the Innovation Exchange Challenge.

By October 2024, pre-seed startups received $450 000 USD across 18 projects, and 11 seed startups
received $550 000 USD. Graduates of USF programs have collectively raised over $10 million USD in
investments within a year. Since its inception, the Fund has issued 571 grants worth more than UAH 425
million. As of 2024, the Fund's pool of 217 experts spans over 20 industries. In mid-October, the USF joined
the Euro-Nordic Funding Alliance, gaining access to a strategic network that connects Ukrainian startups
with international innovation communities and public funding opportunities across Europe.

The Ukrainian Startup Fund has also been nominated by the Ministry of Digital Transformation to join the
European Startup Nations Alliance, paving the way for deeper integration into Europe’s innovation system.
From January 2025, the USF will launch the European Digital Innovation Hub — WIN-WIN EDIH, an initiative
supported by the Digital Europe competition. This hub will provide services like testing, training,
networking, and funding for SMEs, startups, and the public sector.

In May 2023, the European Commission announced that the Ukrainian Startup Fund would be a key
participant in the Seeds of Bravery consortium under the European Innovation Council project, with €20
million allocated to support Ukraine’s innovation community. Additionally, over 380 ecosystem events,
including acceleration programs, corporate innovation initiatives, meetups, hackathons, and workshops,
have been held. In 2023, Ukraine's first corporate delegation participated in the Plug and Play Summit in
Silicon Valley, marking another milestone in the country's growing global engagement.

Fintech and E-Commerce: The fintech sector in Ukraine is growing rapidly, with startups and established
companies alike offering innovative solutions in payments, lending, and financial management. E-
commerce has also seen significant growth, driven by increasing internet penetration and the rise of
mobile commerce. Companies like PrivatBank, Monobank, and Rozetka are leading the way in providing
digital financial services and online shopping experiences.

2 https://Ip.startupblink.com/report/
2 https://www.wipo.int/web-publications/global-innovation-index-2024/en/
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IT Outsourcing and Software Development: Over the past three years, Ukraine has solidified its position as
a leading hub for IT outsourcing and software development in Europe, despite significant challenges,
including the ongoing war. The country's robust IT industry has grown remarkably, driven by government
reforms, private sector initiatives, and a highly skilled workforce. As of 2022, Ukraine's IT sector employed
over 200 000 professionals and accounted for nearly 10 percent of the nation’s total exports, generating
billions in revenue annually.

A significant achievement during this period was the launch of Diia.City in early 2022, a pioneering legal
and tax framework designed to empower the IT sector. By offering a competitive tax system, flexible
employment through GIG contracts, and intellectual property protections, Diia.City has attracted both
domestic and international companies. Notable residents include global names such as Samsung, Visa,
and Nokia, alongside Ukrainian firms like Monobank and Reface. By the end of the year, over 1 390
companies had joined the initiative employing more than 34 000 IT professionals and underscoring the
framework's ability to create favorable conditions for business growth and position Ukraine as a global
competitor in the IT industry. The overwhelming number of applications to join Diia.City highlighted its
widespread appeal and potential for further expansion.

In response to workforce challenges and the need to support displaced individuals, the Ministry of Digital
Transformation introduced the IT Generation project. This initiative provided free IT training to
unemployed citizens, aiming to alleviate talent shortages in the industry while helping participants rebuild
their careers. By the end of 2022, the program had received over 200 000 applications, with 2 200 students
selected to study a diverse range of technical and non-technical IT fields. Beyond addressing immediate
workforce needs, this program stimulated the growth of the edtech sector, ensuring long-term benefits
for the country’s digital ecosystem.

Despite the war’s challenges, Ukraine's IT sector has maintained its resilience, growing annually by 20-25
percent. Homegrown companies such as Grammarly, GitLab, and Reface continue to thrive, highlighting
Ukraine's innovation. The combination of strong government initiatives, a skilled workforce, and favorable
legal frameworks positions Ukraine as a critical player in the global IT and software development
landscape.

E-Government and Digital applications ecosystem: Applications, particularly software applications, are
central to the process of digital transformation, acting as critical tools that enable organizations to interact
with stakeholders, optimize operations, and utilize data for informed decision-making. These software
solutions drive innovation and efficiency, fostering ecosystems, agility, data-driven insights, and
automation that collectively enhance value creation. The Ukrainian experience, exemplified through
initiatives like the Diia ecosystem, offers a compelling case study of how applications can transform public
and private sectors, even amid complex challenges.

Digital Platforms and Ecosystems: Applications serve as the backbone of digital platforms and ecosystems,
which bring together consumers, businesses, and developers to generate network effects. Platforms like
the Apple App Store or Google Play demonstrate how applications promote innovation and connect
diverse stakeholders. Similarly, Ukraine's Diia initiative highlights the role of applications in creating
ecosystems tailored to societal needs.

The Diia.Business initiative serves as a prime example, offering both online and offline services to
entrepreneurs. Its portal operates as a "one-stop shop," providing resources for starting and growing
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businesses, accessing grants, and exploring export opportunities. Relaunched in September 2024, the
updated Diia.Business Portal introduced an improved personal account feature, enabling users to
conveniently store and access export-related content, grants, and educational programs. Complementing
this digital solution is a network of 13 physical centers across Ukraine, with one located abroad in Warsaw.
These centers provide direct support to entrepreneurs, reinforcing the synergy between digital platforms
and localized assistance. The Ministry of Digital Transformation’s goal to establish such centers in every
Ukrainian city with over 50 000 residents underscores the scalability and accessibility of this ecosystem.

Agility and Flexibility: Applications enable businesses and governments to adapt quickly to changing
circumstances. Cloud-based applications, in particular, allow organizations to scale resources dynamically,
aligning operations with real-time demand. This agility is evident in Ukraine's response to the challenges
posed by the full-scale invasion.

The evolution of Ukraine’s Diia.Education platform demonstrates this adaptability. Initially launched in
2020 as a digital literacy platform, it transformed in May 2023 into a comprehensive edutainment solution.
This shift responded to the urgent need for reskilling and upskilling amid economic disruptions caused by
the full-scale invasion. With over 200 educational resources, including micro-series, simulators, and tests,
the platform now covers 64 professions aligned with Ukraine’s job market demands. Additionally, its job
search feature directly connects users to employment opportunities, exemplifying how applications can
foster agility by addressing immediate societal needs while aligning with long-term development goals.

Another example of such adaptivity was the launch of a virtual Diia.Business center by the national
Diia.Business project with support of the United Nations Development Program and funding from Sweden
in May 2022. A hotline and a chatbot for consultations were created to quickly and professionally help
people who were forced to find shelter because of the war. During the year the center was in operation,
specialists consulted tens of thousands of Ukrainians on legal and social issues, including on relocating
business and then returning it to Ukraine.

Data-Driven Decision Making: Applications equipped with analytics and artificial intelligence capabilities
empower organizations to leverage big data for insights and strategic decisions. This capability is central
to modern value creation, enabling businesses and governments to anticipate trends, improve policies,
and optimize resource allocation.

Ukraine’s Diia.City initiative underscores the role of data-driven applications in fostering economic growth.
Designed as a legal framework for IT companies, Diia.City has already attracted 1 373 resident firms.
Supported by applications that integrate data, this initiative streamlines processes such as obtaining e-
resident status through the Diia.Signature feature, fostering transparency and efficiency. Resolutions
passed by the Cabinet of Ministers, such as the amendments to the legal framework and the
modernization of the E-Resident Information System, further enhance its functionality. By enabling
seamless interactions between entrepreneurs and the government, these applications facilitate informed
decision-making and attract investments, creating a robust foundation for innovation.

Process Automation: Applications are instrumental in automating routine tasks, reducing operational
costs, and freeing resources for strategic initiatives. Technologies such as robotic process automation and
Al-driven tools streamline workflows, improve accuracy, and enhance efficiency.
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In Ukraine’s digital ecosystem, automation plays a key role. For instance, the Diia.Signature tool simplifies
bureaucratic processes for e-residents, enabling seamless integration with mobile applications and other
systems. The Ministry of Digital Transformation's initiatives to modernize the E-Resident Information
System, including additional integrations, exemplify how automation reduces administrative burdens.
These advancements not only improve operational efficiency but also promote inclusivity by simplifying
access to services for entrepreneurs and individuals alike.

The Ukrainian government’s investment in the Diia ecosystem demonstrates how applications can enable
value creation across sectors. Initiatives like Diia.Business, Diia.Education, and Diia.City highlight the
transformative potential of applications, which connect ecosystems, promote entrepreneurship, enhance
digital skills, and streamline processes. Beyond economic benefits, applications can drive social
transformation. Ukraine’s Diia.Education initiative, with its educational products such as UNDP-supported
online courses on digital literacy for people of an older age or on web accessibility, offers a powerful
example of how digital tools can bridge skill gaps and foster societal resilience. The platform’s success is
evident: it has issued 3.2 million certificates in digital literacy and related programs, with a remarkable 75
percent course completion rate. Additionally, its adaptability for international use, with English-language
content and barrier-free accessibility, ensures inclusivity and relevance. Through a network of over 5 000
digital hubs that teach people, primarily of older age, digital skills free of charge, Diia.Education has
extended its reach nationwide. Only in 2024, over 25 000 people learned digital skills at the training in
Digital Education Hubs libraries, conducted with support of the Ministry of Digital Transformation, UNDP,
with funding from Sweden, and the Ukrainian Library Association. By 2023, the platform had educated
over 6 million Ukrainians, reducing the percentage of citizens with below-average digital skills from 53
percent in 2019 to 40.4 percent. This 12.6 percent improvement underscores the transformative impact
of well-designed applications on national development.

In 2023-2024, the Ministry of Digital Transformation launched two more educational initiatives to provide
citizens with more opportunities for specialized training. First, CDTO Campus, a national educational
initiative dedicated to preparing CDTOs and their teams — digital leaders capable of implementing
innovative technological projects within public administration, was created. It offers a wide variety of
programs in GovTech, cybersecurity, artificial intelligence, tailored to the needs of modern public
governance. One of them is a long-term Leadership Program for Women involved in Digitalization of Public
Services, implemented in partnership with UNDP and financial support from Sweden. The Ministry has
also piloted an initiative of the first educational government application for students, parents, and
teachers, called Mriia (a dream). An educational platform and a mobile application combine technology,
artificial intelligence, and a personalized approach to inspire learning and help everyone find themselves
in a modern world.

Applications are indispensable engines of digital transformation, driving value creation through their
ability to connect ecosystems, foster agility, enable data-driven insights, and automate processes.

Ukraine’s Diia ecosystem demonstrates the transformative potential of applications across economic,
social, and governance dimensions. Initiatives like Diia.Business, Diia.City, and Diia.Education highlight
how applications can empower societies, overcome challenges, and foster innovation. By leveraging the
transformative power of software solutions, organizations and governments can unlock new
opportunities, build resilient systems, and create sustainable value for their stakeholders.
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ILILII - Digital services

Digital services, compared to applications, are a broader concept that encompasses the infrastructure,
processes, and systems used to deliver value to users through digital means. They are designed to provide
specific outcomes or functionalities, often facilitated through an interface such as an application, website,
or connected device. Unlike applications, which are primarily user-facing, digital services include the
underlying mechanisms that enable these interactions. For example, a digital service like cloud storage
allows users to save, retrieve, and manage data across devices. Similarly, streaming platforms offer the
service of delivering media content on demand, backed by systems that manage data storage, processing,
and distribution. These services often rely on sophisticated backend systems, such as servers, databases,
and APIs, which ensure smooth operation and scalability.

Ukraine has made significant strides in digital governance, with the government actively promoting the
use of digital technologies to improve public services®. The Diia platform, launched in 2020, is a prime
example of this effort. Diia provides Ukrainians with access to a wide range of government services online,
including Digital IDs/Passports, Business registration, Tax filing and Payments, Applications for
unemployment benefits and financial aid. This initiative has not only streamlined government processes
but also increased transparency and reduced corruption. As of October 2024, the Diia Portal — the Single
State Web Portal of Electronic Services, offers 118 electronic public services, while the mobile application
provides 43 services and 30 digital documents. Together, these tools serve over 20.9 million users.

Some of the digital tools were set up shortly in the aftermath of the full-scale invasion into Ukraine in 2022
to provide prompt support for people who were forced to leave because of hostilities. One of them is an
electronic service of registration as an internally displaced person and automatic application for monthly
allowance, which was developed by the Ministry of Digital Transformation with support of UNDP and
Sweden in the Diia mobile application. In less than a year since its launch in April 2022, over 1.4 million
Ukrainians could access vital support from the state online due to the electronic service. Later in 2022, it
was supplemented with e-services of changing a place of residence or canceling IDP registration, which
were provided automatically for the first time.

Under martial law, the eRecovery program has been implemented to provide state assistance to citizens
whose homes were damaged or destroyed during hostilities. Launched on May 10, 2023, the program has
provided payments totaling over 6.1 billion hryvnias to 67 000 citizens for repairing damaged housing as
of September 2024. For destroyed property, 11 078 housing certificates, totaling more than 17.2 billion
hryvnias, have been issued, with 4 726 already utilized, amounting to 8.7 billion hryvnias. The highest
number of applications for assistance has come from the Kharkiv, Kyiv, Donetsk, Mykolaiv, Kherson, and
Chernihiv regions.

Several electronic services have been launched in the Diia app and portal, and on other government
resources to support veterans and their return to civil life. One of them is a veteran’s ID in the Diia app,
which enabled veterans not to carry a paper certificate, launched by the Ministry of Digital Transformation,
the Ministry of Veterans Affairs, with support from UNDP and Sweden within its DIA Support project. In
half a year since its launch in June 2024, the electronic document was generated more than 300 000 times.

25 Questionnaire ITU-UKR 2024
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Public perception of these services is generally positive. A survey titled "Opinions and Views of the
Ukrainian Population on Public Electronic Services in 2023"2%, conducted by the Kyiv International Institute
of Sociology in collaboration with the United Nations Development Program, found that 51 percent of
respondents reported using the services available on the Diia Portal, similar to the 52 percent reported in
2022. A slight decline in the numbers of Diia e-services use was observed in 20247,

To enhance accessibility, the Cabinet of Ministers of Ukraine adopted Resolution No. 757 on July 21, 2023.
This resolution requires all websites and mobile applications of state executive authorities, as well as
electronic documents, to comply with the DSTU EN 301 549:2022 standard. Having come into force in June
2022, it duplicated the European standard of the same name, which is based on the current version of
Web Content Accessibility Guidelines (WCAG) 2.1 — in use under European legislation. The WCAG 2.1
guidelines were also translated into Ukrainian — officially for the first time, thereby helping Ukrainian
developers learn world standards and comply with new requirements.

In August 2024, the first national center in charge of digital accessibility was created at the state enterprise
Diia. The Digital Accessibility Competence Center is responsible for the development of the accessibility of
Diia e-government services, and the information resources of the Ministry of Digital Transformation and it
also advises other authorities on the implementation of digital accessibility on their resources and
communication channels. All efforts to implement web accessibility standards have been supported by the
Ministry of Digital Transformation, the United Nations Development Program, the Governments of Sweden
and Japan, and other stakeholders. Research studies have also been conducted to explore basic web
accessibility level of 100 government resources, legislative regulation of digital inclusion, and the use of
assistive technologies by individuals with disabilities. The results of a recent study of government websites
accessibility in 2024, conducted by UNDP and the Digital Accessibility Competence Center, testified that
the level of basic web accessibility of government websites in Ukraine has risen for the fourth year in a
row — 24 percent of analyzed websites of government bodies in Ukraine were at sufficient and high levels
of accessibility for people with disabilities in comparison to 13 percent in 2021%,

Digital services play a critical role in creating seamless and efficient user experiences. They often work
invisibly behind the scenes, supporting applications that act as the primary interface for users. By
integrating advanced technologies such as cloud computing, artificial intelligence, and loT, digital services
can offer personalized, reliable, and scalable solutions to a wide range of industries. This integration
enables businesses to optimize operations, improve customer engagement, and innovate continuously. In
essence, digital services form the backbone of the modern digital ecosystem, delivering value not just
through their direct functions but also by powering the tools and platforms that connect users to those
functions. They are the essential enablers of the digital experiences that define contemporary life and
commerce.

26 https://www.undp.org/uk/ukraine/publications/analitychnyy-zvit-dumky-i-pohlyady-naselennya-ukrayiny-shchodo-derzhavnykh-
elektronnykh-posluh-u-2023-rotsi
2https://www.undp.org/ukraine/press-releases/ukrainians-satisfaction-government-e-services-rise-kiis-survey-finds

28 https://www.undp.org/uk/ukraine/publications/vebdostupnist-saytiv-derzhavnykh-orhaniv-vlady-monitorynh-2024-roku
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Challenges and Opportunities

Despite its impressive growth, Ukraine's digital economy faces several challenges that could hinder its
future development.

Geopolitical Instability: The ongoing war has had a profound impact on Ukraine's economy, including
the digital sector. Cybersecurity threats have increased, and the disruption of infrastructure in certain
regions has posed challenges to business continuity. However, the IT sector has shown remarkable
resilience, with many companies adapting to remote work and relocating their operations to safer
areas.

Brain Drain: Ukraine has long struggled with the issue of brain drain, as many highly skilled
professionals seek better opportunities abroad. While the IT sector has been somewhat insulated from
this trend due to the availability of remote work, the emigration of talent remains a concern for the
country's long-term growth.

Regulatory and Infrastructure Gaps: Although Ukraine has made progress in improving its digital
infrastructure, there are still gaps that need to be addressed. The regulatory environment for digital
businesses is still developing, and issues such as intellectual property protection, taxation, and data
privacy require further attention to create a more conducive environment for innovation.

Despite the challenges, Ukraine's digital transformation is poised for continued growth and success. The
global shift towards digitalization presents significant opportunities for Ukraine to expand its IT
outsourcing industry, attract foreign investment, and stimulate innovation.

Leveraging the Diaspora: Ukraine's diaspora, which is highly educated and well-connected globally,
represents a valuable resource for the country's digital economy. By strengthening ties with the
diaspora, Ukraine can attract investment, mentorship, and business partnerships that can help drive
the growth of its digital sector.

Expanding Digital Infrastructure & public services: Continued investment in digital infrastructure,
including high-speed internet access, cloud computing, and data centers, will be crucial for supporting
the growth of Ukraine's digital economy. Public-private partnerships and international cooperation
can play a key role in this effort.

Fostering Innovation and Entrepreneurship: Ukraine's startup ecosystem has the potential to become
a major engine of economic growth. By providing greater access to capital, mentorship, and market
opportunities, the government and private sector can help nurture the next generation of Ukrainian
tech companies. Embracing emerging technologies, including artificial intelligence, can further
accelerate innovation and position Ukraine as a competitive player in the global digital economy.
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II.III - Enabling policy and regulatory environment

I.IIl.I  Policy and strategy

Institutional Setting

Institutional arrangements, or the institutional setting, form the foundation upon which digital
transformation is built. These arrangements involve the establishment of governmental bodies, public-
private partnerships, and international collaborations that guide and oversee digital initiatives. Effective
institutional arrangements are crucial for coordinating efforts across different sectors, ensuring that digital
strategies are aligned with national development goals, and fostering innovation.

A well-coordinated institutional setting can facilitate access by promoting inclusive policies and reducing
barriers to entry in the digital economy. For example, governments can establish digital agencies or task
forces to lead digital transformation efforts, ensuring that different sectors are integrated into a cohesive
strategy. Public-private partnerships can also play a crucial role by leveraging private sector expertise and
resources to expand digital access, particularly in underserved areas.

However, the effectiveness of institutional arrangements depends on their ability to adapt to the fast-
evolving digital landscape. Institutions must be flexible and responsive, capable of revising strategies and
policies in response to new challenges and opportunities in digital transformation.

The Institutional Framework for Digital Transformation in Ukraine

In recent years, Ukraine has embarked on an ambitious journey toward digital transformation and
development. This transformation is seen as a crucial step in modernizing the country's economy,
governance, and society. To achieve these goals, Ukraine has established a robust institutional framework
that supports digitalization at various levels of government and society. This section explores the
institutional arrangement of Ukraine in the context of digital transformation, examining the roles of key
institutions, policies, and the challenges faced in the process.

The institutional setting for digital transformation in Ukraine is characterized by a multi-layered approach,
involving various governmental bodies, private sector participation, and civil society engagement. The
main institutions responsible for driving digital transformation in Ukraine include the Ministry of Digital
Transformation, the Cabinet of Ministers, the Verkhovna Rada (Parliament), and various regional and local
authorities.

1. Ministry of Digital Transformation: Established in 2019, the Ministry of Digital Transformation is
the primary government body responsible for formulating and implementing digital policies in
Ukraine. Its mission is to create a digital state, develop the IT industry, and integrate digital
technologies into various sectors of the economy. The ministry has launched several key initiatives,
including the "Diia" platform, which provides digital services to citizens and businesses, and the
development of a national digital ID system.

2. Cabinet of Ministers: The Cabinet of Ministers plays a crucial role in coordinating digital
transformation efforts across different ministries and government agencies. It ensures that digital
policies are aligned with the overall national development strategy and that resources are
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allocated efficiently. The Cabinet also oversees the implementation of major digital projects, such
as e-governance, cybersecurity, and digital infrastructure development.

3. Verkhovna Rada (Parliament): The Ukrainian Parliament is responsible for enacting legislation that
supports digital transformation. This includes laws related to data protection, cybersecurity, digital
economy regulation, and the legal framework for digital services. The Verkhovna Rada works
closely with the Ministry of Digital Transformation and other stakeholders to ensure that the legal
environment is conducive to digital innovation.

4. Regional and Local Authorities: Regional and local governments in Ukraine also play a significant
role in the digital transformation process. They are responsible for implementing digital initiatives
at the local level, such as smart city projects, digital education programs, and local e-governance
services. These authorities work in collaboration with the national government to ensure that
digital transformation benefits all regions, including rural and underserved areas.

Ukraine's institutional arrangement for digital transformation is comprehensive and multi-faceted,
involving key government bodies, private sector participation, and civil society engagement. The country's
progress in digital transformation is evident in the development of digital infrastructure, the
implementation of e-governance initiatives, and the promotion of a digital economy.

While Ukraine has made significant progress in its digital transformation journey, several challenges
remain. These include:

e Digital Divide: While urban centers enjoy widespread access to high-speed internet and digital
services, many rural and war-affected regions lag behind due to damaged infrastructure, limited
connectivity, and lower digital literacy. This gap restricts equal participation in the digital economy
and access to e-governance, education, and healthcare services. The war has further exacerbated
these inequalities, displacing populations and disrupting communication networks. Bridging this
divide is essential for ensuring inclusive growth, national resilience, and the full realization of
Ukraine’s digital transformation goals across all regions and demographics.

o Cybersecurity Threats: Ukraine faces significant cybersecurity challenges, particularly in light of
ongoing geopolitical tensions. Cyberattacks on critical infrastructure, government agencies, and
private sector entities pose a serious threat to the country's digital transformation efforts.

e Regulatory and Legal Framework: While progress has been made in developing a legal framework
for digital transformation, there are still gaps in areas such as data protection, intellectual property
rights, and digital economy regulation. Addressing these gaps is essential to fostering innovation
and attracting investment in the digital sector.

e Human Capital: Developing digital skills among the population is crucial for the success of
Ukraine's digital transformation. While there are initiatives in place to promote digital literacy and
education, more efforts are needed to ensure that all citizens, including those in underserved
areas, have the skills necessary to thrive in a digital economy.

With a strong institutional framework and continued commitment to digital development, Ukraine has the
potential to become a leader in digital innovation in the region.
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Legal, Policy, and Regulatory Framework: Ensuring Equitable Digital Access

The legal, policy, and regulatory framework, often referred to as digital regulation, is another critical
component in enabling access within digital transformation. These frameworks provide the rules and
guidelines that govern the use of digital technologies, ensuring that they are used in a manner that is fair,
secure, and beneficial to society.

Digital regulation addresses a wide range of issues, from data protection and privacy to competition law
and consumer rights. A robust legal framework is essential for protecting individuals and businesses from
the risks associated with digital technologies, such as cyber threats and data breaches. Moreover, clear
and transparent regulations can promote trust in digital systems, encouraging more widespread adoption
and use of digital services.

One of the key challenges in digital regulation is balancing the need for innovation with the need for
protection. Overly restrictive regulations can stifle innovation and limit access to new technologies, while
insufficient regulation can lead to misuse and exploitation. Therefore, policymakers must strive to create
a regulatory environment that fosters innovation while safeguarding public interests.

Legal Framework

Ukraine, a country with a population of over 40 million, is undergoing a significant digital transformation,
driven by the need to modernize its economy, improve governance, and enhance public services. This
transformation is underpinned by a comprehensive legal, policy, and regulatory framework, often referred
to as digital regulation. This framework aims to create a conducive environment for digital innovation,
ensure cybersecurity, protect citizens' rights, and integrate Ukraine into the global digital economy. This
section explores the key aspects of Ukraine's digital regulation, focusing on its legal, policy, and regulatory
dimensions in the context of digital transformation and development.

The legal framework for digital regulation in Ukraine is characterized by a set of laws and regulations that
govern various aspects of digital transformation.

Electronic Communications: On January 1, 2022, the Law of Ukraine “On Electronic Communications”
came into force. This law established a comprehensive legal and organizational framework for state policy
in electronic communications and radio frequency spectrum management. It defines the rights,
obligations, and responsibilities of individuals and legal entities involved in providing or utilizing electronic
communications services. Introduced as part of Ukraine’s commitments under the EU-Ukraine Association
Agreement, the law aligns Ukrainian telecommunications legislation with the European Electronic
Communications Code, enhancing integration with the EU. Key benefits of the law include simplified
procedures for implementing new technologies, which reduce bureaucratic delays, as well as provisions
allowing operators to share infrastructure, optimizing resource utilization. The law also promotes
transparency in broadband network deployment, ensuring clear and fair procedures to enhance
connectivity nationwide.

NCEC: On February 13, 2022, the Law of Ukraine “On the National Commission for the State Regulation of
Electronic Communications, Radio Frequency Spectrum, and Postal Services” came into effect. This law
transformed the role and structure of the regulatory authority in electronic communications, granting it
expanded scope and responsibilities. It introduced clear regulations for electronic communications
services, ensuring consistency and transparency while strengthening mechanisms for licensing,
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compliance monitoring, and consumer protection. Harmonizing Ukrainian regulatory practices with those
of the European Union, the law bolstered the independence and administrative capacity of the regulatory
body, fostering trust and transparency. These measures enhanced fair competition within the
telecommunications sector, prevented monopolistic practices, and improved governance to address
modern challenges in electronic communications.

On December 27, 2023, the Resolution on Radio Frequency Spectrum Allocation and Use was
implemented. This resolution approved a structured plan for the allocation and use of radio frequency
spectrum, ensuring optimal use of resources for telecommunications services. It established clear
guidelines for frequency band allocation, balancing the needs of operators and stakeholders. By
implementing provisions from Annex 17-3 of the regulatory framework, the resolution aligned Ukraine’s
radio frequency spectrum policy with international standards. Additionally, it supported the deployment
of advanced telecommunications services, including 4G and 5G networks, improving connectivity
nationwide.

Telecommunication infrastructure: Draft Law No. 5811, which accelerates the construction of base
stations, particularly in underserved rural and forested areas, was adopted by Parliament and signed by
the President. This law reduced the construction timeline from a year to six months, enabling faster
expansion of telecommunications infrastructure. Its implementation bridges the digital divide between
urban and rural areas, improving network coverage and supporting economic and social development in
remote regions.

Draft Law No. 7487 was developed with input from the Ministry of Digital Transformation to simplify the
process of installing base stations on state and communal lands, especially along highways and in rural
areas. By removing the requirement for Cabinet of Ministers’ approval, the law significantly reduced
procedural delays. It was adopted by Parliament, signed by the President, and came into force on
September 14, 2022. This law facilitates rapid infrastructure deployment, enhances connectivity in
underserved areas, and improves access to digital services for residents and businesses alike.

Data Protection: Ukraine has adopted the Law on Personal Data Protection, which aligns with the
European Union’s General Data Protection Regulation. This law establishes the legal basis for processing
personal data, ensures individuals' rights to privacy, and sets requirements for data controllers and
processors. The law also mandates the establishment of the Office of the Commissioner for Human Rights,
which oversees compliance with data protection regulations.

The Parliament of Ukraine ('Verkhovna Rada') announced, on 25 October 2022, that it had received a draft
data protection law ('the Draft Law')1, following the rejection, on 16 August 2022, of a previous data
protection bill. Currently, data protection in Ukraine is governed primarily by Law of 1 June 2010 No. 2297-
VI on Protection of Personal Data®® (as amended), enforced by the Ukraine Parliamentary Commissioner
for Human Rights. In its explanatory note on the Draft Law2, Verkhovna Rada explained that the revision
aims to ensure the protection of personal data in Ukraine and bring it in line with international standards.

2 https://zakon.rada.gov.ua/laws/show/2297-17?lang=en#Text
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Policy Framework

The policy framework for digital transformation in Ukraine is guided by national strategies and programs
that set the direction for digital development across various sectors of the economy and society.

Strategy for the Development of the Electronic Communications Sector of Ukraine for the period until 2030
and approval of the operational plan of measures for its implementation in 2024-2026°: On May 16, 2024,
Ukraine's Ministry of Digital Transformation unveiled a comprehensive strategy for the development of
electronic communications up to 2030. The plan aims to restore and enhance Ukraine's communications
infrastructure, vital for both civilian life and national security, especially amidst ongoing wartime
challenges.

Key priorities include ensuring universal and reliable internet access, integrating Ukraine into the EU Digital
Single Market, and fostering innovation and digital economy growth. The strategy outlines steps to
improve customer services, strengthen public policies, expand mobile and broadband coverage, and
bolster network resilience against attacks. The initiative, supported by international partners like USAID
and UK Aid, anticipates $6 billion USD in operator investments over seven years, reflecting confidence in
Ukraine's digital potential. Collaboration agreements with major telecom providers and regulatory bodies
emphasize restoring war-damaged infrastructure and maintaining communications during crises.

National Digital Literacy Campaign: Recognizing the importance of digital skills in the modern economy,
the Ukrainian government has launched a national digital literacy campaign aimed at enhancing the digital
competencies of citizens. This initiative includes the development of educational programs, online
platforms, and training courses to improve digital literacy across all age groups and professional sectors.

Strategy of Ukrainian Financial Sector Development until 2025 (Strategy 2025) provides a comprehensive
vision for strengthening Ukraine's financial sector. It sets forth a roadmap that aligns financial
modernization with the nation’s broader goals of economic recovery, international integration, and digital
transformation. The strategy emphasizes creating a resilient, inclusive, and competitive financial
ecosystem that drives sustainable growth and improves the well-being of citizens.

The Strategy 2025 focuses on five core areas to achieve its objectives. Financial stability remains central,
with measures aimed at strengthening regulatory frameworks and aligning them with European Union
standards. The strategy prioritizes robust corporate governance, effective risk management, and the
resolution of non-performing loans, which have long constrained sectoral resilience. Another priority is
supporting macroeconomic development by enhancing lending to businesses, especially small and
medium-sized enterprises, while improving fiscal sustainability through prudent public debt management
and budget deficit reduction. Investor and creditor protections will also be bolstered to build trust and
encourage economic participation.

Financial inclusion is a critical element of the strategy. Efforts will be made to improve access to financial
services for underserved populations while raising the overall level of financial literacy. The transition to a
cashless economy is central to these efforts, with the goal of significantly reducing the cash-to-GDP ratio
by 2025. The development of financial markets is equally important, with plans to promote nonbank
financial services, improve capital market infrastructure, and integrate Ukraine’s financial market into the

30 https://thedigital.gov.ua/regulations/pro-shvalennya-strategiyi-rozvitku-sferi-elektronnih-komunikacij-ukrayini-na-period-do-2030-roku-ta-
zatverdzhennya-operacijnogo-planu-zahodiv-z-yiyi-realizaciyi-u-2024-2026-rokah
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global economy. New investment and pension funds will be launched to provide long-term financial
resources for domestic economic growth.

Innovation underpins every aspect of the strategy. Digital transformation will drive improvements in
efficiency, transparency, and accessibility throughout the financial sector. Key initiatives include the
adoption of standardized electronic reporting formats such as XML and iXBRL, the expansion of digital
payment systems, and the development of a robust FinTech ecosystem. The introduction of regulatory
sandboxes will foster partnerships between traditional financial institutions and technology firms, helping
them meet the evolving demands of consumers. The strategy also focuses on enhancing data security and
cybersecurity measures to protect the digital financial ecosystem. Expanding mobile banking and virtual
financial platforms can bridge service gaps for rural and underserved populations. Leveraging Big Data and
artificial intelligence can optimize credit assessment, fraud detection, and the delivery of personalized
financial services. Building trust through enhanced transparency, robust consumer protection
mechanisms, and targeted educational initiatives will further strengthen the sector.

The implementation roadmap for the Strategy 2025 outlines specific measures and timelines, with
responsibilities assigned to institutions such as the National Bank of Ukraine, the Ministry of Finance, and
the National Securities and Stock Market Commission. These efforts include consolidating supervisory
frameworks to eliminate regulatory arbitrage, signing international agreements to enhance cross-border
cooperation, and strengthening the institutional capacity of the Deposit Guarantee Fund to ensure
depositor protection. The roadmap emphasizes the importance of integrating the domestic financial
market into global systems through the adoption of international standards and by encouraging greater
participation in global financial indices.

International integration is a significant focus of the strategy, aligning closely with commitments under the
EU-Ukraine Association Agreement. By adopting European regulatory practices, Ukraine aims to increase
foreign investment opportunities and strengthen its global financial standing. These efforts are expected
to facilitate Ukraine's participation in international indices and create a more attractive environment for
global investors.

By 2025, the successful implementation of the strategy is expected to transform Ukraine’s financial
landscape. The sector will operate on modern technological and regulatory foundations, characterized by
inclusivity, resilience, and competitiveness. More citizens will have access to financial services, with 80
percent of the adult population expected to hold bank accounts. The economy will see a significant shift
toward digital transactions, reducing reliance on cash and enhancing efficiency. Integration into global
markets will further boost Ukraine’s economic competitiveness, positioning the country as a regional
leader in financial modernization.

E-Government Development Plan: Ukraine’s e-government development plan is part of the broader public
administration reform. This plan aims to enhance the efficiency, transparency, and accessibility of
government services through digitalization. Key initiatives include the creation of the Diia (4ia) platform,
which serves as a one-stop-shop for citizens and businesses to access government services online, and the
implementation of electronic voting systems to facilitate democratic participation.
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The Ukrainian Cabinet of Ministers' Order No. 1191-r dated December 23, 20223, outlines an ambitious
action plan for digitizing public services in 2023, reinforcing the nation’s commitment to advancing e-
governance. This initiative spans multiple sectors, aiming to simplify administrative processes, enhance
accessibility, and ensure efficiency.

Key elements include transitioning critical services to electronic platforms, such as the issuance of licenses,
registration of property rights, and the provision of various social benefits. The Ministry of Digital
Transformation leads this effort, collaborating with other government entities and ensuring services are
integrated into the national "Diia" digital platform. Specific milestones include creating digital mechanisms
for veterans’ benefits, employment services, licensing procedures, and health certifications. The plan also
emphasizes transparency, with ministries required to report quarterly progress to the Ministry of Digital
Transformation, which in turn, consolidates and submits these updates to the Cabinet. The funding for this
transition is allocated from state and local budgets, supplemented by legally permitted alternative sources.

This comprehensive approach aims to modernize public administration, reduce bureaucratic delays, and
increase service reliability, which are critical for fostering trust and resilience, especially in a context of
ongoing socio-political challenges.

Regulatory Framework

The regulatory framework for digital transformation in Ukraine is designed to ensure compliance with legal
standards, protect consumer rights, and promote fair competition in the digital market.

ICT Regulation: The National Commission for the State Regulation of Electronic Communications, Radio
Frequency Spectrum, and the Provision of Postal Service®? is the main regulatory body overseeing the
telecommunications sector in Ukraine. The NCEC is responsible for licensing, spectrum allocation, and
ensuring compliance with telecommunications laws. The Commission also plays a key role in promoting
the deployment of broadband infrastructure, which is critical for the digital economy.

The regulatory and legal framework developments carried out by NCEC during 2023 included creating and
implementing legal acts to enforce the provisions of the Law on Electronic Communications, the Law on
NCEC, and the Law on Post. Transparency and public participation were central to the process, with all
proposed normative legal acts published on the NCEC website for feedback from individuals, businesses,
and other stakeholders. As of December 2023, 34 normative legal acts (by-laws) were adopted and
registered with the Ministry of Justice, representing a 42 percent increase compared to 2022. These acts
included procedures for license management, market regulation, and quality assurance. For instance, the
commission formalized the rules for maintaining the Register of Licenses for Radio Frequency Spectrum
Use, aligning it with updated legislative requirements. It also adopted measures to regulate markets with
providers holding significant market influence, aiming to foster fair competition. Mutual settlement
procedures among electronic communication operators were clarified, supporting efficient financial
operations. Additionally, guidelines for identifying and analyzing market segments were established, aiding
the recognition of dominant providers, and enhancing market oversight. For the postal sector, by-laws
were introduced to define pricing mechanisms for regulated postal services, alongside measures for
monitoring service quality and economic performance. The by-laws also addressed the conditions for
extending the validity of radio frequency licenses, criteria for assessing the compliance of users with

31 https://zakon.rada.gov.ua/laws/show/1191-2022-%D1%80#Text
32 https://nkek.gov.ua/en
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licensing terms, and processes for approving conformity assessment entities for radio equipment. These
measures collectively strengthened the regulatory framework, ensuring compliance with national laws
and enhancing the resilience and competitiveness of Ukraine’s communication sectors.

Al Regulation: The regulation of Al in Ukraine, as outlined in the White Paper on Al Regulation in Ukraine
(2024)** by the Ministry of Digital Transformation, plays a crucial role in the country's digital
transformation. Ukraine's approach to Al regulation is deeply integrated into its digital transformation
goals, emphasizing innovation, human rights, and alignment with European standards. The regulation aims
to enhance the competitiveness of Ukrainian businesses in international markets, particularly through
compatibility with the EU Al Regulation. Protecting human rights is a central objective, addressing risks
such as bias, discrimination, and data misuse, ensuring these rights are upheld in interactions with Al
systems. European integration is a key driver, with efforts focused on harmonizing Ukraine’s laws with EU
legislation as part of the broader goal of EU membership.

The regulatory approach is designed to evolve over two stages. The initial phase focuses on preparation,
allowing businesses and institutions to adapt to upcoming regulations through non-mandatory tools. This
includes the development of regulatory sandboxes for testing Al systems, voluntary codes of conduct to
promote ethical Al practices, methodologies for assessing Al’s impact on human rights, Al system labeling
for transparency, and general and sector-specific recommendations to guide safe Al usage. These
initiatives are supported by the establishment of a Responsible Al Centre, a centralized platform offering
access to these tools, guidelines, and updates on regulatory developments.

Following this preparatory stage, mandatory regulation will be introduced, gradually implementing a law
based on the EU Al Act. This phase will include a staggered timeline for the enforcement of certain
provisions, allowing businesses and regulatory bodies adequate time to prepare. A dedicated regulatory
authority will be established to ensure real-time compliance and enforcement.

The defense sector remains outside the scope of regulation due to national security priorities, with the
government emphasizing the importance of maintaining innovation in this critical area. The strategy
involves active collaboration with stakeholders, including businesses, civil society, and international
organizations, ensuring that the regulatory framework aligns with both national interests and global
standards. An innovative feature of the plan is the Trusted Flaggers concept, where civil organizations
monitor Al-related human rights violations and facilitate timely resolutions.

Overall, this phased and adaptive strategy underscores Ukraine’s commitment to integrating Al responsibly
into its digital landscape. By balancing innovation with ethical considerations and aligning with EU
standards, Ukraine aims to position itself as a leader in digital transformation and a trusted participant in
the global Al ecosystem.

Digital Financial Services Regulation: The National Bank of Ukraine3 regulates digital financial services,
including electronic payments, digital currencies, and fintech innovations. The NBU has introduced
regulations to foster the development of the fintech sector while ensuring the security and stability of the
financial system. The Law on Payment Systems and Funds Transfer in Ukraine provides the legal framework
for these regulations.

3 https://thedigital.gov.ua/storage/uploads/files/page/community/docs/Bina_kHura_3_perynosaHHsa_LLI_s_YkpaiHi_AHIN.pdf
34 https://bank.gov.ua/en/

61



Ukraine — Digital Development Country Profile

Market Regulation and Competition: The Antimonopoly Committee of Ukraine® is responsible for
regulating competition in the digital market. The AMCU monitors mergers, acquisitions, and anti-
competitive practices in the digital sector to ensure a level playing field for all market participants. The
Committee also enforces regulations related to consumer protection in digital transactions.

Ukraine's legal, policy, and regulatory framework for digital transformation is a testament to the country's
commitment to embracing the digital age. While challenges remain, the ongoing development and
refinement of this framework are essential to realizing the full potential of digital technologies in driving
economic growth, improving public services, and enhancing the quality of life for all Ukrainians. As Ukraine
continues on its path of digital transformation, the effectiveness of its digital regulation will play a crucial
role in shaping the future of the nation.

EU Harmonization as part of the broader strategy

Ukraine's journey toward harmonization with the European Union as of 20243 reflects extraordinary
progress and resilience in the face of immense challenges. The decision to open formal accession
negotiations in June 2024, following the European Council's approval in late 2023, marks a significant
milestone in Ukraine’s integration into the EU. This decision acknowledges the country’s steadfast
commitment to reforms and alignment with European values, despite the ongoing pressures of war. The
robust support of the EU, which has mobilized close to EUR 122 billion in financial assistance since the
beginning of military operations, underscores the shared vision for Ukraine’s future as part of the
European family.

Ukraine has achieved significant progress in democratic governance, sustaining the functioning of its
institutions under martial law. The Verkhovna Rada has maintained legislative activity with consistent
cross-party cooperation, ensuring the enactment of reforms critical to national security, governance, and
EU integration. The legal framework remains conducive to democratic practices, and preparations for post-
war elections are underway, including key reforms to the electoral code and election processes. Civil
society continues to thrive as an essential pillar of democracy, despite some challenges in the operating
environment.

Reforms in the judiciary have demonstrated Ukraine’s determination to ensure accountability and
independence. Transparent procedures for appointing judges to the Constitutional Court, progress in
vetting existing judges, and strengthened oversight bodies such as the High Council of Justice reflect an
effort to restore public trust and enhance the judiciary’s effectiveness. Anti-corruption measures®” have
been particularly noteworthy, with key institutions such as the National Anti-Corruption Bureau and the
Specialized Anti-Corruption Prosecutor’s Office achieving measurable success in prosecuting high-level
corruption cases. These advancements bolster the rule of law, a cornerstone of EU membership criteria.

Public administration reform has advanced steadily, particularly in the digitalization of services, which has
enabled the government to maintain functionality during the war. The rollout of a unified human resource
management system and the implementation of interim salary reforms reflect progress in building a more
transparent and efficient civil service. Efforts to decentralize governance and empower local authorities

35 https://amcu.gov.ua/en

36 https://neighbourhood-enlargement.ec.europa.eu/document/download/1924a044-b30f-48a2-99c1-
50edeacl4dal_en?filename=Ukraine%20Report%202024.pdf

37 https://www.kmu.gov.ua/en/news/premier-ministr-uriad-zatverdyv-antykoruptsiinu-prohramu-na-2023-2025-roky
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have been supported by legislative measures aimed at enhancing fiscal autonomy and administrative
capacity. The adoption of the Law on Public Consultations marks a significant step toward fostering
inclusive decision-making processes.

Economic reforms have accelerated, placing Ukraine on a trajectory toward a functioning market economy
aligned with EU standards. The country has exceeded expectations in economic performance, with
inflation falling to pre-war levels and reforms in taxation, public finance management, and state-owned
enterprises gaining momentum. Measures to enhance the investment climate, such as deregulation and
improved public procurement practices, signal a commitment to sustainable economic growth. Ukraine's
integration into European networks, including the launch of the New Computerized Transit System,
underscores its readiness to align with EU market mechanisms.

In the energy and environment sectors, Ukraine has made substantial strides toward EU harmonization,
despite the destruction of critical infrastructure. The adoption of the National Energy and Climate Plan
and legislation supporting renewable energy highlight the country’s commitment to a green energy
transition. Progress in aligning environmental regulations, including waste management and climate
policies, reflects a long-term vision of sustainability and compliance with EU standards. The integration of
Ukraine’s electricity market with the EU is a significant achievement that lays the groundwork for
enhanced energy security and cooperation.

Social and cultural reforms continue to evolve, with notable progress in education and inclusion. The
adoption of strategic plans for inclusive education and vocational training aligns Ukraine’s education
system with EU priorities. Advances in digital transformation, including the alignment of
telecommunications policies with EU standards and the development of e-government initiatives,
underscore Ukraine’s capacity for innovation and adaptability. These efforts enhance societal resilience
and strengthen the country’s readiness for deeper EU integration.

Ukraine's foreign, security, and defense policies demonstrate high levels of alignment with the EU.
Enhanced cooperation in security and defense, as well as alignment with the Common Foreign and
Security Policy, reflects shared strategic objectives. The signing of EU-Ukraine joint security commitments
in 2024 emphasizes mutual dedication to regional stability and collective security.

Institutionally, Ukraine has strengthened its capacity to manage the accession process. The Government
Office for Coordination on European and Euro-Atlantic Integration, supported by expert groups and deputy
ministers for EU integration, has played a central role in advancing harmonization efforts. Broad public and
political consensus on EU membership reinforces the momentum for reforms and alignment,
demonstrating the collective will to achieve integration.

While challenges persist, particularly in addressing labor market shortages, judicial efficiency, and
infrastructure rebuilding, Ukraine’s progress has been remarkable. The war continues to impose significant
constraints, yet the country has shown resilience and innovation in meeting EU standards. The bilateral
screening process launched in 2024 is progressing smoothly, underscoring Ukraine’s preparedness to
engage in the detailed and demanding accession process.

Ukraine’s achievements in harmonizing with the EU reflect a broader transformation rooted in European
values of democracy, human rights, and the rule of law. The alignment process has already brought
tangible benefits, fostering institutional reforms, economic modernization, and enhanced governance. The
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support of the EU, combined with Ukraine’s determination to implement reforms, underscores a shared
commitment to building a prosperous, secure, and democratic future. The milestones achieved thus far
lay a strong foundation for continued progress, ensuring that Ukraine remains firmly on the path to EU
membership.

Digital Transformation as part of EU Harmonization: Ukraine has made significant advancements in digital
transformation, particularly in the sectors of electronic communications, digital services, and digital trust
and cybersecurity. These efforts underscore the country’s commitment to aligning with EU standards and
fostering a robust digital ecosystem, even amidst the challenges of ongoing war.

In electronic communications, an essential achievement was the adoption of the Law on amendments to
legislative acts (Appendix XVII-3 of Annex XVII to the Association Agreement/Deep and Comprehensive
Free Trade Area (AA/DCFTA)), regarding the implementation of European legislation on roaming. This
marks a critical step toward integrating Ukraine into the EU's “Roam Like at Home” initiative, which will
facilitate seamless mobile communications across borders. Additionally, Ukraine has initiated the
development of a comprehensive regulatory framework for radio spectrum policy, in particular the release
of the 700 MHz band from TV broadcasting for mobile communications, laying the groundwork for
enhanced telecommunications infrastructure that aligns with EU directives.

Ukraine's digital services sector has demonstrated remarkable progress, driven by the country’s advanced
e-government system. This system has been a cornerstone of public service delivery during the war,
ensuring accessibility and efficiency through digital platforms. The government’s focus on expanding and
refining digital tools has bolstered transparency and accountability, while also promoting innovation in
public administration. Strategic initiatives such as the Digital Restoration Ecosystem for Accountable
Management further exemplify Ukraine’s innovative approach to leveraging technology for governance
and reconstruction.

In the area of digital trust and cybersecurity, Ukraine has made strides in aligning with the EU Directive on
the security of Network and Information Systems. This alignment is critical to enhancing the resilience and
security of the country’s digital infrastructure. Ukraine’s National Security and Defense Council is
implementing a national cybersecurity strategy. The CERT-UA is taking steps within overall framework of
the EU-Ukraine cyber dialogue towards closer institutional cooperation with EU counterparts, including
the European Union Agency for Cybersecurity and CERT-EU. Ukraine continues the implementation of the
5G Cybersecurity Toolbox measures and pursuing alignment with the NIS2 Directive. The adoption of
Article 36 of the new Law on Media, which enforces compliance with the EU Code of Conduct on
countering illegal hate speech online, reflects progress in creating a safer and more regulated digital space.

Despite these achievements, challenges persist. Ensuring adequate funding and staffing for independent
telecom and media regulators is essential for sustained progress. Additionally, further efforts are needed
to fully implement EU-aligned cybersecurity measures and electronic communications regulations. These
developments underscore Ukraine’s readiness to integrate into the EU’s Digital Single Market, positioning
itself as a forward-looking and resilient digital leader in the region.

64



Ukraine — Digital Development Country Profile

ILII.II - Data Analysis & Monitoring

Data analysis and monitoring are important for evaluating progress in global digital transformation,
enabling governments, organizations, and stakeholders to assess their standing against international
benchmarks. These benchmarks, such as the ITU ICT Development Index measuring ICT access, use, and
skills, the Global Cybersecurity Index evaluating cybersecurity maturity, and the ITU ICT Regulatory Tracker
assessing ICT regulatory environments, provide insights into technological readiness and policy
effectiveness. Emerging metrics like the ITU G5 Benchmark focus on advanced connectivity capabilities,
reflecting a shift toward next-generation networks and services. Tools like the Speedtest Global Index
quantify real-world broadband performance, while the Digital Quality of Life Index evaluates Internet
affordability, e-security, and e-government. Further, the Network Readiness Index examines a country’s
ability to exploit ICT for economic and societal development, and the European Data Portal measures the
maturity of open data initiatives. Together, these indexes foster a comparative framework for nations to
monitor performance, identify gaps, and design targeted interventions.

By leveraging these benchmarks, policymakers can use data-driven strategies to ensure sustainable digital
growth, enabling countries to compete in an increasingly connected and digitalized world.

International Benchmarks

The ITU ICT Development Index aims to assess the extent to which connectivity is universal and meaningful.
The chart presents an overview of Ukraine's ICT Development Index in 20243, offering a comparison with
European averages across various digital infrastructure and connectivity metrics.

Index Edition 2024
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Figure 27. ICT Development Index of Ukraine in 2024

Ukraine's overall ICT Development Index stands at 81.0, up from 80.8 in 2022, which is lower than the
European average of 90.1, highlighting that the country is still behind many European nations in terms of
digital infrastructure and access. Overall, Ukraine shows solid performance in Internet affordability and

38 https://datahub.itu.int/dashboards/idi/?e=UKR&y=2024
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mobile phone ownership, ensuring that the population has cost-effective access to digital tools. However,
the country still faces challenges in areas such as mobile broadband penetration and coverage. These
deficiencies suggest that while Ukrainians may have affordable access to the Internet, the speed and
reliability of mobile connections may not be as strong as in other parts of Europe. The universal
connectivity score (with Universal Connectivity Score of 74.6 and Meaningful Connectivity Score of 87.3)
highlights that Ukraine still has room for improvement in expanding Internet usage and household Internet
access. As a result, Ukraine has more work to do to catch up to the European average in terms of ICT
development, particularly in expanding access to high-quality mobile broadband services.

Global Cybersecurity Index (GCI)

The Global Cybersecurity Index (GCl) 2024%°, published by ITU, assesses countries' commitment to
cybersecurity through five key pillars: legal, technical, organizational, capacity development, and
cooperation. These pillars collectively represent the multifaceted approach required for a comprehensive
national cybersecurity framework. The GCl serves as a tool for nations to evaluate their progress, identify
areas for improvement, and adopt best practices to enhance their cybersecurity posture.

Ukraine GCI 5 Edition Country Profile
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Figure 28. Global Cybersecurity Index of Ukraine, 2024

Legal measures focus on cybercrime laws and regulations, while technical measures address the
implementation of capabilities such as Computer Incident Response Teams. Organizational efforts involve
strategies and agencies tasked with overseeing national cybersecurity initiatives. Capacity development
highlights education, awareness campaigns, and support for industry growth. Cooperation emphasizes the
importance of partnerships, both domestically and internationally, to achieve shared cybersecurity
objectives. Ukraine is placed in Tier 3 (Establishing), with an absolute score of 83.93, reflecting moderate
progress in adopting and implementing cybersecurity measures but highlighting ongoing challenges. This

39 https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
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classification suggests the need for further capacity development, infrastructure enhancement, and
strengthened international collaboration to advance its overall cybersecurity readiness. Ukraine’s overall
score is below the European average, where many nations are ranked in Tier 1 (Role-Modelling) or Tier 2
(Advancing), demonstrating more robust frameworks and extensive cybersecurity capabilities. For
example, leading European countries like Estonia, the Netherlands, and the United Kingdom consistently
rank high due to their advanced legal frameworks, active technical measures, and strong international
cooperation.

ICT Regulatory Tracker

The ITU ICT Tracker pinpoints the changes taking place in the ICT regulatory environment®, It facilitates
benchmarking and the identification of trends and gaps in ICT legal and regulatory frameworks and allows
decision-makers to make the case for further regulatory reform towards achieving a vibrant and inclusive
ICT sector.

ICT Regulatory Tracker, 2022

UKRAINE Europe World

Region: Europe Region
Regulatory authority 17.0

Region

Regulatory authority 151

Overall Score 78.00 Overall Score 87.2

Source: ITU
Table 2. The ICT Regulatory Tracker 2022, Ukraine vs Europe & World (rounded).
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Source: ITU
Figure 29. ICT Regulatory Tracker, Ukraine in 2007: 44.83 (G2) vs 2022: 78 (G3)

40 https://app.gen5.digital/tracker/metrics
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Ukraine is positioned among the group of countries with a Third-Generation regulatory regime (G3). The
country reached it only in 2018 and is among the 4.4 percent of European region and 25.9 percent of the
world countries with the G3 regime. The country’s overall result is significantly lower than the Europe
region average score of 87.18 but is slightly above the world one of 72.45.
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Figure 30. Evolution of the ICT Regulatory score of Ukraine vs Europe & World

Recently, ITU launched a reviewed Fifth Generation of regulation benchmark, focused on collaboration
among different stakeholders in the ICT sector and with other sectors of the economy.

The G5 Benchmark® takes data from 193 countries, expands to cover four pillars, with 70 indicators
considered: national collaborative governance, digital development toolbox, digital economic policy
agenda and policy design principles.

G5 Benchmark Pillars Ukraine Scores Europe average World average
National Collaborative Governance 9.26 15.6 16.8
Digital Development Toolbox 12.96 12.6 10.9
Digital Economic Policy Agenda 8.95 17.5 15.9
Policy Design Principles 13.89 11.9 11.1
Overall Score 45.06 57.6 54.7
Source: ITU

Table 3. G5 Benchmark 2023, Ukraine vs Europe & World

41 https://app.gen5.digital/benchmark/metrics
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Figure 31. Evolution of the score of Ukraine vs Europe and World

According to the data of 2023, Ukraine scores 45.06 in the G5 benchmark, with transitioning level of
readiness for the digital transformation, which leaves a lot of space for improvement if compared to
Europe region average of 68.91
and World average of 52.02.

This positions Ukraine on the
115th place, (up from 119 in
2021) and within 44.0 percent of
the countries with the same level
of readiness, among 193
countries of the world, and on the
38" place and within 20 percent
of the European region, therefore
suggests that there is still margin
of improvement.
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Figure 32. G5 Benchmark 2021 - 2023, Ukraine

Speed test Global Index

In accordance with the order of the Administration of the State Service of Special Communications and
Information Protection of Ukraine dated 20.09.2021 No. 576 "On Approval of Requirements for the Quality
Level of Mobile Communication Services" (registered in the Ministry of Justice of Ukraine on 06.10.2021

42 https://app.gens5.digital/benchmark/metrics

69



Ukraine — Digital Development Country Profile

under No. 1298/36920), the levels of quality indicators of Internet access services for a mixture of

technologies were established as follows:

e the average speed of data transmission in the direction from the base station to the terminal
equipment (Download) only for radio technology "International mobile communication IMT"
(UMTS (and subsequent releases (asr)), LTE (asr)) - not less than 2 Mbps.

e the average speed of data transmission in the direction from the terminal equipment to the base
station (Upload) only for radio technology "IMT" (UMTS (asr), LTE (asr)) - not less than 0, 5 Mbps.

e |atency between sending and receiving packets in both directions only for radio technology "IMT"

(UMTS (asr), LTE (asr)) - no more than 130 ms.

e jitter only for radio technology “IMT” (UMTS (asr), LTE (asr)) - no more than 50ms.
e packet loss only for radio technology “IMT” (UMTS (asr), LTE (asr)) - no more than 2 percent ftill
31st December 2022, and no more than 1 percent after the 1st of January 2023.

In terms of fixed-broadband speed, the country ranks 67" in the Speed test Global Index*, with 82.63
Mbps median download, 85.95 Mbps upload speed and a latency of 4ms registered in October 2024. As
for the mobile broadband for the same period, it ranks 85" *°, with median download speed of 30.32
Mbps, upload speed of 11.27 Mbps and a latency of 30ms.

il Mobile
Rank Download @ Upload @ Latency
+9
89 3037 11.27 30
Mbps Mbps ms

= Fixed Broadband

Rank Download @ Upload @ Latency
-1
67 82.63 85.95 4
Mbps Mbps ms
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2023 Jitter 8 ms

Source: Speedtest.net
Figure 33. Ukraine median speeds of October 2024

4 https://www.speedtest.net/global-index
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Digital Quality of Life Index (DQL)*, published by Surfshark in 2023, ranks Ukraine at 46™ place in the world
among 121 countries (up from 2022, by 4 points and from 2021 by 1 point), and at 30™" place in Europe,
among 38 countries.

The European Data Portal (EDP)* has published the annual Open Data Maturity Report 2023. The four
dimensions of open data maturity include (1) the level of development of national policies promoting open
data, (2) the features and data made available on national data portals, (3) the quality of the metadata on
national data portals, and (4) initiatives to monitor the reuse and impact of open data. On the level of the
progress of European countries in promoting and facilitating the availability and reuse of public sector
information, Ukraine scored 96 percent against EU27 average of 83 percent and ranked #3, down from #2
in 2022, among 35 European countries. The overall maturity level has been assigned the status of “Trend
setters”.

Network Readiness Index (NRI)*, is one of the leading global indices on the application and impact of ICT
in economies around the world. In its latest version of 2023, the NRI Report maps the network-based
readiness landscape of 134 economies, based on their performances in four different pillars: Technology,
People, Governance, and Impact. The report ranks Ukraine 43™ out of 134 economies, with a score of
55.15. This is seven points up from 2022, when Ukraine scored 55.71 and ranked 50" out of the 131
economies.

The Global Startup Ecosystem Index*, an initiative by StartupBlink - a leading global startup ecosystem
research centre, ranks countries based on their startup environments, evaluating factors such as
innovation, funding opportunities, and ecosystem performance. In 2024 Ukraine showed notable
resilience and growth despite ongoing challenges, ranking 48th globally. This places Ukraine ahead of
many Eastern European peers, highlighting its potential as a regional innovation hub. Cities like Kyiv, Lviv,
and Kharkiv contribute significantly, particularly in IT and software development. However, Ukraine trails
leading economies like the U.S. and Germany due to infrastructure limitations and wartime disruptions.
The country’s progress reflects a growing pool of talent and startups, though greater investment and policy
support are needed to sustain and improve its standing in the global index.

The Global Innovation Index (GII)*, published by the World Intellectual Property Organization, evaluates
the innovation performance of 133 economies based on 78 indicators across seven pillars, including
institutions, human capital, infrastructure, and market sophistication. In the 2024 ranking, Ukraine secured
the 60th position, a decline from 55th place in 2023. Leading the index, Switzerland maintained its top
spot for the 14th consecutive year, followed by Sweden and the United States. Ukraine's performance
reflects strengths in areas such as education investment and knowledge creation but also highlights
challenges in political stability and market development. This positioning underscores the need for Ukraine
to address these challenges to enhance its innovation capabilities and improve its standing relative to
other economies.

4 https://surfshark.com/dql2023?country=UA

4 https://data.europa.eu/en/publications/open-data-maturity/2023

46 https://networkreadinessindex.org/country/ukraine/

47 https://Ip.startupblink.com/report/

8 https://www.wipo.int/web-publications/global-innovation-index-2024/en/
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LI Skills

Skills: The Human Element of Digital Adoption

Beyond the foundational elements of affordability, availability, and usage, the adoption of digital
technologies also depends heavily on the skills of the users. Digital skills are the competencies required to
effectively navigate, utilize, and innovate with digital technologies. These skills range from basic digital
literacy—such as the ability to use a computer or smartphone—to more advanced competencies like
coding, data analysis, and cybersecurity. The development of digital skills is essential for both individual
and organizational success in a digitally transformed world. Without the necessary skills, users may
struggle to adopt and effectively use new technologies, leading to suboptimal outcomes and resistance to
change. Educational institutions, governments, and businesses must invest in digital skill-building
initiatives to ensure that the workforce is equipped to meet the demands of the digital economy. This
includes not only formal education and training programs but also informal learning opportunities, such
as online courses, workshops, and mentorship programs.

In Ukraine, efforts to improve digital literacy have been prioritized by the Ministry of Digital Transformation
with the support of international partners. The findings of the 2023 study*® on digital skills reveal
substantial progress while addressing challenges influenced by economic conditions, the COVID-19
pandemic, and the ongoing war. Social monitoring of digital literacy in Ukraine is conducted every two
years, following the European Commission's methodology for calculating the Digital Economy and Society
Index. This approach employs the digital skills indicator based on the Digital Competence Framework to
assess proficiency. The first wave of this survey was implemented in 2019, with subsequent waves
conducted in 2021 and 2023. These studies provide a comprehensive view of digital literacy trends across
different demographics and regions in Ukraine. Since 2019, Ukraine has achieved remarkable growth in
digital skills among its population. Among adults, the proportion of individuals possessing at least basic
digital skills has increased from 85 percent in 2019 to 93 percent in 2023. The share of those with above-
basic skills rose from 25.5 percent to 38 percent over the same period, reflecting growing proficiency.
Among adolescents, 88 percent have demonstrated digital skills at or above the basic level, a figure that
has remained stable over recent years. These improvements point to the effectiveness of national
initiatives aimed at increasing digital literacy. Regional and demographic variations remain evident, with
central and northern regions leading in digital competence compared to the western and southern
regions. Age and education continue to play a defining role in digital skill levels. Young adults aged 18-29
years are the most digitally proficient, with 65.4 percent possessing above-basic skills. Individuals with
higher education or technical training exhibit better skills than those with lower educational backgrounds.
Employment status also influences competence, as working professionals and students outperform
unemployed and retired populations.

The economic impact of digital skills in Ukraine is profound. Employees with digital skills earn 81.3 percent
more than those without, illustrating a clear income gap. Advanced digital skills are particularly vital for
innovation and economic recovery, contributing approximately €110.8 billion annually to the nation’s GDP.
Despite these economic benefits, challenges persist. Nearly 40.4 percent of adults still operate below the
basic skill level, while 7.2 percent report having no digital skills. Older adults and rural populations face

4 https://osvita.diia.gov.ua/research
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the most pronounced skill gaps, often due to limited access to digital resources and fewer educational
opportunities.

skills | 2021 | 2023
Information and data literacy: Seeking health information, reading, or downloading newspapers, magazines or books, getting
information about goods or services.

Basic skills 5.1% 4.8%

Above basic 78.9% 86.1%

Share of the population, 18+, with skills 84.0% 90.9%
Communication: Sending e-mails with attached files, making calls using VoIP or messaging app, participating in social networks.
Basic skills 5.2% 3.4%

Above basic 79.2% 87.9%

Share of the population, 18+, with skills 84.4% 91.3%

Problem solving: Connecting and installing new devices, finding, downloading, installing, and configuring software,
transferring files between a computer and other devices, doing an online course, purchasing, or ordering goods or services,
internet banking.

Basic skills 26.7% 25.0%
Above basic 55.8% 61.2%
Share of the population, 18+, with skills 82.5% 86.2%

Digital content creation: Using copy and paste tools within a document, using basic arithmetic formula in a spreadsheet,
creating electronic presentations with presentation software, writing a computer program using a programming language.

Basic skills 17.7% 19.0%
Above basic 36.8% 41.2%
Share of the population, 18+, with skills 54.5% 60.2%

Source: Questionnaire ITU-UKR 2024
Table 4. Individuals with ICT skills in 2021 vs 2023

Cybersecurity has emerged as a growing concern. Reports of data breaches among adults increased by 14
percent over the past year, with 60 percent experiencing at least one breach. This trend underscores the
need for enhanced awareness and the implementation of robust protective measures. Educational
platforms like Diia.Osvita have played a vital role in addressing some of these gaps by providing accessible
courses and resources to improve digital literacy. Self-learning has gained traction, with over 42 percent
of adults and nearly 23 percent of individuals with hearing impairments actively pursuing knowledge
enhancement. Younger populations prefer targeted, platform-based learning through tools like YouTube
and Prometheus, reflecting evolving educational preferences.

To address the challenges posed by ICTs, UNESCO has developed guidelines to combat cyberbullying and
online harassment, including "Reporting on Violence Against Women and Girls: A Handbook for
Journalists®®." Additionally, in collaboration with ITU, UNESCO launched "Balancing Act: Countering Digital
Disinformation While Respecting Freedom of Expression®!," a comprehensive, action-oriented study
tackling hate speech and related issues. To sustain progress, it is essential to address the remaining
barriers. Tailored training programs should focus on underserved groups, including older individuals and
rural residents. Expanding access to high-speed internet is crucial to bridging regional disparities.
Furthermore, ongoing initiatives must promote lifelong learning and cybersecurity to ensure that all
Ukrainians can fully participate in the digital economy. These efforts will solidify Ukraine’s position as a
leader in digital transformation and align its development with broader European and global standards.

%0 https://unesdoc.unesco.org/ark:/48223/pf0000371524
51 https://en.unesco.org/publications/balanceact
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[I.IV  Resource mobilization and international cooperation

Ukraine’s journey toward digital transformation has been accelerated in recent years, especially under the
pressing challenges posed by the ongoing conflict. This transformation is a critical component of the
country's broader development agenda, providing avenues for economic recovery, resilience, and
integration into the global digital economy. Key to this effort is resource mobilization and robust
international cooperation, which can amplify Ukraine’s capacity to rebuild, innovate, and grow. The
involvement of various UN entities and international partners offers a unique opportunity to stimulate
sustainable digital development.

Digital transformation is not uniform across all sectors; different industries have unique requirements and
challenges. Therefore, contribution must be tailored to meet sectoral needs, particularly in terms of
financing and investments. Sectors such as healthcare, education, and finance have distinct digital needs,
requiring specific and substantial upfront investments in technology and infrastructure. Public funding,
private investments, and international aid are all critical sources of financing for digital initiatives.
Governments and financial institutions must work together to create favorable conditions for investment,
such as offering tax incentives or establishing dedicated funds for digital projects.

EU harmonization also plays a crucial role in sectoral access, particularly for countries within or seeking to
align with the European Union. The EU has established a comprehensive framework for digital
transformation, including standards for data protection (e.g., GDPR), cybersecurity, and digital
infrastructure. Adherence to these standards is essential for ensuring that digital services are
interoperable across borders, facilitating access to a broader digital market.

Ukraine is at a critical juncture in its history, striving to rebuild and modernize its economy while addressing
the challenges of digital transformation. The country's path to recovery and development is closely tied to
its integration with the EU, particularly in terms of harmonizing regulations, securing financing and
investments, and stimulating innovation.

Il.IV.I  Partnerships and UN engagement

The successful digital transformation of Ukraine requires substantial financial resources. The country
needs to secure both domestic and international financing to develop its digital infrastructure, support
innovation, and foster entrepreneurship. Public-private partnerships are essential in this regard, as they
can mobilize resources from both the government and the private sector.

Domestic Financing and Public-Private Partnerships: Resource mobilization within Ukraine begins with
leveraging domestic financial resources. The government has prioritized digitalization through initiatives
such as the "Diia" platform, which provides e-governance services to citizens and businesses. Public-
private partnerships can enhance these efforts by pooling resources from both sectors. PPPs can be
particularly effective in sectors like transportation, energy, and digital infrastructure, where significant
investments are required. Tax incentives, innovation grants, and venture capital funds can attract
investments in critical areas like broadband infrastructure, cybersecurity, and digital skills training.
Additionally, financial support from local businesses and Ukrainian diaspora communities could
significantly contribute to the digital transformation agenda.
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International Financial Institutions and Donor Support: The international community has shown a strong
willingness to support Ukraine's recovery and development efforts. Financial institutions such as the World
Bank>?, the European Investment Bank>?, and the International Monetary Fund>* have already provided
loans and grants for reconstruction and digitalization projects. Further collaboration could include
concessional financing and debt-for-development swaps, channeling resources into ICT infrastructure and
digital services. Bilateral donor agencies, including USAID, GIZ, and DFID, could continue to provide grants,
technical expertise, and capacity-building support. Additionally, the EU's financial instruments, such as the
European Fund for Strategic Investments and the Horizon Europe program, can provide much-needed
funding for research, innovation, and digital development in Ukraine.

Foreign Direct Investment: Attracting Foreign Direct Investment is vital for Ukraine’s economic growth and
development. FDI can provide the capital needed to modernize industries, create jobs, and stimulate
innovation. However, Ukraine’s ability to attract FDI is closely linked to its progress in EU harmonization,
particularly in areas like anti-corruption, property rights, and judicial reforms. By aligning with EU
standards, Ukraine can create a more predictable and secure business domain, which is essential for
attracting and retaining investors. The country must create a conducive environment for investors by
ensuring political stability, transparency, and the rule of law. Incentives for digital startups and technology
companies, such as tax breaks and grants, can also help attract investments in the digital sector.

Private Sector Engagement: Global technology companies, including Microsoft, Google, and Amazon, have
demonstrated interest in partnering with Ukraine to advance digital innovation. Strategic engagement
with multinational corporations could drive investments in cloud computing, artificial intelligence, and
other emerging technologies. Corporate social responsibility initiatives could also contribute to building
digital infrastructure in underserved regions.

International Cooperation and Partnerships

Regional Partnerships: Ukraine’s proximity to the EU presents opportunities for integration into EU digital
frameworks. Programs such as the EU’s Digital Single Market and the Eastern Partnership initiative could
provide funding, technical expertise, and regulatory alignment. Partnerships with neighboring countries
like Poland, Slovakia, and Romania could facilitate cross-border digital trade, cybersecurity cooperation,
and regional connectivity projects.

Multilateral Collaboration: Multilateral organizations play a pivotal role in fostering cooperation and
pooling resources. Organizations like the OECD and the G7 can provide platforms for policy dialogue and
funding mechanisms. The Digital Development Partnership under the World Bank is another potential
avenue for mobilizing international expertise and financing.

Engagement with United Nations Entities

FAO can support Ukraine in leveraging digital technologies for agricultural development. Precision farming,
agri-tech solutions, and digital marketplaces can improve productivity and enhance food security. The
FAQ's technical expertise can help Ukraine adopt data-driven approaches to monitor land use, crop health,
and climate resilience.

52 https://www.worldbank.org/ext/en/home
53 https://www.eib.org/en/
54 https://www.imf.org/en/Search#qg=ukraine&sort=relevancy
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ITU provides the support to Ukraine following the implementation of the ITU Council Resolution 1408
undertaking the series of the activities mainly focusing on the rebuilding and rehabilitation of
ICT/broadcasting infrastructure as well as strengthening digital resilience. By leveraging the
pledging mechanism of the Partner2Connect Digital Coalition, ITU encourages all stakeholders to provide
support and collects commitments/pledges coming from all over the world.>®

UNODC is supporting Ukraine build stronger capabilities to prevent and combat cybercrime with a focus
on the development of a dedicated national cybercrime training facility at the Ukrainian Prosecutors
Training Academy and will assist Ukrainian law enforcement agencies in strengthening their ability to
investigate and prosecute cyber-dependent and cyber-enabled crimes while working to prevent
cybercrime through educating children and at-risk groups of the associated risks. The “United Nations
Convention against Cybercrime; Strengthening International Cooperation for Combating Certain Crimes
Committed by Means of Information and Communications Technology Systems and for the Sharing of
Evidence in Electronic Form of Serious Crimes” was adopted by the General Assembly on 24 December
2024. UNODC will provide pre-ratification support to a number of strategically selected countries, to
ensure the prompt and geographically balanced entry into force of the Convention. UNODC is continuously
developing tools to facilitate ratification. The Convention is the first United Nations criminal justice
convention in over 20 years and the first global treaty on cybercrime and the exchange of electronic
evidence for serious crimes. It criminalizes the most prevalent forms of cybercrime, provides for strong
international cooperation, technical assistance and capacity building measures to support States parties
to more effectively prevent and combat cybercrime worldwide. Among the offences addressed by the
Convention are illegal access, illegal interception and interference with electronic data or information and
communications technology systems, online child sexual abuse and exploitation material, and the
solicitation or grooming for the purpose of committing a sexual offence against children. Importantly, the
Convention also provides for the exchange of electronic evidence not only for the offences established in
accordance with the Convention, but also for any serious crime, including serious crimes established in
accordance with other applicable United Nations conventions and protocols.

UNDP has been a long-standing partner in Ukraine’s governance and development efforts. Its focus on
inclusive governance, digital literacy, and public service delivery aligns with the country’s digital
transformation goals. By supporting initiatives like e-governance and digital inclusion, the UNDP can
strengthen Ukraine’s institutional capacity and citizen engagement.

UNECE’s work on trade facilitation and digital standards can benefit Ukraine’s integration into global
markets. Its recommendations on regulatory frameworks for e-commerce, electronic signatures, and
cross-border data flows can accelerate Ukraine’s digital economy.

UNESCO's expertise in Communication and Information, Science, Culture, and Education positions it as a
key partner in building digital skills, safeguarding cultural and documentary heritage, promoting access to
information and upholding information as a public good. Through digital education platforms, Media and
Information literacy, STEM initiatives, and programs for digitizing archives, as well as its work on digital
policies and media development, UNESCO empowers Ukraine’s access to information and strengthens
information resilience.

55 https://www.itu.int/en/ITU-D/Regional-Presence/Europe/Pages/Projects/2022/Council%20Resolution%200n%20Ukraine%20-
%20Coordination%20and%20Implementation/Council-Resolution-on-Ukraine---Coordination-and-Implementation.aspx
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Digital tools can play a vital role in assisting displaced populations within Ukraine. UNHCR can collaborate
with the government to deploy digital identity systems, mobile apps for service delivery, and platforms for
social protection. These initiatives can enhance the inclusion of refugees and IDPs in the digital economy.

UN-Habitat’'s expertise in sustainable urban development supports Ukraine efforts in urban recovery,
including sustainable and inclusive urban recovery planning across the country, following participatory
processes to build back better by connecting the ongoing humanitarian response to sustainable and
inclusive urban recovery. UN-Habitat leverages innovation, digital technologies and data to improve
quality of life for all.

UNIDO can facilitate the digital transformation and Al advancement of Ukraine’s industrial sector. By
promoting smart manufacturing, shaping a long-term innovation strategy with Al at its core, digital supply
chains, and innovation hubs, UNIDO can help Ukraine modernize its industrial base and strengthen
Ukraine’s economic resilience and sustainable development bolstering its global technological
competitiveness.

UNICEF's focus on children and youth aligns with Ukraine’s need for digital education and skills
development. Initiatives such as coding workshops, digital learning platforms, and online safety programs
can prepare the younger generation for a technology-driven future.

UN Women can address gender disparities in Ukraine’s digital transformation. Programs promoting women
in tech, digital entrepreneurship, and leadership can ensure gender equity in the digital economy.

WHO Regional Office for Europe provided extensive data and digital health technical support to Ukraine.
This included contributing to the development of electronic healthcare and strengthening cybersecurity
as part of the Ukraine Health sector recovery plan in February 2022. From 31 January to 5 February 2022,
the team conducted a comprehensive health information system assessment upon the request of the
Ministry of Health of Ukraine. In March 2022, the WHO team built draft dashboards for supplies and
logistics for the refugee response for Ukraine and neighboring countries. In July 2023, they coordinated a
session on ICF implementation and ICF-based disability eligibility reform with the European WHO-Family
of International Classifications network, with technical support from Czech Republic, Italy, and Nordic
countries. Additionally, in November 2023, WHO Europe co-organized a meeting with CDC and the
University of Washington to develop training materials for health informatics and data science programs.

UN Country Team in Ukraine can provide an integrated approach to digital transformation. By coordinating
across agencies, the team can align resources and programs with national priorities, fostering synergies
and reducing duplication.

UN Digital Transformation Group for Europe and Central Asia can offer regional insights and technical
assistance to Ukraine. By sharing best practices and facilitating regional cooperation, the group can help
Ukraine adopt innovative solutions and align with global digital trends.

Achieving digital transformation in Ukraine requires a multi-stakeholder approach. By mobilizing resources
and encouraging international cooperation, Ukraine can overcome current challenges and build a resilient,
inclusive, and innovative digital ecosystem. Collaboration with the UN system, international financial
institutions, regional partners, and the private sector will be instrumental in driving progress.
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IV Inclusive and secure telecommunications / ICTs for sustainable development

I.V.I  Security and Trust

Cybersecurity and Trust: Building Confidence in Digital Access

Over the past three years, Ukraine has been at the epicenter of an evolving and intensifying cybersecurity
battlefield, shaped by the war>® This period has seen a dramatic rise in the scale, frequency, and
sophistication of cyberattacks targeting Ukrainian critical infrastructure, government institutions, and
private sectors. The cyber operations of the adversary have been a central force in this escalation, marked
by coordinated efforts from well-established Advanced Persistent Threat groups, newly emerged actors,
and financially motivated cybercriminal organizations. These entities leveraged advanced tactics such as
zero-day and N-day exploits, phishing, ransomware, and hybrid warfare techniques to achieve strategic,
operational, and psychological objectives.

The role of established groups like Sandworm (APT44) and APT28 has been particularly significant.
Sandworm, for instance, quadrupled its cyberattacks from 14 incidents in 2022 to 62 in 2023, focusing
heavily on telecommunications providers and critical infrastructure.

Telecommunications providers faced an onslaught of 11 coordinated attacks between May and September
2023, resulting in service disruptions to internet, hosting, and email systems. These attacks demonstrated
the adversary’s increasing reliance on N-day exploits, which target known but unpatched vulnerabilities.
Phishing campaigns also surged, increasing by 33 percent in the second half of 2023 compared to the first
half. By exploiting compromised email systems and weak security practices such as the lack of multi-factor
authentication, attackers distributed malware like RemcosRAT and LumaStealer, amplifying their reach and
impact.

The energy sector has been another major target, with attacks increasing by 92 percent from the first half
to the second half of 2023. In H2 2023, 52 attacks were recorded in this sector, compared to 27 in H1.
These incidents highlighted the strategic value of disrupting power systems, which not only cripple
essential services but also magnify the effects of concurrent kinetic attacks. The linkage between cyber
and physical operations was a defining feature of the adversary’s hybrid warfare strategy. A striking
example occurred in December 2023, when a cyberattack on Kyivstar, Ukraine’s largest telecom provider
with 25 million subscribers, coincided with missile strikes on Kyiv. This attack caused widespread service
disruptions and psychological distress, illustrating the multilayered approach to warfare where the impact
of one operation reinforces the other.

According to the United Nations Office on Drugs and Crime, the cybercrime is one of the fastest-growing
types of crime globally, with reported losses totaling more than $10.5 trillion USD forecasted globally by
2025. “Cybercrime affects not only individuals, but also companies, critical infrastructure, and government
networks. It constitutes a cross-cutting threat to security, economic development, peace and stability.
Moreover, it has the potential to undermine confidence in digitalization, a phenomenon that has played
an integral part in driving economic development. The full-scale invasion in February 2022, appears to
have paradoxically resulted in an increase in at least some forms of cybercrime. According to Ukraine’s

%6 https://cip.gov.ua/en/news/kiberoperaciyi-rf-novi-cili-instrumenti-ta-grupi-analitika-khakerskikh-atak-proti-ukrayini-za-2-pivrichchya-2023-
roku
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Office of Prosecutor General, the number of registered cyberfraud cases associated with “call centers” in
Ukraine has risen dramatically from 14 760 cases in 2021 to 53 547 cases in 2023, with these large-scale
scam operations estimated by Ukrainian authorities to generate annual profits in the billions of US dollars.
Ukraine is also among the largest virtual currency markets globally, which creates new opportunities for
criminals to move and launder funds as the sector remains largely unregulated” >’. The World Cybercrime
Index>8, published in April 2024, placed Ukraine as the country that harbors the second greatest
cybercriminal threat globally.

Financially motivated cybercrime grew significantly over the past three years, with nearly 40 percent of
incidents in H2 2023 involving financial theft>*. One group, UAC-0006, resumed operations in May 2023
and was linked to over 200 incidents in the latter half of the year alone. These attacks targeted banking
credentials, employed ransomware, and exploited topical events such as Ukraine’s NATO membership bid
to enhance phishing campaigns. The financial sector was not the only area affected. Criminal groups
targeted email services and cryptocurrency exchanges, aiming to steal large sums through sophisticated
malware and Remote Access Trojans (RATs). The commercial sector also faced ransomware attacks, which
disrupted operations and caused financial losses.

Ukraine’s military and defense systems were subjected to an array of cyberattacks. In one instance, the
hackers developed a fake version of the "Delta" military app and distributed it on Google Play, targeting
Ukrainian soldiers and officers. By mimicking official updates and leveraging phishing techniques, attackers
sought access to battlefield communication systems and military situational awareness platforms. The
adversary’s use of deception extended to mobile applications and social engineering campaigns,
underscoring their focus on mobile devices as a critical target. In August 2023, attackers disguised SpyNote
malware as a legitimate installer for the Nettle system, exploiting vulnerabilities in mobile communication
practices. Such operations revealed the adversary’s significant resource pool and strategic planning
capabilities, as attacks were executed with remarkable speed and precision.

Despite the immense challenges, Ukraine made substantial progress in improving its cybersecurity
defenses. CERT-UA reported a 65 percent reduction in critical and high-severity incidents in 2023
compared to 2022. While the number of such cases dropped from 1 048 in 2022 to 367 in 2023, the overall
volume of incidents rose, indicating better detection and reporting mechanisms. The daily average of
reported incidents increased from 5—6 in H1 2023 to 7-8 in H2, while the monthly average grew from 180
to 243 over the same period. This improvement reflects enhanced threat intelligence sharing,
international collaboration, and strengthened incident response capabilities. The number of cyber
incidents registered by CERT-UA grew by 36 percent in H2 2023, with cases rising from 1 079 in H1 to 1
463 in H2.

The adversary’s use of automation in their attacks has made it imperative for Ukraine to continuously
upgrade its defenses. Security strategies must evolve to address emerging threats, especially as attackers
exploit N-day vulnerabilities and rapidly adapt to new vectors of attack. Telecommunications providers and
ISPs, despite their substantial budgets and manpower, were frequently targeted in 2023, highlighting gaps

57 United Nations Office on Drugs and Crime

58 https://www.ox.ac.uk/news/2024-04-10-world-first-cybercrime-index-ranks-countries-cybercrime-threat-level
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in readiness and recovery capabilities. The energy sector, too, remained a priority target, as demonstrated
by the sharp rise in incidents during H2 2023.

Looking ahead to 2025, the cybersecurity challenges in Ukraine are expected to persist. Critical
infrastructure such as energy facilities, telecommunications networks, and military systems will remain
primary targets for both state-affiliated and criminal threat actors. The anticipated increase in cyberattacks
involving ransomware and financial theft underscores the growing complexity of threats. Targeted social
engineering campaigns and covert reconnaissance operations are also likely to escalate, particularly
against defense sector organizations and their personnel.

Ukraine’s experience over the past three years provides valuable lessons for other nations grappling with
advanced cyber threats. The successful reduction in critical incidents, coupled with the integration of
international expertise, demonstrates the importance of collaborative defense strategies. However, the
evolving tactics of cyber adversaries demand constant vigilance, adaptive technologies, and proactive
measures to safeguard national security. The lessons learned from Ukraine’s resilience will shape global
cybersecurity practices for years to come.

[I.LVI  Diversity and inclusion

ILVI.I  Digital inclusion

Digital Inclusion: Bridging the Digital Divide

Digital inclusion is a fundamental consideration in the adoption of digital technologies. It refers to the
efforts to ensure that all individuals and communities, regardless of their socio-economic status,
geographic location, or demographic characteristics, have access to and can effectively use digital
technologies. Digital inclusion addresses the disparities that exist in access to digital tools and services,
often referred to as the digital divide.

The digital divide can manifest in various forms, including disparities in access to technology (e.g., lack of
internet connectivity or devices), differences in digital literacy levels, and variations in the ability to
leverage digital tools for economic or social advancement. Bridging this divide is critical for ensuring that
the benefits of digital transformation are equitably distributed and that no one is left behind in the digital
age. Digital inclusion is fundamental to advancing human rights and dignity, ensuring that information, as
a public good, remains universally accessible to all. When doing so, it is necessary to tailor support to the
specific risks, needs, and challenges certain demographics may face. One example is for women,
particularly those below 24, who while they may have a high adoption of digital technologies also face
disproportionate risks of TW VAW.®°

Access to Digital Infrastructure and Devices

One of the primary challenges in achieving digital inclusion is ensuring equitable access to digital
infrastructure and devices. Reliable internet connectivity and access to affordable, modern devices are
fundamental prerequisites for participation in the digital economy. However, many rural and remote areas,
particularly in developing countries, still lack adequate infrastructure. In these contexts, investments in
broadband networks and mobile connectivity are crucial for reducing geographic disparities. Governments

60 https://eca.unwomen.org/sites/default/files/2024-01/research-tf-vaw_full-report_24-january2.pdf
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and organizations can play a significant role by implementing initiatives to expand digital infrastructure.
For instance, programs that provide free or low-cost internet access in public spaces such as libraries,
schools, and community centers can serve as lifelines for individuals who lack connectivity at home.
Similarly, distributing subsidized devices to low-income families can empower them to participate in
educational and economic opportunities that would otherwise be out of reach.

One of the examples of such an initiative is the Device Coalition, a cooperative effort involving
organizations, governments, and patrons to supply devices for Ukrainian students and teachers engaged
in online education. It was initiated by the Ministry of Education and Science in partnership with the
Ministry of Digital Transformation and the Olena Zelenska Foundation. The primary objective of the
Coalition is to engage development partners in addressing the critical demand for learning devices,
ensuring equitable access to education for students and teachers in communities affected by war. !

The Internet Subvention (IHTepHeT-cybBeHLin®?) is another example of such programs, launched in 2021
by the Ministry of Digital Transformation of Ukraine, aimed to bridge the digital divide in rural areas by
expanding high-speed broadband access through fiber-optic networks. The initial estimate for the program
was 483.8 million UAH (approximately USD 13 million) and grew to a total cost of 700.5 million UAH by its
conclusion. Its primary focus was connecting over 11 000 social institutions, including schools, libraries,
clinics, and other community facilities, to high-speed internet with a minimum speed of 100 Mbps, while
also establishing public Wi-Fi zones.

By the end of the program in December 2023, the initiative had connected 7 700 social institutions across
3 300 villages and settlements. This included more than 1 000 schools, 622 preschools, 2 174 cultural
centers, 958 libraries, and 1 855 outpatient clinics®. As a result, approximately one million residents in
these areas gained access to high-speed broadband for the first time. The program also stimulated
additional expansion, with 4 700 rural areas not directly funded gaining fiber-optic internet access due to
increased competition among providers. Overall, 8 000 rural settlements were covered by high-speed
fiber-optic networks during the initiative.

Implementation relied on local governments, which organized tenders for network construction.
Transparency and accountability were ensured through an online portal and dashboard, allowing
communities to track progress. The initiative also benefitted from private sector partnerships, such as
collaborations with Iskratel, Ukrtelecom, and SID Bank, which contributed 200 million UAH (USD 5.5
million) to manufacture and install advanced telecom infrastructure, including 32 695 kilometers of fiber-
optic networks.

The Internet Subvention initiative highlighted the Ukrainian government’s commitment to reducing socio-
economic disparities and advancing digital transformation. By enhancing connectivity in underserved rural
areas, it enabled critical social infrastructure to access modern digital tools and services, stimulating
greater inclusion and development.

61 https://mon.gov.ua/en/news/the-ministry-of-education-and-science-in-collaboration-with-the-ministry-of-digital-transformation-and-the-
olena-zelenska-foundation-has-officially-launched-the-device-coalition

62 https://bb.gov.ua/golova

63 https://lookerstudio.google.com/reporting/4215e255-abd2-4396-880d-01d887ee23c1/page/lw7)C
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Promoting Digital Literacy & Addressing Social and Cultural Barriers

Access to technology is only one aspect of digital inclusion; the ability to use these tools effectively is
equally important. Digital literacy programs are essential for equipping individuals with the skills needed
to navigate the digital world confidently and securely. These programs should be tailored to meet the
needs of diverse populations, addressing language barriers, cultural sensitivities, and varying levels of prior
exposure to technology.

While access and literacy are critical, addressing social and cultural barriers is equally important for
fostering digital inclusion. Certain groups may face unique challenges that prevent them from fully
embracing digital technologies. For instance, gender inequality remains a significant barrier in many parts
of the world, where women and girls often have less access to digital tools and resources compared to
men and boys. Tackling these disparities requires a multi-faceted approach that includes raising awareness
about the benefits of digital inclusion, challenging societal norms, and creating safe and supportive digital
environments.

The Role of Policy and Collaboration

Achieving digital inclusion requires coordinated efforts across multiple sectors. Policymakers, educators,
businesses, and civil society organizations must collaborate to create comprehensive strategies that
address the various dimensions of the digital divide. Policies should prioritize investments in
infrastructure, provide financial support for low-income households, and promote digital literacy
programs. Furthermore, these policies should be informed by data and research to identify and address
the specific needs of underrepresented groups. Private sector organizations also have a vital role to play.
Companies can contribute by developing affordable technologies, offering digital skills training programs,
and ensuring that their products and services are inclusive by design. For example, technology companies
can embed accessibility features into their devices and platforms, making them usable for people with
visual, auditory, or mobility impairments. Such efforts not only promote diversity and inclusivity but also
broaden market reach and stimulate innovation.
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ILVII  Commitment to environmental sustainability

ILVIL.I - Circular economy, e-environment, and climate change

Ukraine’s commitment to environmental sustainability has become increasingly critical in the context of
global environmental challenges. With climate change accelerating and resources depleting at an alarming
rate, the country has recognized the need for transformative strategies in its environmental policies.
Central to these efforts are the principles of the circular economy, advancements in e-environment
initiatives, and measures to combat climate change.

Circular Economy in Ukraine

The circular economy is a model that emphasizes reducing waste, reusing resources, and recycling
materials to create a closed-loop system. This approach is an alternative to the traditional linear economy
of “take-make-dispose,” which is unsustainable in the long term. Ukraine’s adoption of circular economy
principles reflects its growing awareness of the economic and ecological benefits of sustainable resource
management.

One of the key drivers of circular economy in Ukraine is the European Union’s influence. As a signatory to
the EU-Ukraine Association Agreement, the country has committed to aligning its environmental standards
with those of the EU®*. This includes adopting waste management policies that prioritize recycling and
energy recovery over landfill disposal. For instance, Ukraine’s National Waste Management Strategy 2030,
as outlined in the official policy document by the Ministry of Environmental Protection and Natural
Resources, aims to increase the recycling rate from the current 7 percent to 48 percent by 2030%.

Additionally, businesses in Ukraine are gradually embracing circular practices. The agricultural sector, for
example, has seen innovations in biomass energy production, where agricultural waste is converted into
biofuels. Similarly, the construction industry is exploring the use of recycled materials to reduce its
environmental footprint. These initiatives not only conserve resources but also create economic
opportunities and jobs, contributing to a more resilient economy.

Despite progress, challenges remain. The lack of infrastructure for waste sorting and recycling, limited
public awareness, and insufficient funding are significant barriers to circular economy implementation.
Addressing these challenges will require coordinated efforts between the government, private sector, and
civil society.

E-environment: Leveraging Digital Technology

The e-environment encompasses the use of digital technologies to enhance environmental governance,
monitor ecological systems, and promote sustainable practices. In Ukraine, the integration of digital tools
has become a cornerstone of its environmental strategy.

One notable initiative is the implementation of the "EcoSystem" platform®®, a digital portal developed by
Ukraine’s Ministry of Environmental Protection and Natural Resources. This platform provides real-time
data on air quality, water resources, and industrial emissions, empowering citizens, and policymakers to

64 https://trade.ec.europa.eu/doclib/docs/2016/november/tradoc_155103.pdf
85 https://mepr.gov.ua/news/37220.html
%6 https://eco.mepr.gov.ua/

83



Ukraine — Digital Development Country Profile

make informed decisions. By fostering transparency and accountability, the “EcoSystem” platform
encourages greater public participation in environmental protection.

Another significant development is the use of geographic information systems and remote sensing
technologies to monitor deforestation, illegal logging, and land degradation. These tools enable
authorities to track changes in land use and implement timely interventions. For instance, satellite imagery
has been instrumental in identifying hotspots of illegal activities in Ukraine’s forests, which are vital carbon
sinks and biodiversity reserves.

The adoption of e-environment solutions also extends to urban planning. Smart city initiatives, such as
Kyiv’s "Smart City" program®’, incorporate digital technologies to optimize energy consumption, improve
waste management, and reduce traffic congestion. These measures contribute to reducing greenhouse
gas emissions and enhancing the quality of life for urban residents.

While the potential of e-environment technologies is immense, challenges such as digital infrastructure
gaps and cybersecurity risks need to be addressed to ensure their effective implementation.

Addressing Climate Change

Ukraine is particularly vulnerable to the impacts of climate change, including rising temperatures, extreme
weather events, and shifts in agricultural productivity. Recognizing these threats, the government has
made significant strides in aligning its policies with international climate commitments.

In 2021, Ukraine updated its Nationally Determined Contributions under the Paris Agreement, committing
to a 65 percent reduction in greenhouse gas emissions by 2030 compared to 1990 levels®®. Achieving this
target requires a multifaceted approach, including transitioning to renewable energy, enhancing energy
efficiency, and promoting sustainable land use practices.

The renewable energy sector in Ukraine has seen remarkable growth in recent years. Solar and wind power
installations have increased significantly, driven by government incentives and foreign investments. By
2023, renewable energy accounted for approximately 14 percent of Ukraine’s energy mix, with plans to
increase this share further. However, the ongoing war has disrupted energy infrastructure, posing
challenges to the country’s green transition.

Agriculture, a critical sector in Ukraine’s economy, is also undergoing a transformation to address climate
change. Sustainable farming practices, such as crop rotation, conservation tillage, and precision
agriculture, are being promoted to reduce GHG emissions and enhance soil health. Moreover, initiatives
to restore degraded peatlands and expand afforestation efforts contribute to carbon sequestration.

Public awareness and education are crucial for climate action. Campaigns and educational programs have
been launched to engage citizens in energy conservation, waste reduction, and other sustainable practices.
The active involvement of civil society organizations further amplifies these efforts, creating a collective
movement towards a sustainable future.

57 https://kyivsmartcity.com/
68 https://unfccc.int/NDC
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Ill.  Conclusions

Ukraine's digital transformation has been shaped by profound challenges, including geopolitical strain and
the ongoing need for recovery and development. Despite these hurdles, the country has made significant
strides in its ICT sector, demonstrating resilience, modernization, and alignment with global standards.
Investments in modern infrastructure, particularly in broadband and mobile networks, have driven
advancements that align Ukraine with international and European benchmarks. Key platforms like Diia
highlight the country's innovative approach to improving governance and citizen engagement through
technology.

Significant regional disparities in digital development persist, with some regions excelling in infrastructure
and digital governance while others, particularly war-affected areas, lag behind. Challenges such as limited
institutional capacity, and gaps in digital literacy contribute to these divides. Addressing these disparities
requires tailored strategies and investments to ensure equitable access to digital tools and services
nationwide.

Ukraine faces pressing challenges, including the destruction of critical infrastructure and cybersecurity
threats targeting government systems and private enterprises. Cyberattacks, power outages, and
disrupted supply chains have hampered recovery efforts, while the digital divide between urban and rural
areas continues to limit opportunities for many. Bridging these gaps demands investments in
infrastructure, public-private partnerships, and expanded digital literacy programs.

Integration with European Union frameworks has been a driving force in Ukraine’s digital transformation.
Alignment with EU legislation in areas such as electronic communications, data protection, and
cybersecurity strengthens the country's global competitiveness and attracts international partnerships.
Participation in initiatives like RLAH and the EU Digital Single Market demonstrates Ukraine’s commitment
to fostering cross-border collaboration and embracing European digital norms.

To sustain and accelerate its digital transformation, Ukraine would need to prioritize rebuilding and
modernizing critical digital infrastructure in war-affected areas, with an emphasis on fiber-optic networks,
5G deployment, and resilient energy systems. Efforts to enhance rural connectivity through targeted
investments will ensure equitable access to high-speed internet and digital services. Strengthening
cybersecurity frameworks to protect against evolving threats, aligning with EU standards, and expanding
institutional capacity for cyber defense are critical steps forward. Scaling up digital education programs
will empower citizens with the skills needed to participate in the digital economy and stimulate innovation.
Addressing regional disparities through tailored strategies will support local governments in implementing
digital initiatives and building institutional capacity. Continued alignment with European directives will
leverage international partnerships to drive progress and attract investments.

Ukraine's digital transformation is a testament to its resilience, adaptability, and determination to embrace
the future. The ICT sector’s progress, despite immense challenges, underscores the strategic importance
of digital development as a catalyst for recovery, growth, and integration into the global digital economy.
By addressing challenges, leveraging opportunities, and promoting inclusive policies, Ukraine can position
itself as a leader in digital innovation and a key player in the European digital landscape. The path forward
requires collaboration, investment, and unwavering commitment to ensuring that digital transformation
benefits all citizens, strengthening the country’s foundation for a sustainable and connected future.
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