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Telco-grade security
in the 5G era

Incidents and good practice

Egons Buss
LMT Security Director
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Mobile network detects
cyber attacks
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i. % REUTERS

CYBER RISK

Russia may have tested cyber warfare on
Latvia, Western officials say

Gederts Gelzis, Robin Emmott S MIN READ ¥ £

RIGA/BRUSSELS (Reuters) - Moscow was probably behind interruptions in Latvia’s
mobile communications network before Russia’s war games last month, in an apparent
test of its cyber attack tools, Baltic and NATO officials said, based on early intelligence
of the drills.

Armoured vehicles and helicopters fake part in the
Zapad 2017 war games at a range near the town of
Borisov, Belarus September 20, 2017.
REUTERS/Vasily Fedosenko




LMT and big data

Innovative regional
activity evaluation

model

Agile analytic solution based on
aggregated network activity statistics
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BIG SHIFTS

LESSONS LEARNED
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Infrastructure: From telco to IT
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Devices: Bigger impact
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Customers: They need support

® AppStore P> Goog!c Play
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Infrastructure: Security first

Information security management
é6 system has been audited and found
to meet the requirements of standard
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Devices: 24/7

NETWORK

SERVICE

SECURITY
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Customers: trusted certification

STANDARDS SUPPORTING

CERTIFICATION

DECEMBER 2019




LMT R&D

Learning by doing

Public defence innovation projects

Local & international exercises

@ NATO ((‘SDCOE

Exercise Crossed Swords 2018 expanded considerably
in scope and complexity, covering several geographical
areas, involving critical information infrastructure
providers and cyber-kinetic engagement of military
units c« lék_\‘u‘_"!’L]v"‘l".“ll 1ISe-Cross. ..

EU R&D projects
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The future is mobile only
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