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IN INCIDENT RESPONSE
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Certified Information
Systems Auditor”

FOUNDATION R
Member of the Public
Council at the Ministry

of Digitalization
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WHAT WE ARE DOING




BUG REPORTING
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IT IS JUST TO PROVE THAT CYBER SECURITY IS IMPORTANT
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CYBERSECURITY
FIGURES FOR TODAY

e 336 critical infrastructure;
* 7 Security Operation Centre;

e Cyber Security Grants Increased
from 60 to 674 (target 1300);

e 73% level of awareness about
threats cybersecurity;

e 2.5 billion cyberattacks neutralized
National coordination information
center security;

* Global cybersecurity index
increased from 82 to 40 (target 15).
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Configuring Windows Updates =~
0% complete.

Getting Windows ready Do ot tur offyour compute
Don't turn off your computer 4

~

. Windows 7 professional

SOLUTION = LICENSED SOFTWARE
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The following is a Top 20 nations list (device count

42376 Brazil/BR
48742 Russia/|

21837 India/IN
19331 Iran/IR
16543 Italy/IT
14357 Poland/PL
14007 U
12898 T
12720 Ukrai UA
11124 China
10842 Spain/ES
8758 South Africa/ZA
8621 Cze
6869 Al

6134 Cambodia/KH
5512 Bangladesh/BD
4857 Ecuador/EC
4162 Hungary/HU

MikroTik RouterOS CVE-2018-14847 Distribution

o

7,500+ MikroTik Routers Are
Forwarding Owners’ Traffic to the
Attackers, How is Yours?

[Update]

2018-09-05 11:00 GMT+8, with the generous help from the AS64073,
103.193.137.211 has been promptly suspended and is no longer a threat.

Overview

MikroTik is a Latvian company founded in 1996 to develop routers and
wireless ISP systems. MikroTik now provides hardware and software for
Internet connectivity in countries around the world. In 1997, MikroTik
created the RouterOS software system. In 2002, MikroTik decided to build
its own hardware and created the RouterBOARD brand. Each
RouterBOARD device runs the RouterOS software system.[1]

According to WikiLeaks, the CIA Vault7 hacking tool Chimay Red involves
2 exploits, including Winbox Any Directory File Read (CVE-2018-14847)
and Webfig Remote Code Execution Vulnerability.[2]
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SOLUTION = UPDATING BOTNET DATA MONITORING
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[USER] => nginx

[HOME] => /var/lib/nginx

[FCGI_ROLE] => RESPONDER

[DOCUMENT_ROOT] => /var/www/slider.kz
[SCRIPT_FILENAME] => /var/www/slider.kz/s.php
[PATH_TRANSLATED] => /var/www/slider.kz/s.php
[QUERY_STRING] => op=login

[REQUEST_METHOD] => POST

[CONTENT_TYPE] => application/x-www-form-urlencoded
[CONTENT_LENGTH] => 7

[SCRIPT_NAME] => /s.php

[REQUEST_URI] => /s.gif?op=login
[DOCUMENT_URI] => /s.php

[SERVER_PROTOCOL] => HTTP/1.1
[REQUEST_SCHEME] => http

[GATEWAY_INTERFACE] => CGI/1.1
[SERVER_SOFTWARE] => nginx/1.12.2
[REMOTE_ADDR] => 179.43.157.112

[REMOTE_PORT] => 56126

[SERVER_ADDR] => 95.59.127.5

[SERVER_PORT] => 8080

[SERVER_NAME] => sly.kz

[REDIRECT_STATUS] => 200

[HTTP_HOST] => sly.kz:8080

[HTTP_CONNECTION] => keep-alive
[HTTP_CONTENT_LENGTH] => 7
[HTTP_CACHE_CONTROL] => max-age=0

[HTTP_ORIGIN] => http://housebankkz.com
r r'a [HTTP_UPGRADE_INSECURE_REQUESTS] => 1
[HTTP_CONTENT
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TYPE] => application/x-www-form-urlencoded

[HTTP_USER_AGENT] => Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.

[HTTP_ACCEPT] => text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,applicati
[HTTP_REFERER] => http://housebankkz.com/admin/

[HTTP_ACCEPT_ENCODING] => gzip, deflate
[HTTP_ACCEPT_LANGUAGE] => ru-RU,ru;q=0.9,en-US;q=0.8,en;q=0.7

- [PHP_SELF] => /s.php
s I rE- =} [REQUEST_TIME_FLOAT] => 1563267616.3364
[REQUEST_TIME] => 1563267616
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kaspito
kaspi-bank
kaspi-bannk
kaspionlinekz
kaspionlinee-kz
ghukaspirit
gkaspire
workaspire

Search Word

Domain

Recently Added

Where

Last 7 Days
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Date
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2019-07-29
2019-07-29
2019-07-30
2019-07-31
2019-08-01
2019-08-01
2019-08-01




https://homeybank.com /vendor-1ef7e994c4dfc6938c24 js
https://homebank kz /5a46094c10954e2ea6d39dc89cdd1cbd. svg
https://homebank kz /625d5309b9e8e253a9734114f3eal1f2e svg
https://homebank kz /e6b654b93ceda1b5335d80e4871f8c42 svg
https://homebank kz /3937820250adf31713ca3fbe38342b17 svg
https://homebank kz /8924820b8ac2858ef5e9adedf0437cald svg
https://homebank kz /7f186997be9dd21c9d425011f5ac3c81.svg
https://widget-mediator.zopim.com Is/\Wiws/47oWykpqDUI7DqlLi/c/1562824022347
https://homeybank.com /app-1ef7e994c4dfc6938c24 js
https://homebank_ kz /b794467121d8b33af9df2b5845355de8 woff
VALID SlTE https-//homebank kz /cTc4edc5970da%¢c4a2aefad 09462625 woff
https://homebank kz /f40651f07d27333e77a9b6724 15e784f woff
https://homebank kz /42f1447e766c8ef40c33e3b205b976b7 svg
https://homebank kz /f33594359d358cfe23b117cb05f067f5 svg
https://homebank kz /0739e02291cb0c34c34e30a52860acd0 svg
https://ekr zdassets com /compose/8728e841-6792-42e5-9e95-de2d18054e8f
https://ekr zdassets com /compose/8728e841-6792-42e5-9e95-de2d 18054 e8f
https://homebank_ kz /19839dbf179ae310d2a9e64246db1412 svg
https://homebank kz /362bc29fd595fbacef2c17f79d2ae791 svg
httos://homebank. kz /469bd77930535d6fdb954960cab3b03b8 ttf

[HTTP_REFERER] => http://housebankkz.com/

HTTP referrer checking
SOLUTION = TRAINING
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SOLUTION = HARDENING
APT TEAM
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Let's talk
about the
reasons



Captain Silver
6 programs running.
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Microsoft®

Windows™?
Pirated Cdition

PIRATED SOFTWARE AND
UPDATE IGNORING



IGNORING CYBERSECURITY RULES




NON-SECURITY SOFTWARE
DEVOLOPMENT LIFECYCLE




SHORT VIDEO





https://www.youtube.com/watch?v=taziBCpWqsg
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