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CASES FROM EXPERIENCE OF TSARKA TEAM



WHO AM I

Member of the Public 
Council at the Ministry 

of Digitalization



WHAT WE ARE DOING



BUG REPORTING



IT IS JUST TO PROVE THAT CYBER SECURITY IS IMPORTANT



IT’S HARD, BUT WE
DON'T GIVE UP

AND CONTINUE 
TO WORK



CYBERSECURITY 
FIGURES FOR TODAY

• 336 critical infrastructure;

• 7 Security Operation Centre;

• Cyber ​​Security Grants Increased 
from 60 to 674 (target 1300);

• 73% level of awareness about 
threats cybersecurity;

• 2.5 billion cyberattacks neutralized 
National coordination information 
center security;

• Global cybersecurity index 
increased from 82 to 40 (target 15).



CASE №1



Windows 10 Update Windows 7 UpdateVS

SOLUTION = LICENSED SOFTWARE



CASE №2





BOTNET DATA MONITORINGSOLUTION = UPDATING



CASE №3



PHISHING



PHISHING VS PHISHING







PHISHING HUNTER



HTTP referrer checking

EVIL SITE

VALID SITE

USER

SOLUTION = TRAINING



CASE №4



APT TEAM DEFENSIVEVS
SOLUTION = HARDENING



Let's talk 
about the 
reasons



PIRATED SOFTWARE AND 
UPDATE IGNORING



IGNORING CYBERSECURITY RULES



NON-SECURITY SOFTWARE 
DEVOLOPMENT LIFECYCLE



SHORT VIDEO



https://www.youtube.com/watch?v=taziBCpWqsg

https://www.youtube.com/watch?v=taziBCpWqsg



