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IOT IS EVERYWHERE
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…AND IT HAS REAL-LIFE IMPLICATIONS
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• Very large attack surface and widespread deployment

• Security for safety (especially for critical sectors)

• Interoperability, increased connectivity & cascading 

effects

• Security (by design) not a top priority

• Lack of expertise

• Applying security updates

• Lack of secure development practices

• Unclear liabilities

• Fragmentation of good practices and standards 

IOT SECURITY – MAIN CHALLENGES
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HOW DO WE SECURE IOT?
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IOT HIGH-LEVEL REFERENCE MODEL
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IOT THREAT TAXONOMY
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BASELINE IOT SECURITY MEASURES
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IOT & SMART INFRASTRUCTURES TOOL 

https://www.enisa.europa.eu/iot-tool
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LATEST DEVELOPMENTS

IOT SECURITY 
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Defining concepts 
and requirements

Software design

Development / 
Implementation

Testing and 
acceptance

Deployment and 
integration

Maintenance 
and disposal

SECURE DEVELOPMENT 

GUIDELINES FOR IOT
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SMART CARS SECURITY
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UPCOMING IN IOT

• Supply chain security for IoT

• In Connected and Automated Mobility

• Challenges in Connected and Automated Mobility

• Web tool on Assets, Threats and Security Measures

• Stakeholder mapping of the connected and automated mobility Area



19

HOW YOU CAN REACH US

Expert groups 

• IoT Security

• Connected Mobility Security

• AI to be developed
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ATTENTION
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